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ABSTRACT

Emerging Non-Volatile Memories (NVM), such as phase-change memory (PCM), NVDIMM,
and 3D XPoint, have byte-addressability and low latency, close to that of main memory, together
with the non-volatility of storage devices. NVM can be treated as both memory as well as a
storage device in the systems. These emerging technologies have great potential to improve the
system/application performance as well as to provide scalability and reliability of applications and
services. Much prior work focused on new system designs using NVM and has already shown
promising performance improvements. In this work, we try to employ NVM with different direc-
tions and approaches.

First, we construct a user space library to virtualize and share NVM between multiple processes
and applications. The reason to construct a user space library is because of performance, which
can be significantly improved by avoiding context switch overheads from system calls. NVM
has DRAM-like latency. So, accessing NVM through the kernel space as before would result in
too much context switching overhead, and therefore it would squander the low-latency provided by
NVM. Our library tries to access NVM mostly in user space, and only enters kernel space whenever
necessary. We have shown that our novel user space library incurs less than 10% overhead while
providing the properties of virtualization and sharing of NVM.

Also, recently emerging interconnect fabrics, such as Gen-Z, provide high bandwidth, together
with exceptionally low latency. These concurrently emerging technologies are making possible
new system architectures in the data centers including systems with Fabric-Attached Memories
(FAMs). FAMs can serve to create scalable, high-bandwidth, distributed, shared, byte-addressable,
and non-volatile memory pools at a rack scale.

We propose FAM-aware, checkpoint-based, post-copy live migration mechanism to improve
the performance of application migration. We have implemented our prototype of mechanism in
a Linux open source checkpoint tool, CRIU (Checkpoint/Restore In Userspace). According to

our evaluation results, compared to the existing CRIU approach, our FAM-aware post-copy can
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improve the total migration time by at least 15%, the busy time by at least 33% and down time by
at least 23%, and can let the migrated application perform at least 12% better during migration as
well as our batching checkpoint can improve average checkpoint time by 15%.

We look at the problem of integrating low latency NVM tightly in the memory hierarchy. We
consider the problem of reducing the costs of page faults for moving data between DRAM and
NVM. Since NVM can provide much low latency, so, in addition to the overheads of context
switches from system calls, the overheads of context switches from page faults seem too high, too.
We approach this problem through a hardware, software co-design approach by extending the CPU
hardware page walker and enhancing the Linux kernel. We develop a page pre-allocation mecha-
nism to pre-allocate pages before a page fault happens, where the hardware page walker executes
some required operations during the page faults, and a kernel background thread is triggered to
periodically handle the post-page fault operations after page faults. We show that the critical path
latency of a page fault, improved by our new hardware and kernel, can reduce to 2.1% for write and
12% for read, compared with that of existing kernel page fault exception handler. We can improve

the execution time for some benchmarks by about 5.6%.
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1. INTRODUCTION

Emerging non-volatile memory (NVM) technologies, such as phase-change memory (PCM)
[1], NV-DIMM [2], STT-RAM [3], and 3D-XPoint [4], have dramatically shaken up future system
designs [5, 6, 7, 8, 9, 10]. In particular, these NVM technologies promise not only much faster
access times than existing SSDs, within an order of magnitude of DRAM, but they also are “byte”
addressable and will be placed directly on the memory buses. As a result, these NVM technologies
could be used to replace the existing permanent storage devices or even volatile memory (single
level system).

Similarly, recently emerging interconnect fabrics, such as Gen-Z [11], provide high bandwidth,
together with exceptionally low latency. These concurrently emerging technologies are making
possible new system architectures in the data centers including systems with Fabric-Attached
Memories (FAMs) [12]. FAMs can serve to create scalable, high-bandwidth, distributed, shared,
byte-addressable, and non-volatile memory pools at a rack scale, opening up new usage models
and opportunities. These emerging technologies have great potential to improve the system and
application performance as well as to provide scalability and reliability of applications as well as
service.

In this dissertation, we would like to optimize the emerging memory systems for high perfor-
mance; meaning that we will mainly focus on the access latency and system overall performance
when employing NVM and FAM. To do so, we designed and implemented three novel system ar-
chitectures from user space, application level, and kernel space respectively, to improve the emerg-
ing memory systems.

In Chapter 2, we build a user space library, vNVML, for applications to access NVM. Although
NVM has appeared in the market for a while, in research community we have not reached an
agreement on how to “correctly” use NVM. To date, there have been some significant works in this
domain. Some prior works [13, 14, 15, 8, 10, 7] engineer novel file systems suitable for exploiting

NVM. Other prior works [16, 9] employ NVM as the only media in their (single level) system



and carefully design their data store manipulation mechanism to directly access data structures
from NVM. Their aims are to maximize performance by eliminating unnecessary data movement
between volatile memory and persistent storage devices. These prior schemes, however, currently
present no way to virtualize and share persistent NVM among multiple applications and users.

Instead, vNVML provides the transaction-like interface for applications to access NVM effi-
ciently while also offering the virtualization and shareability of NVM. Our method, the user space
library, could provide better performance, compared to file system interface, because VNVML tries
to execute everything in the user space as much as possible, and only goes down to kernel land if
necessary. Thus, we can significantly reduce the context switching overhead, which the accessing
NVM through file system interface must suffer and cannot avoid.

In Chapter 3, we explore the design area of application migration when employing FAM, a
shared NVM pool in a rack scale environment. Migration is an important technique, which can
redistribute the workload from a heavily loaded node to some other nodes with lighter loading to
increase the overall system performance. Traditionally, migration can be non-live (with the shortest
busy time) and live one (with the shortest down time). Employing FAM, we could redesign and
reimplement post-copy live migration to be a migration with the shortest busy time and down time.
Through evaluation, we prove that our new checkpoint-based post-copy migration can provide
better metrics for migration, compared to the existing, networking based post-copy migrations.

In Chapter 4, we want to build the POE, a Page fault handling Offload Engine, when accessing
DRAM and NVM. From Chapter 2, we have learned that the overhead of context switching is too
high, compared to the low-latency provided by NVM. As the bus-attached NVM becomes available
in the market, the existing memory system must be reviewed and be redesigned to provide better
accessing latency to fully gain the benefits brought from NVM. We propose to co-design hardware
and software to reduce the page handling overheads through enhanced page walker hardware and
enhanced Linux kernel for handling page faults. This idea is similar to that some of the network
processing has been offloaded through hardware to reduce the packet processing overheads.

What we do is simply to let the kernel (software) execute the required operations before and



after the page faults, and only the hardware page walker executes some mandatory operations
during a page fault. We could prove that our design can significantly reduce overhead of some
types of page faults, and show that the page fault critical path latency can reduce to 2.1% for
write and 12% for read of existing software exception handling. In addition, POE can improve the

execution time of some benchmarks by about 5.6%.



2. VIRTUALIZE AND SHARE NON-VOLATILE MEMORY IN THE USER SPACE*

2.1 Introduction

Emerging non-volatile memory (NVM) technologies, such as phase-change memory (PCM)
[1], NV-DIMM [2], and 3D-XPoint [4], will dramatically shake up future system designs [5, 6, 7,
8, 9]. In particular, not only do these NVM technologies promise much faster access times than
existing NAND-based SSDs, within an order of magnitude of DRAM, but they also are “byte” ad-
dressable and will be placed directly on the memory buses. Furthermore, these NVM technologies
could be used to replace existing permanent storage devices or even volatile memory (i.e. single
level system).

To date there have been some significant works in this domain. Some prior works, such as
[13, 14, 15, 8, 10, 7], engineer novel file systems tailored for exploiting NVM. Other prior works,
such as [16, 9], employ NVM as the only media in their (single level) system and carefully design
their data store manipulation mechanism to directly access some data structures stored in NVM.
Their aim is to maximize performance by eliminating unnecessary data movement between volatile
memory and persistent storage devices. These prior schemes, however, currently present no way
to virtualize and share persistent NVM among multiple applications and users.

Traditionally, there are two common ways for applications to access data content in storage
devices. One is through the file system read/write interface, the other is via the memory
mapped file (mmap) interface. The cost of system calls incurred by accessing through the file
system, however, would squander the low-latency as well as performance provided by NVM. Thus,
to attain the maximum gain from NVM, in this paper, we focus on memory mapped file access

form, which is also the recommended form by SNIA [17].

*©2020 Springer Nature. Reprinted, with permission, from Chih Chieh Chou, Jaemin Jung, A. L. Narasimha
Reddy, Paul V. Gratz, and Doug Voigt, “Virtualize and Share Non-Volatile Memories in User Space,” CCF Transac-
tions on High Performance Computing, vol. 2, pp. 16-35, Feb. 2020. ©2019 IEEE. Part of the data reported in this
chapter is reprinted, with permission, from Chih Chieh Chou, Jaemin Jung, A. L. Narasimha Reddy, Paul V. Gratz,
and Doug Voigt, “vNVML: An Efficient User Space Library for Virtualizing and Sharing Non-Volatile Memories,” in
35th Symposium on Mass Storage Systems and Technologies (MSST), 103-115, May, 2019.



Currently, when files on storage devices are mmapped to volatile memory (DRAM), the
POSIX interface can support shared mmap; that is, the same region of files can be shared/accessed
between multiple processes. Also, thanks to the swapping mechanism provided by virtual mem-
ory, which writes dirty pages to the backend storage devices (swap space) and therefore produces
clean pages for the future use, the impression of physical available DRAM is extended. These two
attractive properties of existing volatile virtual memory, however, are not supported in the prior
work for NVM.

This paper considers this problem of virtualizing and sharing byte-addressable NVM across
multiple applications. Here we introduce “vNVML”, an efficient library for virtualizing and shar-
ing NVM in user land. What we mean by “sharing NVM” here is that not only can the same
physical NVM pages be reallocated and reused across users, but the data content on NVM pages
can also be seen/accessed by applications concurrently, exactly like shared mmap access form of
virtual memory.

One of the main aims of VNVML is to provide the impression of larger NVM availability to
applications, much like virtual memory allowing the use of more main memory than the actual
physical memory in the machine. In order to virtualize NVM in this manner, this paper examines
extending a smaller amount of byte-addressable NVM with larger, traditional storage devices!.

Further, we examine mechanisms to safely leverage DRAM as cache to improve the perfor-
mance of persistent memory access. There are certain advantages in employing DRAM even when
the applications access virtual NVM. First, DRAM may have better performance (lower latency)
than most types of NVM, except for NV-DIMM. Second, DRAM may alleviate lifetime issues of
NVM in read-intensive workloads, since many NVM technologies have write endurance limits. In
our design, some reads can be served by reading pages from storage devices to DRAM, bypassing
the NVM entirely. This might be a better design choice compared to simply employing NVM as
both read and write cache in terms of reducing the number of NVM write accesses.

We design and implement VNVML with the hope that programmers could access (virtual)

'Note: while our approach can be applied with magnetic disks as the backing stores, here we limit ourselves to
SSDs.



NVM with a similar interface as for existing memory mapped files. That is, after a file on the
storage device is mmapped as a virtual NVM region, a pointer to this region is returned. This
pointer can be directly used in the programs as a typical mmapped pointer to virtual memory.
However, when NVM is exploited as permanent storage by applications, the durability and or-
dering of writes must be assured. Write ordering as required by byte-addressable NVM has been
discussed almost in every prior work [15, 16, 18, 19, 9, 20]. Many approaches have been proposed
to address the write ordering problem within persistent memories, including hardware capacitors to
ensure eviction order of all data from volatile memory to NVM [15], epoch-based writes [15, 18],
transaction-like semantics [20, 19, 18, 21], versioning [16], and special data stores and algorithms
designed for single level NVM [16, 9]. Here vNVML proposes to use transaction-like semantics
to guarantee the write ordering, atomicity, and durability of NVM accessing.

To sum up, vNVML employs DRAM as cache, NVM as log buffer and write cache, and the
backing storage device as the final destination of writes. From our evaluations, VNVML incurs
less than 10% throughput overhead, if the cache system of VNVML can absorb the write traffic,
compared to directly accessing NVM without the atomicity and write ordering guarantees.

The contributions of this Chapter are as follows:

* Propose a transactional interface for virtualizing and sharing persistent non-volatile memory.

* An implementation of this interface in our virtualized NVM Library, vNVML.

* This implementation leverages caching in DRAM, coupled with write logging and caching in
NVM and lazy writeback to the backing storage to provide a high performance, virtualized,

and shareable NVM to applications.

* We evaluate this proposed VNVML under not only synthetic but also realistic
(YCSB+MongoDB) workloads and show that NVML is competitive with prior techniques

which do not support virtualization and sharing of NVM.

The remainder of this Chapter is organized as follows. Section 2.2 describes background and

prior work in this area. Section 2.3 presents a design overview and discusses the design decisions
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of VNVML. Section 2.4 explains the implementation of VNVML in detail. Section 2.5 presents our

results of evaluation of vNVML and section 2.6 concludes.
2.2 Background

Much of the early work to-date incorporating NVM in systems assumes basic hardware changes.
New memory controllers are proposed [22, 23, 24]. Kiln [25] proposes a victim cache for buffer-
ing and Atom [26] deploys a hardware logging approach to eliminate software logging overhead.
BPFES [15] develops a new “epoch” for write ordering. While these approaches show promise, they
require significant hardware redesign, which may take several years to be reflected in commercial
hardware.

In the more near term, we might prefer to the solutions requiring little or no change to the
basic processor caching and memory management hardware because memory bus-attached NVM
DIMMs have become available. For example, recently Intel has released its Optane DC Persistent
Memory DIMM [4]. Near-term systems will incorporate this type of NVM attached directly on
the memory bus, where it will be accessible via the system’s physical address space. These system
architectures argue for a pure-system software approach to management.

Existing work to-date looking at system software approaches to managing this (memory bus-
attached) form of NVM primarily focuses on constructing new file systems to handle the under-
lying NVM, such as SCMES [13], NVMES [14], BPES [15], PMES [8], NOVA [10], STRATA
[7]1, FRASH [27], and Aerie [28]. Some of those works have considered building file systems
across multiple types of NVM and storage technologies. These include NVMEFES [14] (NVM and
SSD) and Strata [7] (DRAM, NVM, SSD, and HDD). The design concept of Strata is close to
our VNVML; both of them contain DRAM and NVM as caches. However, the DRAM of Strata
only caches the pages read from SSDs and HDDs and all updates would go directly to NVM only.
Therefore, Strata needs to search for the up-to-date data locations. In addition, Strata does not sup-
port memory mapped files access form, which is the primary form used by our target applications.

Accessing NVM through file system APIs has fundamental drawbacks. First, accessing NVM

via the file system interface is not suitable for random, small accesses to NVM due to the high (con-



text switch) overheads incurred by system calls compared with the relative low-latency that NVM
offers. Next, the file system naturally cannot support concurrent accesses of the same file by dif-
ferent threads or processes, even though those threads or processes access different objects/pages
in the same file. For example, to access a certain location of a file, users must acquire a file lock
first, and then seek to the location and read/write from and to that location of file. After
read/write command is completed, the file lock can be released. Another drawback is that
such (file system) software approaches require users and applications to deploy dedicated file sys-
tems.

Some works, such as NV-Tree [9] and CDDS-Tree [16], consider replacing DRAM and storage
devices entirely with NVM to construct a single level, NVM-only system; their idea is to manip-
ulate all data structure operations directly on NVM and therefore eliminate all data movements
between DRAM and storage devices. Such approaches can improve performance significantly;
however, they restrict themselves to only some specific data structures and cannot be easily ap-
plied to general memory access. Also, they totally ignore the lower latency offered by DRAM
and do to further explore the potential performance improvements. For example, their approaches
might be not suitable for the read-intensive, cache friendly workloads.

SPAN [29] proposes some new swapping enhancements in the operating system (OS) kernel to
exploit NVM as extended system memory. Its concept is similar to the memory mode supported
by Intel’s Optane DC Persistent Memory [30]. NV-Heaps [18] provides some useful features, such
as type-safe pointers and garbage collection, but it requires programmers to use its specific object
framework and hardware must support epoch as BPES [15] does.

Other approaches try to create user space libraries [19, 31, 20, 21]. PMDK [31] and KAMINO
[21] employ only NVM and utilize undo logging to support in-place data updates. SoftWrAP
[20] combines NVM and DRAM and employs DRAM for write/read accesses and NVM for redo
logging. However, during the normal operations, the data content is “retired” from DRAM to
the final locations in NVM, and the logs in NVM are referenced only after system failures. The

most closely related work to our vNVML presented here is Mnemosyne [19], which also uses



Table 2.1: Summary of prior software approaches

‘ Categories ‘ Approaches ‘
| File system | SCMFS, NVMFS, BPFS, PMFS, NOVA, STRATA, FRASH, Aerie |
‘ Single level system ‘ CDDS-Tree, NV-Tree ‘
\ Persistent object system \ NV-heaps \
| User space library | mnemosyne, PMDK, SoftWrAP, KAMINO |

redo logging. While Mnemosyne provides both persistent region and persistent heap allocation
methods, VNVML does not support heap style allocation. However, there are some fundamental
differences between these two approaches. Mnemosyne achieves NVM virtualization by swapping,
which is controlled entirely by the kernel and therefore suffers from context switching overhead
in the page fault critical path; vNVML, on the other hand, always writes the dirty pages back
to storage devices by a background thread. Further, Mnemosyne does not employ DRAM as
read cache, so it requires an extensive search to find up-to-date data. Also, Mnemosyne cannot
support true sharing of NVM between processes. Table 2.1 summaries above-mentioned software
approaches.

In this work, we propose a system software-based, user space management approach, which
makes NVM available directly to user applications, without the block-level semantics of traditional
file systems. Furthermore, our work also provides write ordering, atomicity, and endurance guar-
antees while offering a larger than physical available NVM space to the applications, and allows
them to safely share the virtual NVM regions while maintaining performance goals by leveraging

caching in DRAM.
2.3 Design overview

In this section we describe our design and provide an overview of the decisions made in the
design of the virtual NVM Library (NVML), a user space library for virtualizing and sharing
NVM. Our design decisions are guided by the following four observations.

First, persistent memory is typically allocated and dedicated to an application. For example,



when file system writes data to a location in persistent memory, that location cannot be reused or re-
allocated by another application; otherwise, the data content of that location is corrupted. If NVM
is similarly allocated and used, then NVM cannot be easily shared? across multiple applications if
NVM is the only persistent storage device in the systems. In data centers, with dynamic workloads,
there is a strong desire to share available resources across many applications. It is essential that we
provide mechanisms to share precious resources like NVM across many applications.

Second, simply replacing traditional storage devices, such as solid-state drives (SSDs) or hard
drives (HDDs), with NVM is not good enough. Although by doing so, all existing applications can
benefit immediately from performance improvements provided by NVM without any modifications
required; however, this ignores the byte-addressability of NVM, and requires accessing NVM in
units of blocks, resulting in a suboptimal approach.

Third, the access latency of NVM is very close to that of DRAM and is much faster than that
of storage devices. When storage devices are slow (for example magnetic disks), the overheads
paid by accessing through system calls (or context switching) from file system APIs may not be
a significant part of the entire access latencies. However, as devices get faster, like NVM whose
latency is within an order of magnitude of DRAM, these system call overheads become much more
significant and hence must be avoided. For example, Intel Storage Performance Development Kit
(SPDK) [32] implements the whole NVMe device driver in the user space and thus improves the
accessing Ultra-Low-Latency (ULL) SSDs, such as Inte]l NVM-based 3D-Xpoint or Samsung Z-
NAND [33], performance significantly.

Finally, while it is possible (and even desirable) to continue running existing or older software
on new hardware, software may have to be redesigned/rewritten to attain the most of the hardware.
This can take the forms of new file systems, new data stores [16, 9] or new libraries [19, 34, 31,
20, 21]. In this paper, we take the approach of developing a user space library interface to NVM to
achieve our goals.

Based on above four observations, we designed the VNVML user space library, integrating

ZNote: the “share” here means the same physical NVM pages can be reallocated/reused by multiple applications.
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DRAM, NVM, and backend storage devices to construct the abstraction of virtualized NVM. Like
virtual memory, adopted almost universally in the modern computer systems, the main idea of
our virtual NVM is to provide the impression that applications and users can treat (virtual) NVM
contained in their system as large as the capacity of the storage devices in the system and as fast as
the speed of NVM (or even DRAM).

Usually, applications have two means to access the data content stored on storage devices; one
is through file system read/write commands, the other is through memory mapped files (i.e.
mmap). Because traditional disks are very slow, accessing data content in disks through file system
commands, which in turn trigger some system calls, may not incur too much performance penalty
compared to the long access latency of the disks themselves. However, this is not the case when
we deal with NVM because of its DRAM-like low latency.

By contrast, when accessing NVM, we must avoid expensive system calls triggered by the file
system commands as much as possible. This is especially true for applications requiring abundant
random memory accesses, such as tree manipulation operations, which may issue several system
calls solely for modifying a few pointers and therefore results in significant system overheads.

In order to avoid context switch overheads and to expose the byte-addressability of NVM, in
this project we primarily focus on memory mapped file accesses. Here, applications access NVM
much like memory, through byte-level load/store interfaces without system calls. However, to
utilize the byte-addressability of persistent memory, write ordering issue must be paid special at-
tention [15, 35]. Therefore, we design VNVML such that programmers use it in much the same way
as they employ existing POSIX mmap access for volatile memory, except that they must follow the
transaction-like semantics for write ordering. Meanwhile, the benefits of performance improve-
ment, atomicity, and durability are all provided by this transactional interface. Furthermore, we
adopt the method of user space library hoping for executing NVM accesses in the user space as
much as possible and using system calls only when necessary.

Since VNVML only provides the mmap-like transactional interface and only focuses on the

file read/write accesses, meaning that VNVML still relies on file system to provide the file system
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Figure 2.1: The read/write data flow of vNVML private mmap mode between DRAM, NVM, and
storage device

related handlings, such as metadata management, directory management, file permission control,
etc. VNVML places no limits on which file system may be used in the system and only requires that
file system must support standard POSIX mmap. Here we want to highlight that vNVML does not
try to place the file systems; instead, vNVML hopes to supplement and augment the current design
limitations of file systems, especially when applications require the high performance computing.

From here, we focus on vNVML’s private mmap access mode?, meaning that virtual NVM
regions can only be accessed by a single process. The mechanism of our shared* mmap mode is
slightly different and, to avoid confusion, is explained in section 2.4.4.

Briefly speaking, vNVML utilizes NVM both as a log buffer and as a write cache and DRAM
as a read cache. The reads can only be served by read caches. Modified data are first written to the
NVM log buffer only and then copied to DRAM (read cache) when the logged data are commit-
ted. NVM (write cache) are updated by committed logs on the background. If pages containing
accessed data are not already in NVM or DRAM, they (entire pages) are copied from the storage
devices to NVM write cache or DRAM read cache. Data are evicted from the NVM write cache
back to storage devices only when the usage of NVM write cache exceeds some threshold (30%)

of the physical available NVM. Before programs are terminated safely, all data are completely

3Note: our (NVML) private mmap mode is different from the standard POSIX private mmap mode. In our
private mmap, written data can be reflected back to storage devices, but POSIX private mmap cannot.

“Note: the “share” here means that shared regions can be seen and accessed by multiple processes, exactly like
the existing POSIX shared mmap method for volatile memory.
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flushed from NVM (both log buffer and write cache) to files. The interactions between DRAM,
NVM, and storage devices are shown in Fig. 2.1 for both read and write operations.

The key ideas behind our design choices are as follows:

Use NVM as log buffer: Like other NVM user space libraries, we also adopt transaction seman-
tics as interface for VNVML to provide write ordering, atomicity and durability. All written data
must be immediately stored at some temporary non-volatile storage locations before transactions
commit. Since this logging process must be in the write critical path, employing NVM as tempo-
rary non-volatile log buffer provides significant performance advantage.

Redo logging and DRAM cache: Typically, there are two approaches to logging: undo and redo
logging. Both have pros and cons toward different workloads [36]. Undo logging requires that old
data are persisted as logs before new data are updated in place. These two actions (both logging
and in place update) must be in the write critical path. Alternately, with redo logging, all new data
are persisted as logs to non-volatile media first, then new data can be updated in place. In-place
updates, because they can be executed on the background, do not have to be in the write critical
path, but they would affect the read critical path because reads have to be redirected to logs and
have to search for the newest data from logs.

In vNVML, we augment redo logging by using DRAM as a read cache. Modified data are
written to the NVM log buffer, and are also written to DRAM, during the commit command, for
reads following this write. With the help of a read cache (DRAM), only persisting writes on the
(redo) log and updating to DRAM are in the write critical path (from the perspective of the whole
transaction), and reads do not need to be redirected to logs as usual (redo) log does. Updating data
on the storage devices can be executed in the background, without it being in the write critical path.

Although undo and our redo logging both double the written data in the write critical path
(undo: 2 NVM versus our redo: 1 NVM and 1 DRAM), using our redo logging still has three
advantages. First, even though the access latency of NVM is close to that of DRAM, the write
latency of DRAM is still shorter than that of NVM [37, 38]. So, writing to DRAM is still faster

than writing to NVM. Second, writing to DRAM does not need ordering constraints, which use
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clflush, clflushopt, clwb, and sfence instructions and therefore are time-consuming
[39]. Third, for read-intensive workloads, read cache can serve some reads without accessing
NVM, which might potentially reduce the writes to NVM and alleviate the lifetime issues of NVM.
Only committed data are updated to read cache: Before logs of uncommitted transactions
can be placed into true destinations, reading the data still in the logs requires parsing the logs to
find the newest data, which can be time-consuming. This process is in the read critical path. In
most workloads, the frequency of reads is much higher than that of writes. For example, Yahoo!
Cloud Serving Benchmark (YCSB) [40] framework refers to workload A (50/50 read/write ratio)
as update-heavy workload. In terms of the overall performance, shortening the read critical path
is more important than write critical path. So, we simply use DRAM as a read cache to serve all
read operations, and update the data into the DRAM in the commit command (through parsing the
logs belonging to this transaction sequentially). By doing so, the following reads, after transaction
commits, could read directly from DRAM. Our design doubles the written data on the write critical
path, but it makes the reads faster as data can be directly read from DRAM, without having to
search the entire log buffers. The section 2.4.1 will explain the detailed mappings of read cache,
log buffer, and write cache into virtual address space of each process.

Two restrictions are related to this read cache: (1) reads can only be served by the read cache
and (2) written data are copied to read cache only when the transaction commits to accomplish the
isolation property; that is, only committed data are visible. This is sometimes referred as “read
committed” transaction isolation level [41]. However, our transactions are defined differently from
transactions of the traditional database systems. In database systems, the focus is on the consis-
tency of transactions to ensure correct data are accessed between multiple concurrent transactions.
In vNVML, we emphasize the persistency [42] of transactions. Here we define the committed
(uncommitted, respectively) data are that the written data must be valid (invalid, respectively) after
system crashes; meanwhile, the atomicity and durability of data are also guaranteed. We leave the
consistency of transactions to the discretion of programmers/applications.

Employ NVM as write cache: All written data are at the log buffer when transactions commit.
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Data need to be gradually moved from the log buffer to their true destinations on storage devices to
avoid overflowing the log buffer. We utilize part of NVM as a write cache and committed data are
moved to NVM write cache before they are moved to much slower storage devices. This allows us
to migrate the logs quickly to more permanent locations and to prevent the log buffer from taking
too much space.

A background worker (thread) is responsible for copying data from (NVM) log buffer to

(NVM) write cache to avoid extra overhead in the write critical path. This design is also suit-
able for the cache-friendly workloads (or the write working set of workloads is smaller than write
cache size) because logs could always be directly copied to NVM cache (where data are moved
from NVM to NVM). Writing data to NVM allows us to maintain data safety, providing a better
performance if future writes hit in the write cache.
Update to storage devices from NVM write cache (private mmap mode) or DRAM cache
(shared mmap mode): Data are written to the log buffer using the write commands, and then
moved to NVM write cache in the background. These data are also written to the DRAM read
cache upon the commit command being issued. Therefore, the data can have two paths, from
DRAM or from NVM, to reach the storage devices. Depending on whether the regions (or modes)
of virtual NVM are to be shared across applications or not, we adopt different strategies.

For private virtual NVM regions (private mmap mode), We construct DRAM (read-only) cache
by leveraging the existing POSIX private mmap, which adopts Copy-on-Write mechanism and all
written data can only remain at DRAM. Therefore, the data can only be written back to storage
devices from NVM cache. We choose this design choice with the hope that NVM write cache
can absorb all write traffic (if cache size is larger than the write working set) and avoid all storage
device accesses to gain the maximum performance.

On the other hand, when shared NVM regions (shared mmap mode) are required, the existing
POSIX shared mmap is adopted to construct the DRAM (read/write) cache, and data are written
from DRAM to storage devices. Here NVM cache is not used and logs in NVM log buffer are

referenced only when recovering from system failures is needed. This design concept is similar to
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Figure 2.2: The read/write data flow and page movement of VNVML private mmap mode
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SoftWrAP [20]. Further details are provided in section 2.4.4.

Fig. 2.2 illustrates the read/write flow of accessing private virtual NVM region and the page
movement between DRAM, NVM, and storage device in detail. (a) A file on the storage with page
A and B initially. (b) A read from page A lets page A is copied from the storage device to the
memory and then the application reads page A directly from the memory. (c) A write to page A
results in a log AA is appended to the log buffer. (d) Another write to page B also results in a
log AB is appended to the log buffer. (e) The transaction commits. The page A in memory is
updated with AA to page A’, and page B is copied from storage to the memory by Copy-on-Write
mechanism and is also updated with AB to page B’. Page A and B are read from storage device
to NVM cache and are applied the logs AA and AB to be page A’ and B’ by a redo background
thread. (f) Another writeback background thread writes the page A’ and B’ from NVM cache back

to the storage device.
2.4 vNVML API and Implementation

In this section, we explain the implementation of vNVML in detail. We start from the intro-
duction of the APIs that vNVML provides and describe their functions. Next, we describe the

data structures that vNVML manages in the user space of applications, and then introduce two
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background workers (per process) for parallel processing in vVNVML. Then, we explain the im-
plementation of shared regions of VNVML. Finally, we discuss some general issues in VNVML

implementation.
24.1 vNVML API

Algorithm 1 shows all APIs that VNVML offers and their brief implementation.

Every application (process) first needs to call nv_init once before it starts to utilize VNVML.
The first caller creates (a log buffer, a cache, along with associated metadata) files in NVM and a
shared memory object by calling shm_open. The first caller is also responsible for constructing
one linked list for pages of NVM cache as a free list and one linked list for pages of the log buffer.
Section 2.4.2 describes the linked list data structure in more detail. The shared memory object
contains and provides global information accessible by all VNVML users such as number of total
current VNVML users, unique application ids assigned to each application, and unique transaction
ids for each transaction. Because NVM pages in the free list and in the log buffer do not contain
useful information and therefore do not relate to recovery process as well as they also need to be
accessible by all applications, their linked list heads are stored in this shared memory object, too.

All callers must shared mmap all files created in NVM using the nv_init command in their
virtual address space. These files are mapped by vNVML and are invisible to applications. There-
fore, applications have no information of mapped address regions of these files, and all accesses to
NVM files from applications can only be through vNVML.

To allocate virtual NVM regions, applications call nv_allocate by passing a path filepath
in the storage, a file size n, and the mapping mode (private or shared). If a file exists in the filepath,
then that file is opened; if it does not, a new file is created at filepath and is posix_fallocated
with size n. The file descriptor fd returned from open command, along with application id and
filepath are stored as a file record entry (application id, fd, filepath) of the metadata file for recovery
process if needed. Fig. 2.3 illustrates an entry of file record. Finally, A file pointer fileptr obtained
by (private or shared) mmapping this file is returned to the caller.

Fig. 2.4 illustrates the virtual address space of a process after calling nv_init and
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Function nv_init (void)
if caller is the first caller then
initialize VNVML,;
construct linked lists for NVM cache and log buffer;
end
mmap NVM files such as cache, log buffer, and metadata into caller’s virtual memory
space;
Function nv_release (void)
wait for redo background worker to apply committed logs to NVM write cache;
flush all dirty pages to the storage;
munmap all NVM files;
if caller is the last caller then
release all resources allocated by vNVML,;
erase all NVM files;
end
Function nv_allocate (path filepath, size n, mapping_mode mode)
acquire fd by open(filepath);
get fileptr from mmap(n, mode, fd);
return fileptr;
Function nv_free (pointer fileptr, size n)
‘ munmap(fileptr, n);
Function nv_txbegin (void)
generate a unique transaction tid;
return tid;
Function nv_write (id tid, address dst, address src, length n)
if log buffer is needed and no log buffer is available then
‘ return the number of written data;
end
Allocates a page from log buffer if necessary;
Add written data from address src to src+n as log entries of tid to one of the open log
lists;
return the number of written data;
Function nv_commit (id tid)
update the read cache by parsing logs of tid;
move logs of tid from one of open log lists to the tail of a committed log list;
Function nv_abort (id tid)

‘ remove logs of fid from open log lists;
Algorithm 1: vNVML APIL.
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Figure 2.3: Structure of a file record for recovery process
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Figure 2.4: The mapping of virtual address space of a process after calling nv_init and
nv_allocate

nv_allocate for a file. Only the mapping regions of files in the storage devices are known by
applications.

After virtual NVM regions are allocated, applications can access virtual NVM like access-
ing real NVM through fileptr (virtual address returned from nv_allocate) for reading or the
nv_txbegin, nv_write, nv_write, .., nv_commit command series for writing. The
nv_txbegin generates and returns a unique transaction tid for the following nv_write (s)
and nv_commit commands to construct a single transaction.

The nv_write commands are used to write data into virtual NVM. Through nv_write
commands, all data are written as redo logs in the log buffer. The first nv_write command must
allocate a log page from log buffer. If a log page is needed but no log page is available, then
nv_write returns the size of written data so far.

To write logs, a log object to store the log pages of this transaction is allocated from NVM
and is put into one of 32 open lists of this process according to its transaction tid%32 (modulus
operator). Log pages, allocated from the linked list of log buffer by the same transaction, are
appended to the tail of the corresponding linked list of the log object in the open lists.

A single nv_write command may create several log entries. It first depends on the destina-
tion position and then depends on the left space of the current log page. This is because we want
the data from a single log entry to be placed entirely within a single NVM cache page to simplify

the design and implementation of redo background worker described at section 2.4.3.
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nv_init();
ptr = nv_allocate(filepath, filesize, mode);
tid = nv_txbegin();
x = 100;
y =200;
nv_write(tid, ptr, &x, sizeof(x));
nv_write(tid, ptr+sizeof(x), &y, sizeof(y));
nv_commit(tid);
nv_free(ptr, filesize);
nv_release();
Algorithm 2: Example of vNVML.

Inspired by some prior works [43, 39, 15], we know when dealing with byte-addressable,
memory-bus attached NVM, write ordering is required. To do so, modern CPUs provide cache-
line flushing (c1flush, clflushopt, and clwb) instructions and memory fence (sfence
and mfence instructions to help to enforce write ordering. For example, store-c1flush pair
combined with mfence (or sfence) is adopted by several prior works [8, 14, 13, 10]. Some
other prior works [20, 10, 7, 39] further replace the store-clflush pair with non-temporal
store (ntstore) instructions. The ntstore instructions can bypass the CPU caches and di-
rectly write data to DRAM or NVM. By doing so, nt st ore eliminates the expensive cacheline
flushing operations [39] and significantly improves the NVM persisting performance. Therefore,
we also employ nt st ore to write data to log buffer at nv_write commands.

When the nv_commit command is called, VNVML sequentially traces all log entries of log
pages from the linked list of log objects for the committed transaction tid, and copies all committed
data from log entries to the DRAM read-only cache. Because writing to DRAM does not require
ordering, the standard memcpy function is sufficient for copying and therefore may be used to
attain better performance. After copying to the DRAM cache, vNVML moves this log object
(along with all log pages linked to this log object) from the corresponding open list to the tail of
the only committed list of this process and persists all log entries and a log object in NVM. This
committed list head is stored at the metadata of the applications in NVM. All log entries in the

committed list are guaranteed to be preserved across power failures.
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Finally, applications call nv_free (nv_release, respectively) if they do not want to ac-
cess a certain file (do not want to access entire virtual NVM, respectively). nv_free is used to
munmap a file mapped by the nv_allocate. After nv_release is called, the applications
must wait for all committed logs, if they exist, to be applied to NVM cache by the redo background
worker, actively flush all dirty cache pages back to the storage devices, and munmap all NVM files
mapped at nv_init.

Algorithm 2 shows a typical example of using VNVML.
2.4.2 vNVML data structures

The NVM log buffer and NVM cache are partitioned into units of 4KB pages and organized
as linked lists. The implementation of linked lists for pages is via metadata; that is, for each page,
a corresponding page object is created from NVM metadata file and connected with each other as
a linked list. Therefore, allocating a page object from the linked list also equals to allocating the
corresponding page.

As mentioned in [44], however, constructing the linked list in NVM is not the same as con-
structing a typical linked list in memory. The virtual address cannot be directly used as a pointer
to be stored in NVM because there is no guarantee that the NVM files can be mounted into the
same virtual space regions (1) by multiple concurrent processes or (2) by a single process before
and after system crashes. Thus, we replace the address with the index of the page starting from O
to construct the linked lists in NVM. Similarly, we substitute the offset from the starting address to
the current position, when an access needs to be made, for the address to be stored into NVM.

Page objects for the log buffer and cache are created by different metadata files at nv_init.
After a page object of log buffer is allocated, the application id is stored into page object, and the
log entries (from nv_write) can be written directly into the corresponding log pages. The first
field of the log page is the total written bytes to this page, and log entries are appended sequentially.
Fig. 2.5 illustrates the fields of a log page and log entries in the log page. The log entry contains
log header, including length of this entry, file descriptor, and offset (from the first byte of this file to

the destination location), followed by the redo raw data. The page object (application id), the log
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Figure 2.5: Structure of a log page and its log entries
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Figure 2.6: Page movements of LRU policy between free list, dirty list, and clean list

entry header (len, fd, and offset), and file record (application id, fd, and filepath) already contain
all necessary information for the recovery worker to write the committed log entries directly back
to corresponding files of storage devices.

To handle cache pages, one free list is created through the shared memory object, and the
others, dirty and clean lists, are created within each application. The dirty and clean lists implement
the LRU replacement policy.

Fig. 2.6 illustrates the page movements between the free list, dirty list, and clean list. Cache
pages are always allocated from the free list, until the page share of an application is reached,
and become dirty pages inserted to the head of dirty list after the redo background worker copies
the corresponding pages from files in the storage devices and applies corresponding log entries on

them. Dirty pages (of the tail of dirty list) become clean ones and are inserted to the head of the
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Figure 2.7: Structure of a page object for writeback and recovery process

clean list after the writeback background worker writes the dirty pages back to files in the storage
device. When a cache is hit, regardless of whether the page is in the dirty or clean list, the page is
applied the redo log and inserted into the head of the dirty list. When a cache miss happens, the
tail page of clean list is always picked and is filled with the corresponding page from file in the
storage devices. This page is inserted into the head of the dirty list after writing the redo log on it.

For the individual cache page, besides the application id of the page owner, some extra infor-
mation is also stored into the corresponding page object, such as the fd (file descriptor), file offset,
and dirty flag. The file offset is the offset which is used to seek the file and to access the page of
files in the storage devices. The fd and file offset can be known from the header of log entries by
redo worker when it redoes. The dirty flag is set only if this page is dirty (in the dirty list). This
flag is cleaned after writeback worker writes this dirty page back to files and puts it into the clean
list. Thus, the recovery worker only needs to handle the pages whose dirty flag are set. Also, the
information contained in the page object (application id, fd, file offset, and dirty flag) and the file
record (application id, fd, and filepath) are enough for recover worker to write the dirty pages back
if system crashes. Fig. 2.7 illustrates an entry of page object.

Partitioning the log buffer and cache page at a 4KB page-size granularity and organizing them
as linked lists has some advantages. First, the allocation and deallocation of pages from log buffer
and free list are both O(1). Second, the management of log buffer and cache space becomes easier
since the space is managed in terms of pages, rather than bytes or variable size segments. Third, it
makes it easier to share pages of the log buffer and free list across applications through linked lists
maintained at the shared memory object.

To prevent a single application from allocating all log pages and all cache pages, vVNVML

adopts the equal share policy through the shared memory object, containing the total number of
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Figure 2.8: Open list contains log objects of transactions. Each log object may link several page
objects (of log pages). After transaction commits, the log object (along with its log pages) of the
transaction is appended to the tail of the committed list. Redo worker always redoes from the head
of the committed list; therefore, the transactions which is committed early would also be replayed
early

current applications. Applications can allocate log pages from the log buffer or cache pages from
the free list if and only if the number of allocated pages does not reach their shares. A new joining
user of VNVML may result in all current users exceeding their shares. Two background workers,
described in the following section, help to return extra pages back to log buffer and free list.

Fig. 2.8 illustrates the relation between open list, committed list, log object, and page object.
2.4.3 Background workers

Two background workers (threads) are created for each process at nv_init. The redo back-
ground worker keeps checking the committed list. If the committed list is empty, the worker goes
to sleep for a while (10us in the current configuration) and then checks the committed list again
after it wakes up. If the committed list is not empty, the redo worker obtains the first log object
(of some transaction) from the head of the committed list, and replays all the log entries sequen-
tially from log pages of this log object to NVM cache pages. Since in this redo operation, data are
moved from NVM to NVM, write ordering is also required; therefore, we also employ nt store

instructions here for writing to NVM cache pages. If a cache miss happens, redo worker is also
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responsible for reading this page from files in the storage device to NVM cache page. All log pages
can be discarded and returned to the log buffer pool only after the entire logs of a transaction are
completely replayed by the redo worker.

Here we want to highlight the limitation that, since the committed logs are always appended to
the tail of the only one committed list (per process) at nv__commit (mentioned at section 2.4.1),
and redo background worker always redoes logs from the head of this committed list; therefore,
programmers should keep in mind that the transaction which writes to an object first should also
be committed first for the consistency of DRAM cache and the file on the storage device when
multiple threads write to the same objects, but there is no constraint when threads write to different
objects. This is a much weaker constraint compared to accessing a file by file system, which
requires locking the whole file, even if different objects of the same file are being accessed.

The other writeback background worker is responsible for writing the dirty NVM cache pages
back to the storage devices. To avoid accessing storage devices too frequently, we employ a thresh-
old on dirty NVM pages accumulated in the dirty list (we use 30% of cache page share). Dirty
pages are written back to the storage device by the writeback worker after the number of dirty
pages is more than threshold. The dirty pages are inserted to the head of the clean list after writing
back to storage devices. Furthermore, if the number of allocated cache pages exceeds the share
due to new joining applications, the writeback worker may further release some clean pages back
to the free list. After the number of the dirty pages drops below some threshold (we set 10% of
cache page share), the writeback background worker is stopped and dirty pages may accumulate
again.

Both background workers are killed upon the nv_release command.
2.4.4 Sharing NVM between processes

The implementation of shared NVM regions between processes is slightly different from what
we have implemented for private regions. What we mean by “shared region” here is that a memory
region can be accessed concurrently by multiple processes and all processes could see the same

view of this region. This is exactly the same as existing POSIX shared mmap for volatile memory.
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Figure 2.9: The read/write data flow of vNVML shared mmap mode between DRAM, NVM, and
storage device

Shared regions are constructed by nv_allocate command. Whennv_allocate iscalled,
a file is shared mmapped to construct the DRAM read/write cache and a committed list head is
created and maintained as metadata in NVM for each shared mmapped region. By DRAM cache
constructed from shared mmap of the file, processes which require to access this region can share
the same view.

Because a committed list is required for each shared region, the same limitation, the transaction
writing to an object first should also be committed first, must also be obeyed. In addition, one more
limitation is required when writing to shared regions; that is, all true destinations of writes from
a single transaction must lie within the same single shared region. Without this limitation, if a
transaction can write to multiple shared regions, then multiple log objects, each log object is for
a shared region, should be created to be appended to multiple committed lists when transaction
commits. This would cause a serious problem if system crashes while a transaction commits,
resulting in some log objects have been appended to some committed lists but some not.

When we write to a shared region, data are still written to log buffer first. At transaction
commits, the data from log buffer are replayed to the DRAM of a single shared mmap region, and
all logs of this transaction are moved from one of 32 open lists of a process to the committed list of
this shared region. We do not utilize NVM cache here to simplify our design and implementation.

Fig. 2.9 illustrates the read/write data flow of accessing a shared virtual NVM region.

26



Since shared mmap is employed to create our shared regions, the msync system call is required
to write the modified data back to storage devices. Different from f sync, however, calling msync
requires to know all the modified virtual address regions (i.e. start addresses and their lengths). To
avoid parsing all logs when flushing (msync) data back to storage devices later, a global bitmap of
dirty pages dedicated to this shared region is maintained in DRAM and is updated at the end of each
nv_commit command by the local bitmap of each transaction; the local bitmap is constructed
when logs are parsed and replayed to DRAM at nv__commit.

After logs have been accumulated to a certain threshold, upon a call to nv__commit, a back-
ground thread is triggered and atomically copies the global bitmap of this shared region to a “copied
global bitmap” variable, zeroes this global bitmap, and marks the tail transaction of the committed
list. Then several msyncs might be issued to flush dirty pages back to storage devices according
to the copied global bitmap. Only after flushing is completed, can logs of transactions (from the
head to the marked tail) be removed from the committed list.

During the flushing procedure, new transactions can still proceed, be committed, and update
the “zeroed” global bitmap. Because their logs are always appended after the marked tail trans-
action and “read committed” policy is employed in vNVML, unexpectedly flushing some data of
transactions committed after “marked tail” transaction during the flushing procedure will not harm
since all data in DRAM must have been committed and therefore must be written back to storage
devices eventually.

The logs from head transaction to marked tail transaction are discarded only after flushing
is completed. If system crashes, recovery procedure always replays all logs from the head of

committed list of this shared region.
2.4.5 Transaction aborts and long running transactions

For some extreme cases, the log buffer may run out of space if too many long running trans-
actions, which keep writing data before commitment, execute concurrently. This situation can be
detected when pages cannot be allocated from the log buffer pool for a while. vVNVML could

actively abort long running transactions by recording the timestamp into the log objects when
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log objects are allocated by transactions. The redo worker can periodically check the log objects
from the head of each open lists and can abort the transactions whose elapsed time exceed some
predefined threshold. Applications can also abort transactions for various reasons.

When a transaction is aborted, since all its logs are still in an uncommitted state (in the open
list), these logs can be discarded directly and log pages are returned back to the log buffer pool.
Moreover, because transactions of vVNVML support the “read committed” isolation property, when
one of the nested transactions needs to be aborted, aborting all transactions involved in the nested

transactions may not be necessary and it should depend on the discretion of users.
2.4.6 Data recovery

Systems or applications may crash due to an unexpected failure at any moment such as power
shortage, bugs of applications, or inadequate kernel resources. The mandatory function any NVM
solution should provide is to ensure the data persistency after systems or applications crash. In
vNVML, we handle this by a recovery program run by root. After systems reboot, a recovery
worker (process) first mmaps the all NVM files (log, cache, and metadata) into its virtual memory
space. From section 2.4.2 we know the recovery worker already has all necessary information to
recover the dirty pages and log entries back to files in storage devices by tracing the page objects,
file records, and committed lists.

We always recover/write the dirty pages (by checking if dirty bit is set) back to files before
we recover the committed logs back to files because the committed logs contain the newest data.
Reversing this order might result in that the new data are covered by older data from dirty pages.

The order of objects in the committed list is important and we should replay the objects sequen-
tially. With the help of 8-byte atomic update feature natively supported by processors, the order
of objects can be maintained correctly by carefully handling the order of pointer updates between
objects of linked lists.

Fig. 2.10 illustrates the process of insertion and deletion of an object to and from a linked list at
NVM. For object insertion (the correct sequence is from (a) to (b) to (¢)), we could assume object C

has been inserted into linked list only when system crashes after (c); otherwise, we assume object
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Figure 2.10: The correct order of pointer updates for the objects of linked lists in NVM. From (a)
to (c¢) is for the object insertion; from (c) to (a) is for object deletion

C is not inserted yet. On the other hand, for object deletion (the correct sequence is from (c) to (b)
to (a)), when system crashes after (c) we would assume object C has been deleted from the linked
list.

After the recovery process finishes, all NVM files are erased, and vNVML can be restarted
again. This recovery process may be re-executed as many times as needed if the system ever
crashes again during the recovery process since all the required data and metadata are conserved
in NVM and are erased only after a successful recovery. Thus, all data have been written back to

their true destination of files.
2.4.7 Security

Security is a major concern in the modern computer systems, especially in the data center,
where infrastructure has to protect against any attacks from third party applications. In vNVML,
the security is guaranteed in two aspects. First, the private regions are produced by private mmap.
Due to the Copy-on-Write mechanism brought from private mmap, all the direct writes within this
private address region will remain within the memory (virtual address space of the user process)
and cannot impact the contents at the storage device.

Second, all the writes to private regions must be executed through nv_txbegin, nv_write,

nv_write,..,nv_commit command series. Those APIs are entirely controlled by vNVML and
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accessing NVM (log buffer, cache, and metadata) files, which are invisible to applications, is not
allowed outside VNVML. When applications try to write beyond the mapped regions (or outside
allocated virtual address regions), the protections within the existing memory system will detect

these violations. In addition, the vNVML bound checks will not allow these writes to proceed.
2.5 Evaluation

In this section, we conduct experiments to answer fundamental questions about vNVML as

follows:

¢ What are the characteristics of the vNVML?

* How does vNVML impact the performance when used by real applications?

* How to decide the size of the log buffer and the cache given a fixed and limited size of NVM

in the platform?

* How does the VNVML perform when multiple processes concurrently access the NVM

through vNVML?

* What is the impact of using VNVML within the container environment?

* What is the impact of different log buffer sizes, total cache sizes, and single cache page size

on life span of backend SSD?

* How does the vNVML perform compared to other user space libraries?

2.5.1 Experimental setup

Due to the absence of real NVM, we emulate NVM by DRAM for all our experiments. We
mount the NVM with the Ext4 file system in order to utilize the DAX (direct access) feature
provided by Ext4.

We evaluate VNVML on a platform with 16GB DRAM, 12GB emulated NVM, and Intel

17-4770 four-core 3.4 GHz processor with hyperthreading enabled. Samsung enterprise PM863
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Figure 2.11: The experimental setup of YCSB, MongoDB, and vNVML

480GB SSD (SATA 6.0 Gbps) is adopted as our example of the storage devices. We implement

vNVML on the Linux kernel 4.13 version.
2.5.2 MongoDB and YCSB

In this subsection, we explore and analyze the impact of accessing NVM through vNVML by
real applications. We adopt a popular open-source database MongoDB version 3.6.0 [45] as our
target application because its MMAPvI storage engine uses memory mapped file form to access
the data in the storage devices, which is perfect for our YNVML to employ. We modify part of the
source code of MongoDB for our transactional interface to deploy vNVML.

We choose YCSB [40] to generate the read/write traffic of MongoDB. The setup of experiment
is delineated in Fig. 2.11. To simplify our analyses, we configure the size of all records’ fieldcount
as 128 and fieldlength as 512 and readallfields and writeallfields are both set as true in the config-
uration file of YCSB workloads, meaning that each read/write request will access exactly 64KB
data, which is also the data written per transaction. 100K operations (read/write requests) are ex-
ecuted for all experiments. We deploy the different read/write ratio and two request distributions
(zipfian or uniform) to observe the impact of performance.

YCSB has two phases: one is inserting records into the target data store, the other is accessing

(read or write) records in the target data store. To avoid polluting the NVM cache of vNVML
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Table 2.2: Throughputs of single MongoDB instance with different number and distribution of
inserted records when NVM is the only storage device

# of records | uniform zipfian
30K 1500 (op/s) | 1505 (op/s)
10K 1509 (op/s) | 1498 (op/s)

before the accessing phase, in the insertion phase MongoDB employs nv_allocate to private
mmap files in the storage devices, and then, instead of using nv_write VNVML commands,
MongoDB only adopts its original (unmodified) insertion functions to access the memory mapped
regions, meaning that all records are only inserted into the memory (due to the Copy-on-Write
mechanism provided by private mmap used by nv_allocate).

All experiments are conducted by accessing four MongoDB instances concurrently in a single
OS. However, since the MMAPv1 storage engine uses padding and the power of two sized alloca-
tion mechanisms [46], four instances would generate total 8.8GB files in the storage devices when
each instance is inserted 10K records, and total 33GB files after 30K records are inserted into each
of four instances. Therefore, 12GB emulated NVM in our platform can only accommodate files
created by four MongoDB instances inserted at most 13K records, respectively. However, from
table 2.2, we find that the YCSB throughputs of one instance are very close to each other even with
different numbers and different distributions of inserted records if all files generated are stored
only in NVM. We assume this observation still holds in the 4-instance case. Therefore, we insert
10K records to each of four instances, remove the periodic msync calls by MongoDB, disable
journaling with nojournal option, and employ NVM as the only storage device of MongoDBs as
our baseline’.

Fig. 2.12 shows the normalized throughputs of different request distributions (zipfian and

>Note: our platform does not have enough NVM to accommodate all files generated by eight instances inserted
10K as baseline, respectively. Also, when eight MongoDB instances adopting VNVML are running concurrently, some
of instances would crash because of out-of-memory (OOM) error from private mmap. Therefore, executing at most
four instances concurrently is the limitation of our platform.
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Figure 2.12: Normalized total throughput of four instances. Numbers of X-axis stand for inserted
records to each database, and numbers of Y-axis stand for normalized throughput. (a) to (d): Fix
4GB cache size and adjust log buffer size from 2GB to 128MB. (e) to (h): Fix 2GB log buffer and
change cache size from 8GB to 1GB. (i) 100% read uniform request

uniform) and different read/write ratios (5/95, 70/30, and 100/0). The results (normalized through-
puts) are the summation of throughputs® (op/s), generated from YCSB when YCSB accesses one
of four MongoDB instances employing VNVML, divided by the summation of throughputs of four
MongoDB baseline instances with the same request distributions and the same read/write ratios.
From these results we can make some useful observations. First, the case that cache size

is 1GB, log size is 2GB, and four MongoDB instances with 30K inserted records (4 * 30K *

®Note: since all four throughputs from YCSB are almost the same (with usually less than 1% difference).
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64KB = 7.32GB) already proves that VNVML can provide virtualization and shareability of NVM
successfully.

Second, not only can vNVML achieve over 90% of the throughput of baseline (if the log buffer
and cache can “absorb” the input write traffic, such as the line of 8GB cache in Fig. 2.12 (e) and
(f)), but vNVML can also provide the guarantees of atomicity, persistency, and write ordering,
which are our baseline, the MongoDB without journaling and write ordering, cannot. This less
than 10% overhead results from writing data to NVM log buffer and from redoing logs to DRAM
read cache.

Third, larger write working sets (more inserted records or uniform access requests), and more
write requests (lower R/W ratio) degrade the throughput of vNVML. Larger write working sets
require more NVM cache to store all data at run-time. Furthermore, if the write working sets
are even larger than the capacity of NVM cache owned by applications, then cache pages are
frequently written back to storage devices. Finally, when all cache pages become dirty, the overall
performance would deteriorate to write throughputs of storage devices.

Fourth, through (a) to (d), when cache sizes are all fixed, the adjustment of log buffer only
affects at most 10% normalized throughput’ of baseline in all these cases.

Fifth, from (e) to (h), when sizes of log buffer are fixed, their throughputs vary highly, espe-
cially in the case of (f): read/write ratio is 5/95, uniform request, and 30K inserted records. In (f),
the throughputs differ by almost 50%, meaning that cache size impacts vNVML throughput more
significantly than that of the log buffer. For the bottleneck of vNVML performance is the access
throughput of storage devices, the cache size can impact VNVML performance significantly. As
more NVM caches are able to store more write traffic, less writes (if NVM cache hits) to storage
devices will be needed. The actual throughput of vVNVML should be a function dominated by
factors of NVM cache size and access performance of storage device.

On the other hand, unlike NVM cache, NVM log buffer only temporarily stores the write

"Note: At (a), the normalized throughput is 0.876 (0.776, respectively) when log buffer is 2GB (128MB, respec-
tively) and inserted records are 30000. At (b), the normalized throughput is 0.638 (0.542, respectively) when log buffer
is 2GB (128MB, respectively) and inserted records are 30000.
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Figure 2.13: Normalized throughput of four instances inside Docker container

traffic as logs before logs are written to NVM cache pages. As a result, log buffer can only im-
pact/improve performance slightly until log buffer is full; usually the log buffer will be full much
quickly than NVM cache if the write working sets are huge and the storage devices are frequently
accessed in order to fill the NVM pages before applying the corresponding log entries to cache
pages.

Finally, (i) shows at 100% read, uniform distribution request case, VNVML can achieve around
92% throughput regardless of the number of inserted records. It matches our expectation of vN-
VML since the read is entirely handled by the read cache (memory) and 16GB memory is enough
to handle the 30K records working set since 30K x 64K x 4 ~ 7.32GB.

Therefore, from aforementioned observations, we suppose that under limited NVM resources,
only some reasonable amount of NVM should be allocated as log buffer, and the rest should be

cache to achieve higher performance of vNVML.
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Next, we would like to examine the impact of using vNVML within docker containers [47].
Docker is a popular virtualization technique in data centers and recently has drawn significant
attention from industry and academia due to its lightweight execution environment compared to
traditional virtual machines. In this experiment, we launch four docker containers, use bind mount
[48] to mount 12GB emulated NVM into each container so all containers can access and share
content in NVM, and run single MongoDB instance within each container. Log buffer is configured
as fixed 2GB, the cache size as well as read/write ratio are adjusted to various settings. Each data
point is normalized with individual counterpart, which is the same configuration without using
containers. Fig. 2.13 shows that all the data are close to 1; that is, using VNVML within docker
containers does not affect the performance.

Moreover, we want to examine the impact of different sizes of NVM log buffer and NVM cache
on life span (or write counts) of backend SSD. We measure the number of total NVM (cache) pages
written to storage devices after all logs have been replayed from log buffer to NVM cache pages,
and cache pages would then be written to backing SSD if the percentage of dirty pages are over
30%. Fig. 2.14 shows the results, from which our conclusions are drawn.

First, larger write working sets usually have more numbers of written pages (more write
counts), but some exceptions can also be found. For instance, cache size is 1GB at (e) and (f).
This phenomenon is because writeback background worker starts to write NVM cache pages back
only when the percentage of dirty pages is over 30%. So, it is possible that even larger write work-
ing sets make all instances with higher percentage of dirty pages, but none of them is more than
30%. On the other hand, smaller write working sets cause instances with lower percentage of dirty
pages, but once the percentage of one instance is over 30%, then smaller write working sets might
result in more write counts than larger ones.

Second, from (a) to (d), all results (of various log buffer sizes) are almost the same. This
also proves that log buffer only temporarily stores the write traffic and cannot influence the access
frequencies and patterns of storage devices. It also matches the conclusion made from results of

Fig. 2.12.
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Figure 2.14: Total number of NVM cache pages written to SSD of all four instances. Numbers of
X-axis stand for inserted records to each database, and numbers of Y-axis stand for total number
of pages written to SSD. (a) to (d): Fix 4GB cache size and adjust log buffer size from 2GB to
128MB. (e) to (h): Fix 2GB log buffer and change cache size from 8GB to 1GB.

Third, one interesting point is the case of 8 GB cache at (g). We can find out that when number
of inserted records is 10000, the number of write count is zero; that is, all writes are stored entirely
on NVM cache and none is written to SSD. This means that if we have enough NVM cache to
store incoming write traffic, VNVML can achieve not only better performance but also longer life
span of SSD.

Next, we consider the impact of different SSD page sizes on write counts and performance.
We assume the size of NVM cache page should be the same as the page size of backend SSD;
otherwise, the write amplification must be considerable. As a result, we only change the page size

of NVM cache as 8KB and compare the write counts and performance with NVM cache of 4KB
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Figure 2.15: Comparisons of 4KB and 8KB size of NVM cache page. All read/write ratios are
5/95. The log buffer size is 2GB and cache sizes are from 8GB to 1GB. Numbers of X-axis stand
for inserted records to each database. (a) to (d): Total number of NVM cache pages written to SSD
of all four instances (numbers of Y-axis) with different request distributions and page size. (e)
to (h): Normalized throughputs (numbers of Y-axis) with different request distributions and page
size.

page size. Since we have learned from Fig. 2.14 that the size of log buffer cannot impact the write
counts, we only employ different cache size here. R/W ratios of all experiments are fixed as 5/95.
Fig. 2.15 shows the result.

From our experiments, doubling the page size (as 8KB) will cause the write counts slightly
more than 50% of those of 4KB page size at all experiments, and has almost no impact on the
performance of VNVML. This is reasonable because larger cache pages can absorb more write
logs than smaller cache pages before they are written to SSD and therefore require less writes to

backend SSD.
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Figure 2.16: Normalized vNVML and SoftWrap execution time. Numbers of x-axis stand for the
amount of written data per page

2.5.3 Microbenchmark

We use a simple microbenchmark to compare the performance between Intel’s PMDK [31],
SoftWrAP [20], and our vNVML. In this experiment, we create a 2GB array in NVM (virtual
NVM, respectively) for PMDK and SoftWrAP (vNVML, respectively), and write different amounts
of data (from 16B to 512B) per page sequentially. Each transaction contains 32 page writes.

To use PMDK, we use pmemobj_create to create a 4GB NVM pool because 2GB NVM
pool is not enough to accommodate 2GB array. We always set PMEM_IS_ PMEM_FORCE=1
when executing PMDK to avoid unnecessary msync or £sync when accessing NVM. For fair-
ness, we use 2GB log buffer and 2GB cache when running vNVML. We only use default setting

for SoftWrAP since it does not provide API for internal buffer size adjustment.
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Fig. 2.16(a) shows the result. We use the total execution time of PMDK as our baseline, and
show the total time of writing the 2GB array for once. The result indicates that among others our
vNVML performs better as the total written data keeps increasing. Fig. 2.16(b) shows another
experiment, which we enlarge the NVM to 8GB and want to compare the upper bound of each

library. We write the 2GB NVM array 16 times. Its result is similar as Fig. 2.16(a).
2.6 Conclusion

In this paper we presented VNVML, a byte-level user space library to access NVM that pro-
vides transaction-like semantics for applications, ensures write ordering, and provides persistency
guarantees across failures. Our system employs NVM as a write log and a write cache, while also
employing DRAM as a cache.

We implemented vVNVML and evaluated it with realistic workloads to show that our system
allows applications to share NVM, both in a single OS and when docker-like containers are em-
ployed. The results from the evaluation show that vNVML incurs less than 10% overhead while
providing a larger than available physical NVM space to the applications and allowing them to

safely share the virtual NVM.
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3. OPTIMIZING POST-COPY LIVE MIGRATION WITH SYSTEM-LEVEL CHECKPOINT
USING FABRIC-ATTACHED MEMORY*

3.1 Introduction

The emerging Non-Volatile Memories (NVM), such as phase-change memory (PCM) [1],
NVDIMM [2], and 3D XPoint [4], have byte-addressability and low latency, close to that of
main memory, together with the non-volatility of storage devices. Similarly, recently emerging
interconnect fabrics, such as Gen-Z [11], provide high bandwidth, together with exceptionally
low latency. These concurrently emerging technologies are making possible new system architec-
tures in the data centers including systems with Fabric-Attached Memories (FAMs) [12]. FAMs
can serve to create scalable, high-bandwidth, distributed, shared, and byte-addressable NVM
pools at a rack scale, opening up new usage models and opportunities. These technologies have
great potential to improve the system/application performance as well as to provide scalability
and reliability of applications/service. Much prior work focused on new system designs using
NVM [19, 18, 9, 29, 5, 6] and has already shown promising performance improvements.

As the VLSI technology continues advancing and the scale of transistors continues to shrink,
shrinking transistors and therefore components made from them become more unreliable [49].
Similarly, shrinking per-bit area in memory technologies is leading to greater memory errors [50],
as bits are corrupted randomly or damaged permanently due to one of many compounding failure
mechanisms. These hardware errors are further compounded by numerous software bugs, oper-
ator/human error, and/or power outages that could interrupt running programs or even crash the
entire system. Due to these vulnerability in existing hardware and software, checkpoint and restart
(CPR) is an important technique for fault tolerance; that is, a given application’s state is periodi-

cally saved (checkpointed) into persistent storage devices such that it may be restarted in the event

*©2019 IEEE. Part of the data reported in this chapter is reprinted, with permission, from Chih Chieh Chou,
Yuan Chen, Dejan Milojicic, A. L. Narasimha Reddy, and Paul V. Gratz, “Optimizing Post-Copy Live Migration with
System-Level Checkpoint Using Fabric-Attached Memory,” in 2019 IEEE/ACM Workshop on Memory Centric High
Performance Computing (MCHPC), 16-24, November, 2019.
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of a failure.

Beyond fault tolerance, non-live migration leveraging CPR is also another crucial technique in
data centers, especially for load balancing. Migration allows system administrators to remove some
applications from stressed physical nodes in order to redistribute load, and therefore to increase
overall system performance. In addition, migration can also provide power saving [51], and online
maintenance. Traditional approaches to migration are non-live; that is, they require the application
to be taken off-line while the migration occurs. Non-live migration can be divided into three steps:
1) the program is checkpointed at source, 2) the checkpointed data are copied from source to
target, and 3) the program is restarted at target. The main drawback of non-live migration is that its
application downtime (off-line time) is too long. To reduce this downtime, live migrations [52] are
proposed to migrate most of (or all) pages before (pre-copy) or after (post-copy) “real” migration,
and therefore to reduce the number of migrated pages during the downtime. However, the side
effect of live migrations is that they require longer, compared to non-live migration, busy time of
source node.

Here, we define the busy time as the duration from the beginning of the migration to the time
that migrated applications can be killed at source node.! As far as we know, all prior works of post-
copy focused on total migration time. However, we would like to make another point here that the
busy time might be more important because it has direct impacts on the system performance; it de-
cides when computing resources, such as CPU and memory, occupied by migrated applications to
be released and be reallocated to remaining applications in source node. For example, when appli-
cations are suffering from swapping due to the lack of memory in a “hot” node, simply migrating
an application with large memory footprint might be able to stop (after busy time) all remaining
applications at source from swapping and therefore to improve the overall system performance.

In this work, we consider that migration and checkpoint both can greatly benefit from FAM
and NVM. Although the non-live migration techniques can be easily improved with FAM by the

removal of the copy phase (step 2), the optimal post-copy page fault handler, however, requires

'Note: after migration completes, the migrated applications would continue to execute at target node.
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significant redesign. This new page fault handler should rely on the both non-volatility and share-
ability of FAM to provide the optimal (shortest) busy time of source node as well as total migration
time. In particular, we introduce FAM-aware, checkpoint-based, post-copy live migration, which
checkpoints the entire application to FAM in the beginning and transfers all pages through FAM,
rather than through the network connection, which the traditional migration techniques use.

In our new page fault handler, the performance of checkpoint to FAM (or NVM) plays a key
role toward the busy time of source. While some prior work has already studied exploiting NVM
in CPR, unlike these works which are predominantly high-level, architectural improvements [53,
54, 55, 56, 57], we explore instruction level and accessing methods when optimizing system-level
checkpoint with NVM.

We observe that checkpoint and migration both have very similar spacial access patterns. In
particular, they both typically write data to the storage devices only once and there is a high chance
that the written data will not be read at all (checkpoint for fault tolerance) or will only be read
from other nodes (migration). Due to this spacial pattern and the conclusions from prior work [39],
which claims that the main performance penalty of writing to NVM does not come from the longer-
than-DRAM access latency, but comes from making data persistent (i.e. costly cache line flushing
operations), we find that instead of using cache flushing mechanisms, like c1lwb, c1flush, or
clflushopt, employing nt st ore (non-temporal store) instruction [58] might be more suitable
for checkpoint and migration programs.

We further investigate two main access approaches when utilizing nt st ore instructions on
NVM: file system write (batching) and memory mapped file (i.e. mmap). From our evaluations,
we conclude that the batching is more suitable for writing larger portions of data, and mmap is
better for smaller data sets. This is because checkpoint only dumps data once, so one write only
costs a single expensive system call to write all data without any extra page faults. On the other
hand, the mmap requires no system call at all, but results in a page fault per page.

We also examine employing FAM as a large shared, distributed NVM pool and exploit batching

(write to FAM) and the memory mapped file (read from FAM) methods as our primary mechanism
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to transfer data and eliminate a lot of networking protocol overhead in post-copy. Our results show
that we have improved the total migration time by at least 15%, the busy time by at least 33%, the
down time by at least 23%, and migrated application performs at least 12% better during migration.

The contributions of this Chapter are as follows:

* Propose a new, checkpoint-based, page fault handler for post-copy migration using FAM to

provide the best busy time and better total migration time.

* Evaluate the different access approaches of writing to NVM and propose a batching write

mechanism for NVM checkpoint and migration.

* Implement our FAM-aware post-copy migration and batching NVM-aware checkpoint on a

Linux open source checkpointing tool, CRIU (Checkpoint/Restore in Userspace).

* Evaluate our enhancements of CRIU with synthetic and realistic (YCSB+REDIS) workloads

and show significant performance improvement.

The remainder of this Chapter is organized as follows. Section 3.2 describes the background
and related work. Section 3.3 presents the motivation and design overview of our new FAM-aware
post-copy live migration and NVM-aware checkpoint. Section 3.4 explains the implementation
of our work by modifying and enhancing existing CRIU in more detail. Section 3.5 presents our
results of evaluation of post-copy live migration and checkpoint using some macro benchmarks

and realistic workloads. Finally, section 3.6 concludes.
3.2 Background
3.2.1 Migration

Traditionally, in non-live migration of applications, at first the migration program needs to
stop the applications. It then checkpoints their state (mostly as files) into local storage devices,
copies these checkpointed data from local storage devices to the remote storage devices (at the
target machine), and finally restarts/resumes them back to the checkpointed state at the target. The

downtime is mostly proportional to the amount of migrated memory.
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Unlike non-live migration, live migration means that application is (or appears to be) respon-

sive during the entire migration process. There are two main categories of live migrations:

* Pre-copy [59]: Pre-copy transfers all pages at the first round, and only the dirty pages since
the previous round are sent at the following rounds until the number of dirty pages is smaller
than some threshold or the number of rounds reaches some threshold. During the last round,

all dirty pages and the processor state, register, etc., are sent.

* Post-copy [60, 61]: Post-copy transfers the processor state, register, etc., to target and re-
sumes immediately at the target host. When resumed application accesses some pages which
have not yet been transferred, page faults are triggered, and those pages are retrieved from

source node through network.

Usually because every page is sent only once, the post-copy has better total migration time than
that of pre-copy. Although post-copy has the almost minimum downtime, it would suffer from the
network page fault overhead, and therefore degrade the migrated application performance during
migration. Also, post-copy usually requires the longer migration time (which depends on page
access pattern of application), compared with non-live one.

Sahni et al. [62] proposed a hybrid approach combining pre-copy and post-copy to take advan-
tage of both types of live migration. The post-copy could suffer less page faults if the pages of the
working set have already been sent by the pre-copy phase. Ye et al. [63] investigated the migra-
tion efficiency under different resource reservation strategies, such as CPU and memory reserved
at target or source nodes. CQNCR [64] considered an optimal migration plan to migrate massive
virtual machines in the data center by deciding a migration order to have less migration time and
system impact.

These works, however, largely employ traditional networking as the only transfer media, thus
they incur high access latencies. Besides, they only emphasize the total migration time, not busy

time.
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Figure 3.1: Fabric-Attached Memory.

3.2.2 Fabric-Attached Memory

Fabric-Attached Memory (FAM) is a system architecture component in which high perfor-
mance networking fabrics are used to interconnect NVM between multiple nodes in a rack to
create a global, shared NVM pool. In our system model, we consider a cluster consisting of many
nodes, each of which contains both DRAM and NVM. DRAM can only be accessed locally by
local memory controller and serves as fast, local memory in each node. NVM and the processor
(in each node) are connected to a switch fabric and these switches are interconnected to each other.
Here we focus on Gen-Z [11] as one such fabric because it supports hundreds gigabyte per second
bandwidth and memory semantics; however, any other fabric of similar latency and bandwidth
could be used. The CPU can access NVM at other nodes with memory-semantics through the
fabric interface and libraries. Therefore, all interconnected NVM can be treated as the slow, global
memory pool in a rack scale [12]. This byte-addressable, shared, high-bandwidth, global NVM
pool is so-called Fabric-Attached Memory (FAM) in this work. Fig. 3.1 shows the overall memory,

NVM, CPU, and Gen-Z interconnections.
3.2.3 Checkpoint with NVM

Checkpoint and Restart (CPR) is an important technique for fault tolerance wherein the state
of a given program is saved such that it can be restarted in the event of some fault or failure. CPR

also has wide applications in system management, such as application suspension and resumption,
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job migration, job progress saving in preemptive scheduling [65, 66, 67], instant OS update [68],
load balancing, service startup boost, and debugging.

Two main types of checkpoints are as follows:

» Application-initiated (application-level): What data to be checkpointed are decided by appli-
cation, so the application needs to be modified in advance. This kind of checkpoint usually
dumps less data but its main drawback is that it requires significant work of modifying each

application to checkpoint.

* Application-transparent (system-level): Unmodified programs can be checkpointed directly;
however, nearly all the application’s state needs to be checkpointed. Therefore, this kind of

checkpoint usually dumps a considerable amount of data.

The emerging NVMs, such as PCM, due to their low-latency, byte-addressability, and non-
volatility, have become ideal candidates for use in checkpointing. Some previous work has studied
CPR exploiting NVM. Mona [53] proposed a dynamic partial checkpoint, utilizing incremental
checkpoint, to checkpoint some pages before the final checkpoint. This allowed it to reduce the
downtime of final checkpoint. Kannan et al. [54] proposed shadow buffering and pre-copy mecha-
nisms to deal with the long write latency (compared to DRAM) and bandwidth limitation of PCM.
Dong et al. [55, 57] proposed a local/global hybrid checkpoint technique to overcome the scalabil-
ity issues of checkpoint since most of failure can be recovered locally. Phoenix [69] aggregated the
bandwidth of DRAM and NVM to provide a higher total bandwidth during checkpoint and then
“de-staged” the checkpoint logs from DRAM to NVM.

Leveraging the system-level checkpoint mechanism, our proposed post-copy migration can
optimize busy time, close to that of non-live migration, as well as optimize total migration time.
We further improve the system-level checkpoint by batching since system-level checkpoint usually

has to dump a considerable amount of data, which is perfect for batching.
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3.2.4 Checkpoint/Restore in Userspace (CRIU)

The Checkpoint/Restore in Userspace (CRIU) [70] is a Linux open source checkpoint tool
which executes mainly in the user space, rather than kernel space. CRIU is application-transparent,
i.e. applications do not have to preload some specific library or modify their source code before
employing.

CRIU saves the current state of a running application, or a parent process and all its child
processes, into the local storage devices and restarts the application whenever necessary. CRIU
has recently received considerable attention from industrial and academic community because of
the grand popularity of Docker container [47], a lightweight virtualization technique from which
all containers share the same underlying operating kernel so it significantly reduces the overhead
and requires much less memory footprint compared to the traditional virtual machine technique.
CRIU, because its operating unit is processes, is suitable for using with Docker container and has
also been integrated within Docker container now.

After checkpointing, CRIU generates a collection of files (including processor register state,
memory content, fdinfo, etc.) per process to the local storage devices. Among these saved files, the
biggest one is the memory content (or page image) file which contains the raw data of virtual mem-
ory areas (VMAs) of the process. To reduce the entire checkpoint time, optimizing and speeding
up the dumping of page image file is the most critical and efficient. However, pages of VMAs can
only be accessed by checkpointed application itself (kernel will prevent all illegal accesses from
outsider). CRIU overcomes this problem by using pt race system call to inject a piece of para-
site code into the checkpointed application (a similar method is adopted by GDB [71], which also
utilizes pt race to inject software breakpoints). Through the injected parasite, CRIU daemonizes
the checkpointed application and lets it begin to accept commands sent by CRIU. Hereafter, CRIU
starts the checkpoint process.

The most time-consuming part of checkpoint process is to dump pages of application. The
page-dumping request asks the application to execute vmsplice system call, which maps the

pages of VMAS of the process into pipes (kernel buffers) [72]. Finally, after all pages have already
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Figure 3.2: Existing CRIU post-copy using FAM. (1) CRIU checkpoints all files except for page
image file to FAM, and transforms itself as a page-server. (2) At target, CRIU creates a lazy-page
daemon. (3) After (1) is completed, CRIU restores application immediately at target. (4) If restored
application at target accesses a page and causes a page fault, it would notify the lazy-page daemon,
which then requests to and obtains from page-server at source that faulting page.

been mapped to the pipes, CRIU can access them directly (without the help of parasite) through
splice system call, which copies dumped pages from pipes to a page image file in the storage
devices.

CRIU also supports migration features, including non-live, pre-copy, and post-copy live migra-
tions. For post-copy, the page fault handling is the main challenge. Like on-demand paging used
in virtual memory systems, CRIU’s post-copy employs the userfaultfd system call [73] to
allow paging in the user space. Fig. 3.2 shows the sequential steps of the existing CRIU post-copy
implementation. To achieve the post-copy, like checkpoint, at first CRIU maps the pages of VM As
of applications, at the source node, into pipes and then places itself into a page-server mode. Then
a lazy-page daemon at the target node is created to handle the page fault and other events requested
during the following restore operations. Finally, the migrated application is resumed at the target
node. When the restored application accesses a page which still remains in the source, the ap-
plication is halted temporarily, and sends the page fault request to the lazy-page daemon, which
in turn communicates with page-server at the source node to obtain that faulting page from pipes
through network transfer. Although all other checkpointed state can be sent through FAM. The
page transfer still needs to rely on socket interface if page fault handling is not redesigned.

We note that when using pure on-demand paging, migration process may never complete, since
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some pages may not be ever accessed. CRIU thus employs a timer to trigger the active pushing;
that is, sequentially dumping all remaining pages from source to target. The timer is kept reset
whenever a page fault event happens. Before the timer is expired, the lazy-page daemon only
handles the page fault event, and it would start to actively push all remaining pages only after

expiration.
3.3 Motivation and System Design Overview

In this section, we describe the motivation and design overview of our optimized, FAM-aware

post-copy live migration and batching system-level checkpoint.
3.3.1 Fabric-Attached Memory-Aware Post-Copy Live Migration

We propose an optimized FAM-aware post-copy migration, which exploits the properties of
FAM to achieve low application? downtime, low total migration time, low application degradation,
low resume time, and especially low busy time (of source node).

To simplify the understanding of readers, we first briefly restate some key metrics of live mi-
gration proposed by Hines et al. [61] and we further introduce the concept of busy time (of source

node).

* Preparation Time: The time spent for the pre-copy to transfer most of its pages before
migrating the state of processors. The number of rounds depends on the workloads executed.

This duration is negligible for the post-copy.

* Downtime: The time that the application is stopped and cannot respond while the state of the
processors and some pages are transferred. Pre-copy needs to transfer remaining dirty pages
after the last round of preparation stage. Post-copy, depending on implementation, might
transfer a few (or no) pages. Non-live migration transfers all pages here, so its downtime is

the longest.

* Resume Time: The time from the application starts executing to the end the entire migration

“Note: although we only use the term "application” in this work, our approach can also be applied to virtual
machines.
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process. This time is mainly required for post-copy to handle the page faults happening at

the target node, and is near negligible to the pre-copy and non-live migrations.

* Busy Time (of Source Node): The time from the beginning of the migration to the time that
migrated applications can be killed and their resources (especially CPU and memory) can be
released at source node. This may be the most important metric for migration since system
administrators can only alleviate the loading of “hot” nodes (for load balancing) after this

time.

» Total Migration Time: The total time including above-mentioned preparation time, down-
time, and resume time. It is also the major index since the migration program (CRIU in
our case) can be killed at both sides only after the total migration time. Usually the total
migration time (of live migration) equals to the busy time; however, this is not the case if we

employ FAM for migration. We will discuss this later.

» Application Degradation: The extent that application (or application in virtual machines)
is slowed down during the operations of the migration. The pre-copy could affect the ap-
plication performance is mainly because the need of tracking the dirty pages, which might
trigger extra page faults. As to the post-copy, because it handles the page fault at target node
and needs to get the faulting pages from the source node, its application degradation might

be the most severe compared to pre-copy.

3.3.2 Motivation and Design

Intuitively, the performance of non-live migration, especially total migration time, could benefit
from adopting the FAM simply because the copy phase can be eliminated through direct FAM
accesses. Therefore, the entire migration process is now simplified as (1) checkpoint application
to FAM at the source node and (2) restart application at the target node. Similarly, for pre-copy
implementations employing FAM, one could simply access all the pages generated during the

preparation time by FAM and therefore its copy phase can be removed.
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Post-copy migration is much more complicated than the two above-mentioned methods be-
cause the most critical part of post-copy is page fault handling (or network fault as termed by
Hines et al. [61]) in the target node. The behavior and implementation of the page fault handler
will greatly impact the resume time (application performance degradation) and busy time. Simply
removing the copy phase, if applicable, is obviously not good enough. Therefore, our work focuses
on optimizing FAM-aware post-copy migration based on the following three guidelines.

Checkpoint-Based Migration: The most apparent drawback of non-live migration is its very
long downtime (which equals to the total migration time). However, the busy time (of the source)
of non-live migration is the best (compared to the live migrations) and is also much shorter than
its total migration time because non-live migration first checkpoints everything to storage devices,
and therefore, since a complete snapshot is saved in persistent media, the checkpointed application
can be killed at the source.

Traditional live migrations have a long busy time (which equals to the total migration time)
because they utilize memory to temporarily store pages and transfer pages by network. So, killing
the application must wait until the completion of entire migration. Otherwise, if target crashes
before migration completes, then the application will crash, too.

Due to the low-latency and non-volatility of FAM, storing migrated pages to FAM directly only
slightly impacts performance (compared to DRAM), but it also saves the entire migrated state to
persistent media. Therefore, application can be killed after being checkpointed and its busy time
could be very close to that of non-live migration.

Accessing FAM as Shared Memory: Most existing live migration techniques [63, 62, 74, 64]
still migrate their data content through communication network because they do not have a shared
memory across multiple nodes. Therefore, their approaches will suffer the network overhead and
network bandwidth. On the other hand, with the help of FAM, serving as a shared memory pool
within the same rack, data could be simply migrated through memory semantics (load/store
instructions), which bypass the significant networking protocol overhead. This could improve the

critical page fault latency and therefore resume time and application degradation.
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Retrieving Faulting Pages Synchronously: The page fault handler of the existing shared
memory within a machine is controlled by the central operating system. The OS only needs to setup
the page table of each process, then faulting pages can be mapped to virtual space of processes
correctly. Our migration scheme, however, differs because a central controlling OS across multiple
hosts does not exist. The FAM across machines can only be employed as a connecting media
between nodes.

Besides, our page fault handler must contain two steps: first pages are written from source
to FAM and then pages are read from FAM to target. So, page fault handling must be executed
asynchronously through communication between the source (writing to FAM) and target nodes
(reading from FAM); that is, the faulting address of pages must be sent to source first and then
target must wait for the response to read that page. This communication impacts the page fault
latency (even though all pages are already transferred by FAM) as well as migration performance,
and must be avoided as much as possible by leveraging the information of the dumped pages. The
source could notify target of the information of all dumped pages, and therefore the following
faulting pages (if they have been dumped to FAM) can be accessed synchronously at target from
FAM without the need of communication.

Thus, our post-copy optimization is mainly based on non-volatility and shared-ability of FAM,

and can be divided into three parts.

* to achieve the shortest downtime, we checkpoint the processor state, registers, etc., (exclud-
ing pages of VMA) of the victim application to FAM and resume victim application at the

target.

* to achieve low busy time (of source node), at source, after checkpointing the necessary in-
formation, all the remaining pages continue to be dumped to FAM on the background. The
victim application can be killed right after the page dumping is finished. This provides near

optimal busy time, which is the checkpoint time of non-live migration.

* to achieve low resume time and low application degradation, all faulting pages at target will
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be served/received from FAM directly and the need of asynchronous communication is also
tried to minimize. Therefore, with of help of FAM, the networking overhead as well as the

page fault latency can be reduced significantly.

3.3.3 Batching System-Level Checkpoint

Checkpoint performance plays an important role in the busy time of our post-copy. We propose
a batching checkpoint mechanism by exploring the different accessing methods of NVM from the

instruction level as well as from the file level.
3.3.3.1 Motivation

Due to the non-volatility and byte-addressability of NVM, NVM can be exploited in memory
or storage devices, encouraging the further integration of memory and storage. This observation
has been explored in several prior works [28, 34, 20]. Some prior work has shown that directly
dumping data from DRAM to NVM can improve the performance of checkpoint significantly.
Although their results are promising, these works focus on high level software [53, 54, 55, 57, 69]
and hardware [56] architecture improvements and enhancements. Broadly they do not consider
how NVM is accessed to gain the most performance. In particular, due to the non-volatility of
NVM, accessing NVM should be different from accessing DRAM. Therefore, those works may
result in only suboptimal solutions.

Inspired by prior work [43, 39], we find that persisting data to NVM requires costly order
enforcement, which not only can provide persistency [42] of the written data, but is also partic-
ularly important toward application checkpointing because checkpoint program must make sure
that checkpoint is finished only after all dumped data have already safely arrived at non-volatile
storage media (NVM in our case).

Modern CPUs employ cache flushing (c1flush, clflushopt, and clwb) and memory
fence (sfence and mfence) instructions to enforce write ordering. For example, c1flush
combined with mfence or sfence is adopted by several prior works [8, 14, 13, 10]. To order

writes/stores to NVM, after st ores are issued, written cache lines should be flushed and a mem-
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ory barrier is placed at the end of those flushing instructions to ensure that all the memory access
operations issued after the barrier will not proceed until all st ore instructions received before the
barrier have completed?.

Some prior work [20, 10, 7, 39] replaces the store-clflush pair with non-temporal store
(ntstore) [58] instructions, to enforce writing to NVM. The nt store instructions force the
stored data to bypass the cache and be directly written to DRAM or NVM. By such means,
ntstore improves the NVM persisting performance significantly by eliminating the need for
expensive cache line flush operations [39]; however, as a side effect, nt st ore deteriorates the
read-after-write performance due to the nature of cache bypassing®. That is, all writes are not be

cached.
3.3.3.2  Evaluation of NVM accessing methods

Before proceeding, we compare the performance of nt st ore with that of the store-c1flush

when writing to NVM. Our platform is described in section 3.4 and the libpmem library from Intel
PMDK version 1.4 kit [31] is used.
Fig. 3.3(a) shows the normalized time of pmem_memcpy_persist (ntstore) and memcpy
(store) combined with pmem_persist (clflush in our platform) when writing different
amount of data as a new file in NVM. Surprisingly, the time of nt store is already slightly less
than store; not to mention that using store relies on c1flush to persist data, which takes
even longer time.

Next, we further evaluate two essential accessing methods of utilizing nt st ore instructions;
in particular, we examine the performance difference of nt store between file system write
command (batching) and memory mapped files (pmem_memcpy_persist) when accessing new
files like checkpointing. Since the emulated NVM is mounted as an EXT4 file system with di-

rect access (DAX) option enabled, all write commands through EXT4 will automatically issue

3Note: since checkpoint only emphasizes st ore instructions, so we limit ourselves to employ s fence through-
out the whole work.

“Note: only c1wb instruction does not throw data out of cache; the c1flush and c1flushopt both invalidate
all the corresponding cache lines so their read-after-write operations do not have performance benefits (might be even
worse because they pollute all cache lines and then invalidate them immediately) compared to ntstore.
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Figure 3.3: The comparison of different writing methods to NVM.

ntstore instructions [75]. The main difference of these two methods is that the file system
write command incurs an expensive system call, but it can handle all the following memory
management and requires no further context switching at all. On the other hand, the memory
mapped file method costs no system call, but it will trigger a page fault (as well as context switch-
ing) per page.

Fig. 3.3(b) shows the normalized total execution time when dumping a 2GB file in NVM with 2
methods, and the x-axis stands for the written data amount per function call. For example, write
writes 32MB each time until 2GB is finished. The time of (1KB, write)is 9.05 and is not shown
in the figure. From the result, we can find out that the batching can outperform the mmap accessing
form around 7% when enough amount of data is written at once.

From above experiments, we can conclude that: (1) the checkpoint performance of ntstore

is much faster than that of the store-c1flush by eliminating the time-consuming ordering op-
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1. Checkpoint
2. Restore

page File
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Figure 3.4: Ideal migration method using FAM.

erations. (2) Utilizing the file system write command enabling DAX is more suitable for writing
larger data (> 512 KB) at the cost of a single system call, so it might be perfect for the application-
transparent checkpoint mechanism. On the other hand, writing by nt st ore instructions through
memory mapped files performs better when dumping smaller amount of data at a time. Therefore,

it might be more appropriate for an application-initiated checkpoint.
3.4 Implementation

In this section, we explain our implementation of FAM-aware, checkpoint-based, post-copy
live migration and batching checkpoint in detail.

The existing CRIU [70] checkpoint and migration tool is used as a baseline implementation,
and augmented with our FAM-aware post-copy and batching checkpoint techniques in this work.
In particular, our case study implementation is based on modifying CRIU-dev branch version 3.2.
Although our implementation is based upon CRIU, the techniques developed are universal and

may be easily implemented in other checkpoint and migration schemes.
3.4.1 FAM-Aware Post-Copy Live Migration

Fig. 3.4 shows an ideal migration between nodes with FAM. First, an empty file is created in
FAM, and the migration program at target node can mmap this whole file and directly read dumped
pages without having to wait until the whole file is dumped from the source node. Ideally, (if the

future can be predicted,) the source node would write a certain page to FAM each time before
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killed after all lazy pages have been dumped. All
remaining pages can be directly/synchronously ac-
cessed from target.

Figure 3.5: FAM-aware post-copy live migration.

the page is needed at target node. From the perspective of migration, which means that not only
the restored application does not have to wait for the completion of page-dumping (that is, live
migration), but it also avoids much of the network transmission (required by the existing CRIU
and other previous implementations) through memory-semantics.

We have implemented the concept shown in Fig. 3.4 in our optimized post-copy migration in
CRIU. Fig. 3.5 illustrates the main difference between our post-copy design versus the existing

CRIU implementation (in Fig. 3.2).
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Like the existing CRIU post-copy, we also employ a lazy-page daemon and page-server mode
in our implementation. To migrate, first all required data are checkpointed as files to FAM except
for the page image file, as the existing CRIU does. After that, CRIU at source enters a page-server
mode, and launches a background thread to dump (checkpoint) all remaining “lazy” pages to FAM
as a single lazy-page file (per process) (arrow with number 1 in Fig. 3.5(a)). Without having to
wait for this background thread to finish its dumping job, system administrator can launch a lazy-
page daemon and then can begin to restore the migrated application at the target node. To improve
the checkpoint performance by batching (in section 3.3.3.2) and to avoid too long critical latency
of page fault, we partition the VMAs of application as several I/O vectors with the maximum
size of 2MB. Each I/O vector contains pages with contiguous virtual addresses. Therefore, the
background thread writes the pages to FAM with at most 2MB of data at a time. When the restored
application encounters a page fault, it sends the page fault event to the lazy-page daemon, which
in turn sends page fault request to page-server. If the faulting page has not been dumped to FAM,
the page-server waits for background thread to finish the dumping of current I/O vector, stops
the background thread (by a spin lock), and dumps a specific I/O vector containing the requested
faulting page. After dumping that (2MB) 1/O vector, the page-server acknowledges page fault
request and resumes the background thread. Arrows with number 2.1 to 2.4 in Fig. 3.5(a) illustrate
this process. Alternately, if the faulting page has been dumped, the page-server acknowledges
immediately.

The responses (arrow with number 2.4 in Fig. 3.5(a)) sent by the page-server not only indi-
cate the “completion of dumping” of faulting pages, but they also contain some extra information
for lazy-page daemon: the background thread’s dumping progress (the largest virtual address of
dumped pages) and the virtual address space of this entire (2MB) dumped /O vector. The lazy-
page daemon employs such information to construct a lookup table. (Actually, we build an LRU
linked list). If the following faulting pages whose addresses can be found at the lookup table or are
smaller than the dumping progress, they can be read from FAM synchronously without requesting

to page-server. This can eliminate a lot of communications and overheads between source and
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target.

Once the background thread dumps all the lazy pages, the page-server actively notifies the
lazy-page daemon of the completion of the checkpoint. Hereafter, the lazy-page daemon can
synchronously read all faulting pages from FAM without any communication with page-server.
Both migrated application and page-server can be killed at the source now as Fig. 3.5(b) shows.

Our implementation has some advantages: (1) The page-server only needs to handle faulting
pages until the checkpoint of all “lazy” pages is finished. After that, all pages can be synchronously
read from FAM. A lot of network transmissions of pages and protocol overhead can be eliminated.
(2) The information of dumped pages is utilized to further reduce the communication between
target and source nodes. It significantly minimizes the page fault latency and therefore improves
performance. (3) After the background thread finishes dumping the lazy files, the application and
page-server can be killed and their resources can be released; that is, the busy time would be much

shorter than total migration time.
3.4.2 Batching Checkpoint

Based upon the discussion section 3.3.3.2, since CRIU typically generates considerable amounts
of dumped data, we expect that employing write system calls should be higher performance than
alternate techniques. Our optimized batching checkpoint is achieved by modifying the injected
parasite code, which replaces the vmsplice with the writev system call; by doing so, CRIU
directly dumps the content of virtual memory of checkpointed victim from its parasite to the NVM
and avoids accessing kernel buffers (vmsplice and splice). In addition, unlike write, the
writev supports the “struct iovec” data structure and does not require the written virtual memory
address space to be contiguous. Thus, we can dump as much data as possible with one single
system call. The writev automatically issues nt st ore instructions after mounting EXT4 file
system on top of NVM with “-o0 dax” option.

This implementation not only has the benefit of employing nt store, as described in sec-
tion 3.3.3.2, but it also has an extra advantage: A single write system call can dump up to

0x71fff000 bytes (i.e. 2GB) [76]. The existing CRIU uses one pair of vimsplice-splice sys-
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tem calls per 2MB data to prevent the failure of pipe allocation. Therefore, our improvement can

eliminate up to 2047 system calls per 2GB data dumped.
3.5 Evaluation

In this section, we experimentally evaluate the performance improvement of our optimized
batching checkpoint and FAM-aware, checkpoint-based, post-copy live migration.

Our platform contains 20GB DDR3-1600, 12GB NVM (emulated with DRAM [77]), and Intel
17-4770 four-core 3.4 GHz processor with hyperthreading enabled. Linux 4.15.0 is used in our

platform.
3.5.1 Performance of Batching Checkpoint

The NAS Parallel benchmarks (NPB) 3.3.1 [78] class C are used to evaluate the performance of
our checkpoint scheme. Here each benchmark is checkpointed after running ten seconds. Fig. 3.6
(a) and (b) show the normalized checkpoint performance with one thread and four threads. The
benchmarks are arranged according to their dumped memory size, increasing from left to right
(from 475MB to 5.1GB). The results show that our optimized batching checkpoint scheme is better
for all NPB benchmarks, with a performance improvement averaging 15.12% and 15.99% for one
and four threads respectively.

Fig. 3.6 also indicates that the checkpoint time depends mostly on dumped memory size and
is not related to workload behavior too much. That is because pt race is employed by CRIU and
would freeze the checkpointed victim before starting to dump; therefore the page access patterns

of workloads have little impact on checkpoint process.
3.5.2 Performance of FAM-aware Post-Copy Live Migration
3.5.2.1 Workloads and Experimental Setup

To examine the performance of our FAM-aware post-copy migration scheme, we leverage
the PARSEC 3.0 [79] and SPLASH-2X [80] (SPLASH-2X is SPLASH-2 with enlarged native
input) benchmark suites, in addition to NPB. NPB Class C as well as PARSEC and SPLASH-2X

native inputs are applied, and all workloads are migrated after executing twenty seconds, with the
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Figure 3.6: The comparison of batching and existing CRIU checkpoint performance.

exception of “NPB IS” which migrated after five seconds for one thread and two seconds for four
threads, and “SPLASH-2X radix” is migrated after five seconds for four threads.

We further examine the migration of REDIS [81] to investigate application performance degra-
dation during live migration. REDIS is an in-memory data structure store and can be employed as
database or in-memory cache. Through loading YCSB (Yahoo! Cloud Serving Benchmark) [40]
records into REDIS, migrating REDIS to the target, and immediately accessing REDIS with YCSB
at the target before the migration is finished, we can observe the impact of page fault overhead on
REDIS performance with different YCSB workloads.

To evaluate FAM-aware migration, two limitations must be overcome. First, CRIU requires
migrated/restored applications to use the original pid they were checkpointed with. This means
application cannot be “lively” migrated within the same physical host. Next, we do not have real

FAM hardware, so we do not have a global, shared NVM across physical nodes. These two limi-
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Figure 3.7: The delay model of our evaluation.

tations seem to contradict with each other. Fortunately, with the help of a container virtualization
technique, FAM can be emulated within a host machine by means of container and NVM: Two
docker containers [47] are treated as target and source nodes; the emulated NVM, which is bind-
mounted [48] into containers so applications in containers can access NVM concurrently, can be
emulated as FAM in our platform.

To compare the performance of our FAM-aware with existing CRIU post-copy, we assume
all process states, except for memory pages, are migrated through FAM, so post-copy migration
contains only 2 steps: checkpoint from source container and restart at target container. However,
the methods of page transfer are different: one is by FAM, the other is through socket interface.

Furthermore, since NVM (FAM) is emulated from DRAM, to correctly emulate the “slow”
NVM, we use the same method proposed by Volos et al. [19] to add extra delay (via busy waiting)
when accessing slow FAM (or Ethernet). Fig. 3.7 illustrates our delay model. The delay is added
both when writing to and reading from FAM. The latency resulted from Gen-Z fabric is negligible
compared to that of PCM [82]. Therefore, we only consider the access latency and bandwidth of

NVM (PCM or NVDIMM). The delay calculation formula is as follows:

Delayrw = Latencyrw + (data/bandwidth)

The parameters of NVM (and 10 Gigabit Ethernet used later) are shown at Table 3.1. The
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Table 3.1: Parameters for extra delay.

| Media | Read lat. (us) | Write lat. (us) | BW. (GB/s) |

PCM 1 1 2
10Gb Ethernet 0 0 1.25
16
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Figure 3.8: The comparison of downtime performance. (Higher is better.)

bandwidth of NVM (PCM) is assumed to be 2GB/s [83, 54]. Therefore, to access a single 4KB

page from FAM, we have to wait around 3us and then can access FAM.
3.5.2.2  Evaluation Results

Fig. 3.8 shows the normalized downtime performance. All benchmarks are migrated after
twenty seconds of execution. Our FAM-aware post-copy performs better at all benchmarks (23.73%)
and improves more as the migrated data increases (MG: 3.4GB; FT: 5.1GB). The reason is that dur-
ing migration, existing CRIU post-copy must map all pages into pipes for later page transfer by
vmsplice system calls. Thus, when more pages need to be migrated, more system calls incur.
Alternately, FAM-aware post-copy uses background thread to dump pages directly to FAM so it
bypasses the system calls entirely.

Fig. 3.9 (a) and (b) show the normalized total migration time and busy time performance of our

FAM-aware vs. existing’® CRIU post-copy with one and four threads. All the measurements are

>Note: for existing CRIU post-copy, the busy time equals to the total migration time, so only total migration times
are shown.
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Figure 3.9: The busy time and total migration time performance of FAM-aware and existing CRIU
post-copy migration using FAM. Expiration time is 100ms.

normalized to the total migration time of the existing post-copy (socket) of the same benchmark.
FAM and socket (in Fig. 3.9) stand for the mechanism of page transfer by FAM and by socket
(network). We will keep using these terms hereafter. FAM (2GB/s) means the extra delay is added
based on the 2GB/s bandwidth of PCM. The expiration time of active pushing timer is set as 100ms.
Remember this timer would be reset whenever a page fault happens. We think 100ms should be
a reasonable duration for workloads to access all working set pages before timer expires. So, the
total migration time here should be a good indicator toward the different page fault overhead of
these two mechanisms.

Tab. 3.2 summarizes the performance improvements of our FAM-aware post-copy. The number
is the geometric mean of all benchmarks. From those results, we could conclude some useful
observations.

First, instead of workload behavior, the busy time (also checkpoint time) of post-copy is im-
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Table 3.2: Average improvements of FAM-aware post-copy vs. existing CRIU post-copy.

‘ # of threads ‘ Mig. time imprvmt ‘ Busy time imprvmt ‘

1 2.00X 26.74X
4 1.63X 12.72X

pacted mostly by the dumped memory size. Thus, they are relatively small compared to total
migration time.

Second, the improvements of total migration time (2X and 1.63X) come from faster demand
paging handling, proving that our FAM-aware migration incurs less page fault overhead.

Third, the improvements of both total migration time and busy time reduce as the number of
threads increases. For migration time, that is mainly because of the available bandwidth. We limit
the FAM bandwidth as 2MB/s (PCM). On the other hand, although the existing CRIU acquires
pages from source through socket, we do not apply any bandwidth limitation on it. Docker con-
tainers, in a single host, utilize Linux bridge component and bypass the NIC (network interface
card) to communicate with each other. To estimate the bandwidth between docker containers, we
use iperf3 [84] tool to measure and get the average 7.0 GB/s throughput (compared to 2GB/s at
FAM-aware case). So, we could conclude that the reduction of improvements of total migration
time when more threads are executed comes from the bandwidth limitations of FAM.

For busy time, the busy time of FAM-aware post-copy is the checkpoint time, which is almost
the same if the memory footprint does not change, regardless of the number of executing threads.
As to the existing post-copy, since the busy time is the total migration time, which would be im-
proved as the number of threads increases because more threads will access pages more quickly.
Therefore, the decreasing the busy time improvement results from the total migration time im-
provement of existing post-copy as more threads are executed.

Fig. 3.10 shows a similar comparison of FAM-aware and existing CRIU post-copy except that
the expiration time is set as Oms. Only the workloads whose migrated memory sizes are larger

than 1GB are selected. All workloads are executed with one thread and are migrated after exe-

66



~ w »
o

Normalized speedup
=

SRR NI AT N

IS}

ooooo

MG FT radiosity fmm _cp
NPB

SPLASH2X
W Socket (10Gb/s) total mig. Time W FAM (2GB/s) total mig. time FAM (2GB/s) busy time

m socket total mig. Time mFAM total mig. Time W FAM busy time

Figure 3.10: The comparison of busy time and total migration time performance with the expiration
time is Oms. (Higher is better.)

Table 3.3: Average improvements of FAM-aware post-copy for realistic case (FAM (2GB/s) v.s.
socket (10Gb/s)) and ideal case (FAM v.s. socket).

| | Mig. time | Busy time |

FAM (2GB/s) v.s. socket (10Gb/s) | 15.44% 33.68%
FAM v.s. socket 15.16% 47.08%

cuting twenty seconds. All the measurements are normalized to the total migration time of socket
(10Gb/s) of the same benchmarks. Socket (10Gb/s) is assumed that the employed underlying net-
work is 10 Gigabit Ethernet. FAM (without bandwidth limitation) means no delay is added when
accessing NVM, which can be treated as the case of NVDIMM and whose performance is also the
best among all cases. In our platform, the average throughput of accessing DRAM via file system
write is around 6.6 GB/s (a little lower than 7 GB/s of socket throughput between containers).

The Oms expiration time means that the lazy-page daemon would actively push the pages from
source from the beginning. Meanwhile, if a page fault happens, the daemon will also try to handle
page fault event at best effort. From Fig. 3.10, we could conclude that (A) the bandwidth provided
by the transmission media dominates the migration performance; (B) if the bandwidth is close
to each other, FAM-aware is better than existing post-copy due to the lighter overhead. Tab. 3.3
summarizes the improvements.

Finally, REDIS and YCSB are utilized to investigate the migration performance, especially for

performance degradation. 500K records are loaded by YCSB into REDIS at the source node, and
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Figure 3.11: Migration performance of REDIS accessed by YCSB. (a) to (c): The expiration time
is 150ms; (d) to (f): The expiration time is 3ms.

each record is of 100 fields and the size of each field is fixed to 10B. This configuration will result
in 939MB of pages to be migrated. After downtime, YCSB accesses REDIS at target immediately
by different operation records (from 10K to 50K). The YCSB workloads are all configured as
uniform distribution, readallfields and writeallfields are false, and R/W ratio are 70/30. The YCSB
employs one and four threads to access REDIS. Fig. 3.11 shows the results. (a) to (c¢) employ
150ms expiration time and (d) to (f) employ 3ms.

Fig. 3.11 (a) shows the measured total migration times normalized to the busy time of FAM
(2GB/s). The busy times of one and four threads are almost the same since the same amount of
data (939MB) are checkpointed. FAM-aware post-copy improves average total migration time
23.92% and 22.48% with one and four threads respectively. Fig. 3.11 (a) also indicates that the

total migration time is not related to the number of threads of YCSB. The reason is that the REDIS
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Table 3.4: Average REDIS throughput improvements of FAM-aware post-copy of real case (FAM
(2GB/s) v.s. socket (10Gb/s)) and ideal case (FAM v.s. socket).

‘ ‘ 1 thread ‘ 4 threads ‘

FAM (2GB/s) v.s. socket (10Gb/s) | 19.8% | 25.69%
FAM v.s. socket 12.7% | 21.79%

is single-threaded, so more requests (threads) from YCSB cannot make the pages of REDIS be
accessed faster. Fig. 3.11 (b) and (c) show the REDIS performance during migration. FAM-aware
post-copy lets the REDIS perform 22.3% and 23.4% higher with one and four threads. respectively.
Fig. 3.11 (a), (b), and (c) could prove that the total migration time and application degradation have
some correlations because they are impacted mostly by the latency of page fault handling if the
expiration time is larger enough.

Fig. 3.11 (d) shows the normalized total migration time and busy time performance with 3ms
expiration time. Because those times at different operation counts (from 10K to 50K) of YCSB
are almost the same, we only take the average. This result also looks like Fig. 3.10. Tab. 3.4
summarizes the results of Fig. 3.11 (e) and (f).

Again, Fig. 3.11 (d), (e), and (f) also show that the total migration time and performance
degradation are both influenced by the bandwidth of transmission media if the expiration time is
too small and active pushing is triggered soon enough. The throughput of REDIS increases as the
number of operations increases; this is because the chances of page fault reduce as more pages are

migrated.
3.5.3 Performance of Multiple Concurrent Post-Copy Migrations

Here we would like to explore the impact of multiple concurrent migrations. Instead of only
creating one pair of docker containers as a source node and a target node, we launch multiple
independent pairs of containers and conduct the similar experiments as section 3.5.2.

Fig. 3.12 shows the results of multiple concurrent benchmark migrations. All benchmarks

are configured to be single-threaded. Fig. 3.12 (a) shows the results that four NPB programs are
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Figure 3.12: The results of multiple concurrent migrations

migrated at the same time and their outcomes are averaged. The expiration time is set as 100ms.
Fig. 3.12 (b) shows the results that two programs are migrated and the expiration time is 1ms.

We also conduct the concurrent migrations of two REDIS instances in two pairs of containers.
YCSB is configured to access REDIS with one thread. The expiration time is Sms. The results
are shown at Fig. 3.13. In general, the multiple concurrent migrations have little difference from

single migration.
3.6 Conclusion

We presented FAM-aware, checkpoint-based, post-copy migration. Through FAM, a global,
shared NVM pool in a rack scale, we can map the entire migrated memory space onto FAM. So,
the data migration can be simplified as memory-semantics to achieve a much lower page fault
latency path. We have implemented our prototype at CRIU, and shown that our approach has

lower down time (at least 23.73%), lower busy time (at least 33%), lower total migration time
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Figure 3.13: The concurrent migration performance of two REDIS instances are migrated in two
pairs of containers.

(at least 15%), and migrated application can perform at least 12% better (i.e. lower application
degradation) during migration process.

We also presented batching system-level checkpoint, which utilizes nt st ore instructions and
file system write command to dump data into NVM. We also implemented this concept into CRIU,

and showed that the checkpoint performance improves by 15%.
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4. POE: PAGE FAULT HANDLING OFFLOAD ENGINE

4.1 Introduction

Virtual memory is a useful and critical technique in the modern computer systems. Virtual
memory makes the applications be able to “own” the memory even more than physical available
memory in the platforms. To do so, virtual memory basically relies on two other fundamental
techniques: (1) lazy allocation and (2) swapping.

Lazy allocation is that the memory or page is actually allocated only when it is being accessed.
By doing so, the memory subsystems of operating systems (OS) do not have to give applications
any memory before applications start to execute; instead, memory is offered when memory is in-
deed used/needed. This (lazy allocation) can work because it is very rare for an application to
touch/access all pages it requires immediately after executing. Usually the working sets of pro-
grams would be much smaller than their whole memory footprints. Based on this characteristic of
programs, the memory subsystems can let multiple applications concurrently execute and therefore
improves the system overall performance without running out of memory.

However, lazy allocation tries to make the memory usage as less as it can, but it is still possible
that all memory is allocated if too many applications are executing concurrently in the systems. If
the memory is run out, the swapping mechanism is adopted to store the content of some pages in
the non-volatile storage devices and therefore those pages can be reused and re-allocated by other
applications.

These two mechanisms usually work as part of the kernel page fault exception handling. When
the memory is “allocated” (such as mmap or malloc) by programs, actually only a region of the
virtual address space is created by kernel for the calling programs, and none of the physical pages
is allocated. So, the following memory access within this new created region would trigger a page
fault exception by hardware page walker, and then the (software) exception handler will check and

confirm this access as legal and in turn allocates a page for it.
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If the kernel exception handler cannot obtain any page for this access because of lack of mem-
ory, then exception handler will write some dirty pages (by LRU order) to storage devices and
therefore make pages available for current and the following faulting accesses.

The exception handler must do a lot of operations (overheads) to handle a page fault, from
checking validity of faulting address, acquiring a page from available free memory pages, filling
the page with the corresponding data content from storage device (major page fault) or zeroing
the page (minor page fault), to creating some data structures for the memory management. These
overheads of a major page fault might not be a serious problem if the underlying storage devices
are SSDs or HDDs due to their several orders of access latency compared to that of DRAM. In
these cases, the context switch overhead only occupies a very small portion of entire accessing
latency. However, it might not be the case when we deal with emerging Non-Volatile Memories
(NVM) as storage devices.

Emerging Non-Volatile Memories (NVM), such as phase-change memory (PCM) [1],
NVDIMM [2], STT-RAM [3] and 3D XPoint [4], have byte-addressability and low latency, within
an order of that of main memory [85], together with the non-volatility of storage devices. These
bus-attached NVMs can be seen as potential candidates of next generation of storage devices in
the near future.

However, if we simply treat the NVM the same way as the traditional storage device, we
will squander the benefit of much lower latency (around 5X slower than DRAM [85]) provided
by NVM. For example, when a file stored in NVM is accessed and a major page fault happens,
kernel does not have to block the faulting programs to trigger an I/O request for accessing the slow
traditional storage devices; instead, kernel could directly use memcpy function to copy the data
content from (bus-attached) NVM to DRAM. Further, in such cases with NVM, the context switch
overhead (of page fault) can be too high, compared to the access latency of NVM, and must be
further avoided.

In this work, we consider that some types of page fault overheads can be significantly reduced.

In particular, we want to minimize the critical path latency of page faults resulting from accessing
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the memory regions created by malloc and anonymous private mmap commands. Our goal is
achieved by a page pre-allocation mechanism and background thread post-page fault handling, to-
gether with the execution of enhanced hardware page walker during the page fault. The operations
of our new page fault exception handling can be divided into three parts: (1) kernel (software) page
pre-allocation and legal address indication; (2) hardware page walker execution at page fault; (3)
kernel (software) post-page fault handling by a kernel background worker. By doing so, the critical
path of page fault exception can be reduced to only a few memory accesses.

The contributions of this Chapter are as follows:

* Propose the POE, page fault handling offload engine, to reduce overheads of page fault ex-

ception generated from accessing malloc and anonymous private mmap of user programs.
* Implement POE on Linux kernel and Gem5 emulator.
* Evaluate POE using Linux kernel and show significant critical path latency improvement.

The remainder of this Chapter is organized as follows. Section 4.2 describes the background
and related work. Section 4.3 presents the central design concepts of our POE hardware and
software modifications. Section 4.4 explains the implementation of POE by modifying Linux
kernel and Gem5 emulator in more detail. Section 4.5 presents our results of evaluation of POE

with some benchmarks. Finally, section 4.6 provides a conclusion.
4.2 Background
4.2.1 Page Fault and Context Switch

In modern computer systems, virtual memory is a common technique and is employed almost
in every operating system. Virtual memory is useful and helpful because it assists OS to launch
multiple applications without running out of memory at once. Before the virtual memory is univer-
sally adopted, an application must allocate/obtain all needed memory before starting to execute;
this limitation significantly restricts the number of concurrent executing applications in a computer

system as well as the overall system throughput the computer systems can provide.
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In theory, virtual memory can let applications start to execute immediately without allocat-
ing any memory for themselves at all. The memory is dispatched only when memory is really
needed; this is so called lazy allocation or on-demand paging. Since memory is one of the valuable
resources in the computer systems, so memory is managed and can only be dispatched by kernel.

One way user space processes can acquire memory is through the kernel page fault exception
handling. When user programs need memory, they usually call mmap or malloc functions first.
But mmap and malloc functions do not allocate any memory for applications when called; in-
stead, they only create and validate a region of virtual address space for the calling processes and
return the start address of this region.

Later, when applications access some address within this new created region, (if no page has
been allocated for this address yet,) an exception would be triggered by hardware page walker, and
the page fault exception handler starts to run in the kernel space on behalf of the faulting appli-
cations. Now, the mode of application is transferred from user mode to kernel mode. Exception
handler will allocate a page for this faulting address.

After page fault exception handler completes its job, the mode is changed back to the user mode
and the faulting load/store instruction is re-executed. This mode changing (from user mode to
kernel mode and then back to user mode) requires some “states” (such as local variables, hardware
registers, program counter, etc.) of the user mode to be stored (or pushed) into the stack. The last
few operations of the exception handler is to pop those states from stack back to original places so
that the faulting instruction can continue to execute. In addition to the overhead of pushing into
and popping from stack, context switch might also result in some extra impacts of cache and TLB
misses.

The other way memory can be allocated by applications is through the file system read/write
interfaces. This method does not incur page faults, but it needs to rely on system calls, which also
result in context switching. Recently, some works have observed that context switching overhead
incurred by file system APIs is too high when accessing emerging storage devices, such as NVM,

and they try to reduce the number of system calls. For example, Intel Storage Performance De-
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velopment Kit (SPDK) [32] provides the whole NVMe driver in the user space for applications
to access Ultra-Low-Latency (ULL) SSDs based on NVM. Similarly, vNVML [86] implements a
user space library for applications to access bus-attached NVM. Their idea is to access the emerg-
ing storage devices (ULL SSD and NVM, respectively) from the user space as much as possible
and therefore to reduce the number of system calls to improve the system performance.

On the other hand, Alam et al. [87] adopt hardware helper thread to reduce the number of
context switches incurred by page fault. However, their work requires a pair of registers to indicate
a single region of virtual address space (one is for start address and the other is for end address).
Therefore, their approach would be better for the virtual machine workloads (because a guest OS
will allocate a huge amount of contiguous virtual memory region from hypervisor as its physical

memory), but might be not suitable for the general workloads.
4.2.2 Hardware Page Walker

The hardware page walker [88] is popularly employed in the modern CPUs. After TLB misses,
the hardware page walker will “walk” the page table with the faulting load or store address and
CR3 register in Intel x86 architectures (page directory base register (PDBR)). If the page walker
can reach the lowest PTE (Page Table Entry) of the faulting address and finds the present bit (bit
0) of PTE is set; meaning that a page has been allocated for this virtual address and its physical
frame number is also stored at the PTE, then page walker would simply update the corresponding
TLB entry and re-execute the faulting instruction again. Otherwise, the page walker must trigger
the page fault exception and let the kernel handle the page fault.

Employing the hardware page walker can reduce the number of page fault exceptions because
if it, when reaching PTE, can find the present bit is sit, then page walker could directly update the
corresponding TLB entry (by faulting address and page frame number found at PTE) without the

intervention of the kernel.
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4.3 Motivation and Design Overview

In this section, we describe the motivations and design overview of our POE (Page fault han-

dling Offload Engine) architecture.
4.3.1 Handle Page Fault Entirely from User Space or Kernel Space?

To avoid context switching of the page fault, intuitively, there are two methods: one is the
program being executed only in user space, the other is the program being executed entirely in
kernel space, and in both of them since mode switching does not exist, nor does context switching.

First, can we try to execute programs and also handle page faults solely in user space? That
is, we implement a user space library, which might create some new data structures in user space
and also map tons of existing kernel internal data structures!, such as struct task_struct, struct
mm_struct, struct vim_area_struct, struct page, and several data structures related to swapping, into
user space of the library calling process.

When a page fault happens, the hardware page walker would usually generate a page fault
exception, which, instead of jumping to a usual kernel exception handler, will call a dedicated
user space handler/function and therefore would continue to handle the page fault in the user space.
This method could be implemented in almost the same way as a typical function call. Thus, after
this user space exception handler finishes its page fault handling (in user space), the program can
return to the faulting instruction and re-execute this instruction.

The above idea should be feasible, but it is complicated (since we have to map and maintain
many data structures in user space) and it also violates the existing security policy imposed by
Linux kernel. The reason why all user processes in Linux require to have both user space stack
and kernel space stack is because the security policies of Linux ask that a process must utilize
its user space stack (kernel space stack, respectively) when executing in user space/mode (kernel
space/mode, respectively). This is actually the main reason of context switching: before mode

switching, all local variables/registers/states must be saved/pushed to the corresponding stack.

'Note: we must map those data structures from kernel space since page fault can also happen in kernel space, so
we need them to be accessible from kernel space, too.
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However, user space page fault exception handler, which is still executed in user space regard-
less of mode switching, will violate this policy (because it has to map some kernel internal data
structures into user space) and makes security even more vulnerable.

Due to the above-mentioned drawback, the only candidate left seems to be: programs should
be executed in kernel space. However, it is impossible for user programs because they must launch
in the user space in the first place.

Therefore, because of two straightforward methods are not viable, we consider a more compli-
cated approach, and try to rely on the assistance from hardware since the pure software solutions
are not acceptable.

A reasonable approach might be to enhance the hardware page walker, which is the only hard-
ware having the chance to execute during the page faults, to operate part of page fault handling
for kernel. This is also our proposed solution in this work. The goal of our POE approach is to
coordinate software (kernel) and hardware (page walker) to complete page fault handling. With the
help of enhanced page walker hardware, and by reordering the operations of page fault handling
software, we can execute some operations before and after the page fault by kernel, and execute
remaining operations during “real” page fault by hardware. By doing so, at the page fault only
hardware is running without the intervention of software and without requiring a context switch.

Based on our proposal, we have the following design decisions to achieve our goal.
4.3.2 Page Pre-Allocation

The existing page fault exception handler always obtains a page from buddy system; this action
may result in blocking the faulting program if no page is available and kernel must try even harder
to get pages either from the page cache, or as a last resort, from writing some dirty pages to swap
space. These two means usually require I/O requests to access backing storage devices (i.e. process
will be blocked), so they cannot be simply executed by hardware.

What we consider here is to pre-allocate pages by a background kernel thread far before page
faults even happen. When a page is allocated, usually a pointer of struct page (or the virtual address

in kernel of that page) is returned by the buddy system in the kernel. This pointer (of struct page)
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can be translated into physical page frame number of that page easily by page_to_pfn macro.
If those frame numbers of pre-allocated pages can be saved beforehand in a certain format at a
page pool (here we employ a pre-allocation table per core) and the POE/hardware page walker can
access them easily when page fault occurs, then the operation of page allocation of the page fault
handling can be moved out of the page fault critical path.

This design choice has several benefits as follows:

* Since allocating pages might block the faulting programs, page pre-allocation by a kernel
background thread only blocks this kernel thread and will not hurt (slow down) the user

applications.

* In the existing Linux kernel, to allocate pages for malloc or anonymous private mmap,
kernel always “zeros” the entire page (4KB) or entire huge page (2MB) in the page fault
critical path for the concern of security. Our pre-allocation mechanism also moves this time-

consuming operation out of the page fault critical path.
* It keeps the required hardware enhancements simple.

4.3.3 Legal Virtual Address Space Indication

A major and also the first part of the existing page fault operations is to check whether the
faulting address is legal or not, i.e. the address lies within the “good_area” or “bad_area”? This
checking operation is very complicated and is almost unlikely to be handled by hardware. How-
ever, the faulting virtual address can only be known at the moment that the page fault is about to
happen; how can POE/hardware know it is a legal or illegal address?

It seems to be a very challenging problem, but, by thinking in the opposite direction, we come
out a very simple solution: instead of finding out the validity of faulting address by hardware, we
let software tell hardware if the faulting address is legal or not.

First, we would like to narrow down the scope of a page fault that POE can handle. We limit

POE to handle the page faults happening only in the user space; in particular, our POE mechanism
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currently only deals with the page faults of accessing the virtual address space regions created by
malloc and anonymous private mmap functions within user programs.

When user applications call malloc or anonymous private mmap, a virtual address space area
is created and a pointer pointing to the start virtual address of this area is returned to applications,
meaning that kernel can know which address is legal when these two functions are called. The only
thing left is that we need a mechanism to inform POE of this information. Since POE/hardware
page walker always walks through the page tables and corresponding page directories, such as Page
Middle Directory (PMD) and Page Global Directory (PGD), of the current running processes after
TLB misses. It is then straightforward that we can put an “indicator” in this page table walking
path to tell POE that whether the current accessing address is legal. Page Table Entry (PTE) seems
to be a reasonable candidate for accommodating this indicator.

Therefore, our proposed flow is as follows. When applications call malloc or anonymous
private mmap, and before the system call is about to return, a background thread is created by
kernel. This kernel background thread, like hardware page walker, continues to walk the page
table path for all pages within this new created virtual address region in the background, until
all PTEs? have been reached, and then kernel background thread sets a “POEable” bit as a legal

address indication for PTEs of all pages belonging to this virtual address region.
4.3.4 Hardware Page Walker Enhancement

Our central idea is to move most of operations out of page fault critical path and to execute them
before and after page fault by software, and only the mandatory operations are tackled by hardware
during page fault, so we could keep POE as simple as possible by enhancing and extending the
function of existing hardware page walker.

From above-mentioned design choices, we have a pre-allocation page pool containing page
frame numbers of available pre-allocated pages and POEable bits, as indications, have been set at

PTEs of legal address space. Therefore, the operations of POE should be straightforward: When

“Note: If the paths to PTE of some addresses have not been constructed yet, kernel will construct these paths as
exception handler does. So, this path construction process can also be moved out of the page fault critical path.
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TLB misses, POE (hardware page walker) starts to walk the page table until it reaches PTE of
faulting address. If POE finds out that the POEable bit is set (meaning the faulting address is
legal), but the present bit is not set yet (meaning that this address has not be allocated a page, so
POE needs to allocate a page for it), then POE requests a free page from pre-allocation page pool,
stores its page frame number as well as sets some flag bits into PTE as software exception handler
does, refills this missing TLB entry, and continues to execute the faulting instruction without the
need of kernel help.

However, for all other cases different from the above-mentioned scenario, the POE just simply

triggers a typical page fault exception as existing approach and lets software (kernel) to handle it.
4.3.5 Post-Page Fault Handling by Kernel Background Thread

Besides the page allocation, the address validation, and PTE update, there are still some oper-
ations left to be executed by the page fault handling, such as increasing counter of mm object (by
calling inc_mm_counter function) and put page into LRU list for swapping later. Those operations
can be delayed and executed later by another periodic background kernel thread if programs are not
terminated, and we will actively scan and process the unprocessed pages in pre-allocation tables
only if programs are being terminating. Thus, this part can also be moved out of page fault critical

path.
4.4 Implementation

In this section, we explain our implementation of POE hardware and corresponding kernel
components in detail. We first discuss the case of single-threaded applications, and address the

case of multi-threaded applications at the end of this section.
4.4.1 POE Enable and Disable

To enable POE, applications should call the POE_enable system call in the beginning of
their source code, and no other extra change is required to use POE. The POE will be automati-
cally disabled by POE_disable () function called inside __mmput() function by kernel when

applications are about to be killed.
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We have also implemented the POE_disable system call, which would directly call

POE_disable () function and allows applications to disable POE if necessary-.
4.4.2 POE_Enable System Call

The POE_enable system call sets the POE_enable, a boolean type member of struct_mm,
as true for the caller’s mm object. The first POE_enable caller also has to construct the pre-
allocation page pool. Here, we implement this pool as a pre-allocation table per core. What
we mean by “table” here is actually the physical contiguous pages allocated from kernel’s buddy
system. How many pages should be allocated (to construct a single table of a core) depends on
how many pages we want to pre-allocate/be contained in a table, which is configurable. To shorten
the time spent in POE_enable system call, only the pages to construct pre-allocated tables are
allocated here, and the pre-allocated pages themselves contained within these tables are allocated
later by a background thread.

After that, schedule_on_each_cpu () kernel function is executed to set the page frame
number (34 bits) of the first page of the pre-allocation table, the number of entries of pre-allocation
table (16 bits), and POE_ENABLE bit (1 bit) to a new 64 bits register (here, the CR9 control
register is employed in this work) per core in order to enable POE hardware of all cores. In this
work, the numbers of entries of all pre-allocation tables are configured as sixty-four, but they (entry
number per table) are configurable and different numbers can be applied from table to table.

Finally, at the end of the POE_enable system call, a kernel thread (here we implement it with
Linux work queue) is triggered to pre-allocate all pages, in the background, for all pre-allocation
tables of all cores. Because allocating pages per core could be very time-consuming, considering
platforms with hundreds of cores, adopting a kernel background thread can avoid blocking the

execution of the first POE_enable caller program. Although it is possible that the POE hard-

3Note: 1. POE can be implemented as a kernel module and operations of POE_enable and POE_disable
system calls can be executed when the POE module is loaded and unloaded, respectively. By doing so, all user
applications will automatically enable POE by default. However, we prefer to use system calls method here because
it makes debug much easily (we can limit POE users within some caller applications, rather than all user applications
in the systems). 2. What we mean by “POE is disabled” is that the new created virtual address spaces, after POE is
disabled, would not support POE, so page faults in those regions must be handled by typical kernel exception handler.
However, all previous POE enabled regions are still “POEabled.”
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ware may request (pre-allocated) pages from some pre-allocation tables even before the above-
mentioned asynchronous kernel thread is executed and has a chance to allocate any page, it is
still fine since the POE can always trigger a typical page fault exception and can hand over the
task to kernel to handle this page fault if POE could not obtain pages from the corresponding

pre-allocation table.
4.4.3 Pre-Allocation Table

Our pre-allocation table adopts a lockless ring buffer architecture [89] with one producer (the
kernel, which produces/pre-allocates pages) and one consumer (the POE, which consumes/requests
pages). Each entry of pre-allocation table has sixteen bytes, and the first entry (entry number 0)
stands for the table header, which contains the head index (ranging from one to the number of
entries), tail index (also from one to the number of entries), number of table entries, and locks,
and the size of each of them is four bytes. Except for the table header, all the entry’s format is
delineated in Fig. 4.1. Fig. 4.1 shows the pre-allocation table and its fields, which contains faulting
virtual address, TGID (thread group id), page frame number, used bit, and valid bit.

The producer only looks at the head index, and the consumer only checks the tail index. That
is, when kernel (producer) wants to pre-allocate a page, first it looks up the corresponding entry of
the head index from table header. If this entry is not valid (the valid bit is not set), meaning that
this entry does not contain a valid pre-allocated page, then kernel allocates a page and put its page
frame number into the corresponding field of this entry, increments the head index by one, and
checks the next entry. Kernel would continue this page pre-allocation process until it reaches an
entry whose valid bit has already been set. This also means that all entries of this table are valid.

Since a table is dedicated to a core, so page pre-allocation (by kernel) can follow some poli-
cies/rules. For example, if a platform contains multiple NUMA (non-uniform memory access)
nodes, then pages can always be pre-allocated from near memory first. When near memory is ex-
hausted, we can decide either to pre-allocate pages from far memory, or not to pre-allocate pages
at all. After all pages (from near memory) are used from this table, POE triggers a typical page

fault exception and lets kernel handler to decide the next step. We would not plan to discuss this
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Figure 4.1: The pre-allocation table and all its fields after pages are pre-allocated. To avoid confu-
sion, the table header is not shown here.

policy further since it is out of the scope of this work.
4.4.4 Pre-Page Fault Software Handling

When applications call malloc or anonymous private mmap, if kernel finds the POE_enable
member of mm object is set as true (by POE_enable system call), then kernel will add a new
VM_POE flag to the vma (virtual memory area) object (of the struct vm_area_struct) when this
new vma is created.

By the end of mmap or anonymous private malloc functions, the kernel creates a background
kernel thread by kthread_run() function. This thread, since it knows the start and end addresses of
the newly created vma, can walk the page table of the calling process until it reaches all the corre-
sponding lowest level Page Table Entries (PTEs); if the paths to PTEs have not been constructed
yet, this kernel thread will construct them as page fault exception handler does.

When reaching a PTE, kernel thread sets the POEable bit (bit 2) and RW bit (bit 1, if the region
is writeable) of PTE only if the present bit of this PTE is not set yet. Here we borrow bit 2 (the
user bit) of PTE as the POEable bit, which is safe since this bit is not involved in the swap entry
computation. Besides these two bits, kernel background thread also writes the TGID (thread group
id) of current process into the field of PFN. Fig. 4.2 shows these pre-page fault operations.

This kernel thread is employed here because we want to execute this pre-page fault operation

asynchronously to avoid blocking programs too long since this operation could be time-consuming
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flags PFN lock POEable Present
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\

Filled by kernel before page fault

Figure 4.2: The context of the lowest level PTEs of a POE enabled process. The mmap function
maps two pages and sets the TGID and POEable bit.

if applications malloc or mmap a huge, say 1GB, region. Also, if POE reaches a PTE of a page
which is “pre-allocatable” but its POEable bit has not been set by the kernel background thread,

then POE can simply treat this page as usual and trigger a typical page fault exception.
4.4.5 Page Fault Hardware Handling

The POE, since it is an enhanced hardware page walker, only starts to execute after TLB misses.

The basic operations of POE are as follows:

1. If POE cannot reach (the lowest level) PTE, then it triggers the page fault exception as usual.

2. If POE can reach (the lowest level) PTE and the present bit of PTE is set, then POE updates

the TLB entry and re-executes the instruction again.

3. If POE can reach (the lowest level) PTE and the present bit of PTE is not set, and the
POEable bit of PTE is not set, (meaning that this page cannot be pre-allocated,) then POE

also triggers the page fault exception as usual.

4. If POE can reach (the lowest level) PTE and the present bit of PTE is not set, but the POEable
bit of PTE is set, then POE stores the TGID (written by kernel at section 4.4.4) from PFN
field of PTE, obtains a page (by looking up the corresponding entry indicated by the tail

index and checking the valid bit of this entry is set*) from the pre-allocation table of the

“Note: If the valid bit (of tail entry) is not set, meaning that not only this entry does not contain valid page, but
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Figure 4.3: The operations of POE. The left table stands for PTEs and the right table is pre-
allocation table.

current executing core, fills its page frame number into the PFN field of PTE, and sets some
corresponding flags (for read: the present, accessed, and nx bits are set; for write: besides
the three bits mentioned above, dirty bit and soft dirty bit are also set) into PTE’. The POE
also updates the TLB entry, writes the faulting virtual address, stores TGID, and used bit for
the tail entry of the pre-allocation table, cleans the valid bit of the tail entry, and increments

the tail index by one.

Fig. 4.3 shows the operations of POE during a page fault.

POE makes page fault critical latency quite small: except for regular memory loads to walk the
page table and the PTE entry update, which are also required operations of the existing page fault
exception handling, POE only incurs one four bytes load (read the tail index), one eight bytes load
(read PFEN field and valid bit of the tail entry), one sixteen bytes store (update the entire tail entry),

and one four bytes store (update the tail index).
4.4.6 Post-Page Fault Software Handling

Linux delayed work queue is adopted to periodically execute post-page fault processing. Af-
ter all pages of all pre-allocation tables are pre-allocated by a background thread triggered by

POE_enable system call, a delayed work queue function is scheduled, with a delay timer is

also the whole pre-allocation table of this core is empty, then POE would trigger a typical page fault exception.
Note: the user bit (bit 2) and RW bit (bit 1, if applicable) are already set by the pre-page fault kernel thread.
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Figure 4.4: The operations of post-page fault handling.

set as 2ms. When timer expires, a delayed work function is executed to do the post-page fault
handling.

This post-page fault handling is straightforward. First, it uses the head index to get the corre-
sponding (head) entry. If the head entry’s used bit is set, since the TGID, faulting virtual address,
and page frame number can be found at the used entry, then they are enough to execute the follow-
ing functions: anon_vma_prepare, inc_mm_counter,
page_add_new_anon_rmap, and lru_cache_add_active_or_unevictable for a
single page. After all functions are executed, the used bit is cleared.

Besides above-mentioned operations, the delayed work function is also responsible for refilling
the used entries of pre-allocation tables. That is, if the valid bit is cleared, then delayed work
function will pre-allocate a page, write its page frame number and set the valid bit into head entry,
and increment the head index by one. The delayed work function will continue to process and refill
the next entry until it meets an entry whose valid bit is set. Fig. 4.4 illustrates the operations of
post-page fault processing.

If pages cannot be pre-allocated due to the lack of memory, delayed work function will still
continue to do the post-page fault handling for the following used entries, without increasing the
head index. After all entries are processed, the delayed work function is re-scheduled for the next

time (2ms).
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4.4.7 Error Handling

Since delayed work function is only executed every 2ms, what happens during this period if an
application is terminated and some pages are still not processed by the delayed work function? An
error handling function is implemented to handle those pages. This error handling function will
scan all pre-allocation tables and finds out the used entries (with used bit is set) whose TGID is the
same as the terminated application. If such entries exist, then the error handling function executes
the same functions as delayed work function does. Also, since error handling function and delayed
work function might execute concurrently, we need a lock to avoid race condition between them.
The bit O of locks field in the table header is employed as a test_and_set lock bit here.

Because error handling function needs to scan all pre-allocation tables and it is better that we
only scan whenever necessary. Therefore, error handling function is only called at the
zap_pte_range() function and when the page’s page_mapcount() returns zero as well as the vma’s
VM_POE flag is set. This can significantly reduce the frequency of calling error handling function
since page_add_new_anon_rmap will not be called for those unprocessed pages, so the values

of their _mapcount of struct page are still -1 as well as the page_mapcount function will return zero.
4.4.8 POE_Disable Function and POE_Disable System Call

The POE_disable function sets the caller’s POE_enable member of mm object as false.
The last caller of POE_disable first waits until the delayed work function is completed or can-
celled. Then, like POE_enable, this last caller disables POE hardware of each core by calling
schedule_on_each_cpu () function to clear the POE_ENABLE bit for all cores, and it also
frees/releases all valid pages (whose valid bit is set) of all pre-allocation tables.

As we have mentioned at section 4.4.1, POE is implemented to be automatically disabled by
POE_disable () function from __mmput() function by kernel when applications are terminated.
So disabling POE within the source code of applications is unnecessary. But we still implement
POE_disable system call for applications to disable POE if they want. The POE_disable

system call directly calls POE_disable function. Also, a protection has been implemented so
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that calling POE_di sable function twice accidentally will not harm. The second POE_disable

system call will directly return.
4.4.9 Huge Page Support

POE can also support huge (2MB) page easily. Another pre-allocation table per core is needed
to contain all pre-allocated huge pages for a core. The kernel background thread at section 4.4.4
will set the POEable bit at PMD if huge page can be allocated for certain virtual address regions.
When POE reaches PMD and finds the POEable bit is set but present bit is not set, POE will obtain

a huge page from the pre-allocated table.
4.4.10 Multi-Threaded Process

The previous sections all describe the interactions between POE and kernel for a single-threaded
process. How about a multi-threaded process? Two or more threads might access the same page
and therefore encounter the page fault (of the same page) at the same time. Furthermore, we should
consider a more complicated race condition case between POE hardware and kernel software page
fault exception handler.

In section 4.4.4, a kernel background thread is used to set the POEable bit for all PTEs. Con-
sider a case, the POE hardware reaches a PTE before the background thread sets its POEable bit.
Therefore, POE hardware will treat this page as “non-POEable” and triggers a page fault excep-
tion. Before the page fault exception handler executes, our kernel background thread could be
scheduled and set the POEable bit of this PTE. POE hardware from another core could reach this
PTE (since its present bit is not set but POEable bit is set) and execute the POE page fault han-
dling. Meanwhile, the page fault exception handler triggered from the first core executes and starts
to handle the page fault for the same faulting page. This might be a serious problem, so we have
to avoid it.

To solve this problem, we employ a test_and_set lock at PTE. That is, when the POE

hardware and kernel page fault exception handler want to service a page fault®, they both need to

®Note: kernel can check the VM_POE flag from vma to decide if it needs to get the lock or not.
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obtain a lock at the PTE first.

We borrow the accessed bit (bit 5) of PTE as the lock bit. So the flow of section 4.4.5 4 becomes
as follows. If POE can reach the PTE and the present bit is not set, but the POEable bit is set, then
POE must test_and_set to acquire the lock’. If the returned value from test_and_set is
zero (unlock), then POE continues to proceed as section 4.4.5 4. After that, POE will clear the
lock bit to unlock it.

However, if the returned value from test_and_set is one (lock), meaning that another POE
from another core or kernel page fault exception handler is handling a page fault for the same page,
then POE would busy wait here until the lock bit is clear and present bit is set (this means that page
fault has been solved), and updates TLB as well as re-executes the faulting instruction.

This architecture is more scalable compared to the existing kernel exception handler approach.
POE only busy waits at the page level, and this busy wait happens only when multiple POEs try
to access the same page simultaneously. However, the existing kernel page fault exception handler
uses a global page table lock to synchronize all page faults of the threads belonging to the same
process. Therefore, all faulting threads of the same process must busy wait no matter their faulting

pages are the same or not.
4.4.11 Comparison with Existing and POE Page Fault Handling

Fig. 4.5 shows the flows of existing kernel and POE page fault exceptions handling. We can
find out that POE re-orders the operations and moves most of them out of the page fault critical

path. Only a few operations are left for POE hardware to process.
4.5 Evaluation

Since our POE mechanism is mainly to coordinate of the enhanced hardware page walker and
the kernel, we have to modify the existing CPU hardware and try to run modified Linux kernel
on top of it. To achieve it, we employ GemS5 [90] emulator to modify and emulate our new POE

hardware. The Gem5 platform is configured as four-core 3.4GHz X86 TimingSimple CPU with

"Note: Because PTE is just read and cached, so this test_and_set action should only access the cache and
does not need to access memory.

90



are valid Before
Page

fault

Walk through page table and
construct the path if needed

Walk through page table and
In construct the path when
Page malloc and mmap
‘ fault

‘ Presentbit

In
Page
fault
increment mapcount, put
page into LRU list T

1 increment mapcount, put into After

LRU list, refill pre-allocated Page

[ } J tables fault

-

Existing page fault handling POE page fault handling

Figure 4.5: Comparisons of page fault flow

8GB DDR4 main memory using Ruby® memory model. Gem5 full system (FS) simulation is

employed and Linux kernel version 4.9.182 is modified and used in our evaluations.
4.5.1 Results of Page Fault Critical Latency

First, we want to evaluate the improvement of page fault critical path latency brought from
POE. We conduct experiments inside Gem5 FS environment. We run a simple program which
mmaps an anonymous private memory region and accesses one byte per page within this region;
total 100 pages are accessed and their results are averaged and reported. We compare the read and
write access latency between POE and the existing kernel page fault handler. Fig. 4.6 shows their
results, from which some conclusions can be drawn.

First, we have shown that our POE mechanism works in Linux and Gem5 FS environment.
The hardware and software cooperate to solve the page faults and therefore result in a very short
critical path latency of page fault.

Second, the critical path latency of read and write page fault of POE are very close, less than
a hundred processor cycles apart. This is because POE hardware always allocates a new page
for a page fault, regardless of read or write. So the POE operations for read and write page fault

handling are the same, and their latency should be the same, too.

8Note: As far as we know, only Ruby memory model can let Linux kernel, with multi-core X86 CPU, boot and
run successfully.
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Figure 4.6: Normalized critical path cycle of a page fault of POE and existing kernel page fault
handler. W stands for write page fault, and R stands for read page fault.

However, the existing kernel page fault exception handler handles page faults caused by read
and write differently if page faults happen within the regions created by malloc or anonymous
private mmap. Linux kernel always maps the faulting address to a special “zeroed” page for read
page fault, and allocates a new page for write page fault later. Since mapping to a special “zeroed”
page does not require to zero the page again, the critical path latency of read is much shorter than
that of write. We can see from the Fig. 4.6 that the W (write page fault) has the worst critical path
latency since it incurs both the overheads of the context switch and zeroing the page.

Third, the critical path latency of POE is much better than the existing Linux page fault ex-
ception handler in Gem5 FS environment. The read latency is improved by a factor of 8.3 and the
write latency is improved by a factor of 47.3 times when compared to the traditional Linux page

fault handler.
4.5.2 Results of Micro Benchmarks

In this section, we try to estimate the improvements of POE when we execute micro bench-
marks. However, we do not/cannot directly run those benchmarks inside Gem5 FS because (1)
GemS5 FS environment does not support all X86 instructions so many benchmarks cannot run di-
rectly in GemS FS mode. (2) The Ruby memory model of Gem5 is too slow and is not good
enough. We conduct the same experiment described at section 4.5.1 in Gem5 and in a real ma-

chine and compare their results. For critical path latency of write page fault, the in Gem5 average
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Table 4.1: Average critical path cycle counts of a page fault. POE latency is measured in Gem5 FS
environment

‘ ‘ POE ‘ write on real machine ‘ read on real machine ‘

| cycle counts | 431 | 3678 | 1158 |

39203 cycles is reported but in real machine we get an average of 15024 cycles.

Therefore, we count the number of total page faults of the benchmarks and estimate the per-
centage of expected improvements provided by POE on a real machine.

We use a machine with 32GB DRAM, and Intel i7-4770 four-core 3.4 GHz processor with
hyperthreading enabled. Linux kernel 4.9.182 version is employed on this machine, too.

We measure the page fault critical path latency as explained in section 4.5.1 on a real machine,
but we average results of 4096 pages instead of 100 pages. We execute the same (4096 pages)
measurements in Gem5 to get the page fault latency when POE is enabled. Tab. 4.1 summarizes
these measurements.

Next, we configure all the benchmarks as single-threaded, and measure their total execution
time and the number of write and read page faults resulting from malloc and anonymous private
mmap.

The numbers of page faults are then multiplied by the difference of latency of read (1158 -
431) and write (3678 - 431) cycle counts respectively and divided by 3.4G to get the time expected
(in seconds), which gives us the time saved by POE. Finally, the expected time is divided by total
execution time of the benchmarks to obtain the percentage of improvement from POE.

We leverage the PARSEC 3.0 [79] and SPLASH-2X [80] benchmark suites with native input

sets. Fig. 4.7 shows our results, and we observe on an average 5.6% improvement.
4.6 Conclusion

We presented POE, Page fault handling Offload Engine, in this chapter. POE employs codesign
of an enhanced hardware page walker and a modified Linux kernel to reduce the critical path

latency of the page fault handling. We employ a kernel background thread to execute some of the
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Figure 4.7: Improvement (%) provides by POE.

operations of page fault handling, asynchronous to the actual page fault and let the hardware carry
out portions of the work that need to be handled at the time of the page fault.

We implemented the kernel modifications in Linux and simulated the enhanced hardware in
Gem5 emulator. We have shown that our POE could significantly reduce the page fault critical
path latency when virtual address regions created from malloc and anonymous private mmap are
accessed.

The evaluation shows that the page fault critical latency can reduce to 2.1% for write and 12%
for read of existing software exception handling times. In addition, POE can improve the execution

time of some benchmarks by an average of 5.6%.
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5. CONCLUSIONS

The NVM has become a promising storage device and will gradually replace the traditional
storage devices, such as HDD and SSD, in the near future.

In this work, we considered the employment of NVM to optimize the emerging memory sys-
tems to boost the system performance. To do so, we proposed three approaches in three different
directions.

In Chapter 2, we built a user space library, VNVML, to virtualize and share NVM in user
space. Applications, by employing vNVML, could concurrently access NVM and also can “see”
the capacity of NVM larger than physically available NVM. Through less than 10% overhead,
vNVML can achieve much better performance compared with file system approaches.

Next, in Chapter 3 we improved application migration performance by employing FAM. We
proposed checkpoint-based, post-copy live migration to achieve the shortest busy time and down
time, while also offering shorter total migration time and less application degradation. We further
pinpointed that, in terms of system performance, the busy time should be the most important
metric, instead of the total migration time, among all the migration metrics.

Finally, in Chapter 4 we proposed POE, Page fault handling Offload Engine, to remove the
overheads of context switching of page faults. Through page pre-allocation, enhanced hardware
page walker, and background kernel post-page fault handling, we can eliminate the context switch-
ing from page faults in user space. We also showed that our page fault critical path latency of
accessing DRAM is around 2.1% for write and 12% for read of that of the existing Linux kernel
page fault handling. Also, POE is estimated to be able to improve the execution time of some

benchmarks by about 5.6%.
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