
 

 

COMPARISON OF VARIOUS PERFORMANCE CHARACTERISTICS OF NEW TO AGED 

MICROCHIPS 

 

 

A Thesis 

by 

ANDREW NEAL SCHNEIDER 

 

Submitted to the Graduate and Professional School of 

Texas A&M University 

in partial fulfillment of the requirements for the degree of  

MASTER OF SCIENCE 

 

 

 

Chair of Committee,  Rainer Fink 

Committee Members, Wei Zhan 

 Jeyavijayan Rajendran 

Head of Department, Reza Langari 

 

 

 

 

August 2023 

Major Subject: Engineering Technology 

Copyright 2023 Andrew Schneider



 

ii 

 

 

ABSTRACT 

 

In our ever-modern society, semiconductor devices are becoming increasingly common 

throughout the average person's daily life. These ordinary people go along with their days not 

thinking about the effect of how their lives might change if one of these devices were not designed 

in their original format but instead tampered with by bad actors who either refurbished used chips 

and labeled them as new or installed hardware trojans that can render the device inoperational. 

This research aims to find and eliminate these dangerous devices from the supply by detecting 

their abnormal behavior. The research is set up to perform DOE or Design of Experiments analysis 

to characterize the effects four input factors have on the operation of MSP430 microcontrollers in 

six different types of responses. The four input factors that are considered in this paper are Voltage 

Common Collector (Vcc, also known as Supply Voltage), Temperature, Humidity, and Age. The 

measured output responses are VIL, VIH, VOL, VOH, and two types of power consumption. A 

set of chips were accelerated at approximately 10 and 20 years old through increased temperature 

and Supply voltage. Overall, this research determined that Supply Voltage was the most significant 

of the four input factors, with temperature coming in second place. Throughout the course of this 

research, it was also determined that output load might be an important factor that was not 

integrated into the DOE analysis.  
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NOMENCLATURE 

 

Vcc  Voltage Common Collector 

GAT  Graduate Assistant Teaching 

PC  Power Consumption 

VIL  Voltage Input Low 

VIH  Voltage Input High 

VOL  Voltage Output Low 

VOH  Voltage Output High 

SNR  Signal to Noise Ratio 

P  Power 

I  Current 

V  Voltage 

CSV  Comma Separated Variable 

DUT  Device Under Test 

 

GPIO  General Purpose Input Output 
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1. INTRODUCTION 

 Over the last several years, cyber security has become one of the hottest topics 

worldwide. A new breach seems to be publicized every single week. Bad actors will stop at 

nothing to get their hands on people's private information or disrupt operations. One of the ways 

that bad actors attack is to infiltrate the chip manufacturers themselves to either add a hardware 

trojan to a microchip or rebrand used or old chips as new chips. This not only harms the 

customer, who is not getting the product they purchased, but also damages the company's 

reputation that makes the real version of the chip that was sold.  That is where this research 

comes into the equation.  

 This research aims to find the effects of different inputs on the outputs of an MSP430 

using Design of Experiment or DOE analysis. The different inputs that were originally posed to 

be tested are Age, Humidity, Temperature, Common Collector Voltage (Vcc), and Chip-to-Chip 

Variation. The outputs that were posed to be tested are Voltage Input Low (VIL), Voltage Input 

High (VIH), Voltage Output Low (VOL), Voltage Output High (VOH), and Power 

Consumption. By applying these conditions and measuring the outputs, it is assumed that chips 

that are tampered with will have different responses than what is anticipated with normal 

versions of the chips. 
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Figure 1. Bathtub Curve – Image Credit [1] 

Ultimately, the result of this project is to offer a new way to test microchips for defects 

and counterfeits rather than the traditional method of Burn-in testing, which is used throughout 

the industry currently, and to view the bathtub effect of microchips as they increase in age. Burn-

in testing is an extreme stress test on a component that operates at a condition such as voltage, 

current, temperature, and frequency at or above its maximum limit [1]. The bathtub effect is the 

hypothetical failure rate of a population compared to time [1][2]. The effect contains three 

sections: Infant Mortality, Normal Life, and End of Life Wear-Out, and can be observed in 

Figure 1. Infant Mortality is where the failure rate decreases, and defects usually cause the 

failures. During Normal Life, failures are extremely unlikely to occur.[2] When a chip reaches 

the end of life, the failure rate increases as the chips become worn out as materials used inside 

the chip begin to fail. This project primarily focuses on the beginning of life for a chip to detect 

defects and the end of life to see where the chips wear out over time through accelerated aging. It 
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is theorized that if a chip contains a hardware trojan or is a counterfeit, it will wear out faster 

than an Original Equipment Manufacturer (OEM) component. 
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2. BACKGROUND RESEARCH 

 The aging of microchips is a very important part of the semiconductor industry. In the 

semiconductor industry, it is known as HALT or Highly Accelerated Life Test. It is a method to 

apply the chip under a high amount of stress in a short amount of time “to discover weak links of 

a product. Utilizing the two most common testing stimuli, temperature and vibration, it can 

precipitate failure modes faster than traditional testing approaches.”[3] It is not meant to 

characterize the performance of a chip but to find the weak links within the design or material or 

the chip. It essentially breaks the weakest link in the chain. Another characteristic of an older 

chip compared to a new chip is that the performance of the chip will degrade over time. “One of 

the impacts of aging is a rise in the device's leakage current, which leads to a decrease in 

transmission quality and a rise in energy consumption. The decrease in threshold voltage caused 

by aging impacts the device's switching properties, such as turn-on and turn-off timings.”.[4] 

This is due to a change in the chip's capacitance values and an increased failure rate as the chip 

ages, thus showing us the wear-out phase of the bathtub curve.  

 Another used for high temperatures in the semiconductor industry is Burn-in Testing. “A 

burn-in test is a special type of stress test conducted on electronic devices prior to their public 

release which uses some combination of high temperature and/or high electrical voltage to 

determine whether the device being tested or any part of it, is likely to fail or malfunction in the 

early stages of its product life.”[5] Burn-in tests typically run at or beyond the publicized 

maximum operating temperature that the chip is rated for to bring out failures in the bathtub 

curve's infant mortality phase. This process better optimizes manufacturing to reduce the number 

of chips that fail early in their lifespan. A burn-in test typically occurs within an oven capable of 

stacking multiple PCB on top of each other with sockets that hold the chip being tested. “The 
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sockets are equipped with features such as heat sinks, temperature sensors, fans, and heaters to 

help individual DUTs achieve a more uniform burn-in temperature. A feedback loop is set up 

between the heater, fan, and sensor to allow more individual temperature control over each DUT 

in the oven. “[6]. These sockets are used repeatedly to test different DUT and to keep the line 

moving. Overall, Burn-in Testing is an important part of the semiconductor industry that ensures 

the products are top-notch. 

 As stated in the introduction, one of the main motivations for this project is to find 

potential counterfeit chips. One of the main features of a counterfeit chip is that they are more 

likely to experience failures than a new Original Equipment Manufacturer chip. “Counterfeits are 

often “harvested” from electronic waste using crude and poorly controlled processes that result 

in counterfeit semiconductors having far higher failure rates than the genuine articles. Some of 

these ‘harvested’ chips will fail immediately when electrically tested or first used, while others 

will fail after days, months, or years in the field.” [7]. If a counterfeit chip were to be integrated 

into a system whose operation is critical, it could lead to disastrous effects like property damage 

or even death. This risk only increases yearly as society increasingly relies on electronics for our 

everyday lives. Therefore, finding and eliminating these dangerous chips from the supply chain 

is more important than ever to ensure a positive future for everyone. 
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3. RELATED RESEARCH 

3.1 A Clock Sweeping Technique for Detecting Hardware Trojans Impacting Circuits 

Delay 

In this paper, the researchers set out to implement and prove that a delay-based technique could 

be used to detect hardware trojans. This was done by looking at the propagation delay between 

different nodes, which is an output of a logic gate. The researchers theorized that adding a 

hardware trojan at the node would increase the load capacitance, thus increasing the delay time it 

takes for a signal to go from one point to another inside the chip. The researchers also added a 

clock sweep to their test patterns to increase the likelihood of a hardware trojan being detected. 

The trojan would be detected by the logic failing at a particular frequency. This method worked 

well for a long path since the amount of delay between the two nodes is longer than the period of 

any of the tested frequency ranges. However, it only worked when in paths that were considered 

short due to the delay time being less than the period of the clock cycle being tested. This was of 

less concern to the researchers as it is noted that trojans close to a node tend to consume more 

power as the gates within the system are more likely to activate, thus meaning other trojan 

detection methods, such as looking at power consumption, are likely to detect the difference 

between a clean and modified chip. In their tests, they tested 300 chips, with 200 not having 

hardware trojans and 100 a trojan. This test was completed for 6 different types of trojans with 

different levels of complexity. They successfully detected all the hardware trojans in 5 out of the 

6 tests. In the single test that did not have a 100 percent success rate, they discovered 64 percent 

of compromised chips. This was theorized to be the case because the Trojan was extremely 

simple, with only a single path. A big takeaway from this research is that the larger the hardware 

trojan, the larger the frequency step size needs to be to detect the trojan due to the increased 
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amount of points from which the digital logic can be triggered. Overall, this paper gives an 

interesting insight into how to detect hardware trojans without modifying a chip in any way and 

can be easily implemented by manufacturers worldwide with their current test equipment.  

3.2 Thermally Accelerated Aging of Semiconductor Components 

In this experiment from nearly 50 years ago, the author Frederick Reynolds set out to prove the 

importance of using temperature to accelerate the aging process within semiconductors. This 

process was originally proposed in the 1960s but was not widely accepted as possible at the time. 

Throughout his testing process, he looked at the failure rate induced by testing. The components 

he tested were all simple in nature since all the ideas he was testing at the time were purely 

theoretical. It was found that as the temperature at the components being tested increased, the 

rate of failures that were observed also increased in a straight line, indicating a correlation 

between the test condition and the rate of failures. After the test was complete, it was also proved 

that the components could not be returned to their original state before the test. He also noted, 

there were a lot of areas within his tested mechanism that could have led to the increasing failure 

rates that were observed. This would not be a problem if the parameters were measurable and 

separate from each other, but problems arise when they are connected. To solve this problem, the 

author recommends having a large sample size of at least 20 through the use of statistics. The 

paper ended with the quote, “History will very likely show that the thermal acceleration 

technique is neither valueless nor faultless [9]”. I find it interesting that the author was accurate 

in his analysis. This research was extremely valuable to the semiconductor industry's future.  

3.3 A Sensitivity Analysis of Power Signal Methods for Detecting Hardware Trojans Under 

Real Process and Environmental Conditions 
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This paper analyzes power signals on the multiple individual power ports of a chip to detect 

hardware trojans. This works by using statistics to find anomalies within a data set. The process 

implemented by the researchers involved calibration circuits that are implemented into the chip 

to allow for the amount of noise in the system during the test to be reduced. The calibration 

circuits also deter potential bad actors, as any changes to the calibration setup are easily 

detectable. For the actual experiment, the researchers tested 15 models, 10 with trojans of 

increasing size and 5 that were trojan free. These models were tested under several different 

environmental conditions from 0 to 30 decibels of SNR and four levels of background stimulus 

on the chip. It was discovered that extremely simple trojans with a single gate could be detected 

in an environment with no noise. However, it became more difficult to detect trojans with up to 3 

gates when increasing the amount of noise. When the number of gates reached 4, the trojans 

became easily detectable. The other condition tested in this experiment was the 4 different types 

of stimulus applied to the chip to add background switching activity to the chip. The trend 

discovered by this test was that it became more difficult to detect the trojan with more 

background switching activity within the chip. It was found that the magic number for gates in a 

trojan for it to be detectable with the increased background switching to be 5 gates. Overall this 

paper follows the general trend that the larger the hardware trojan, the easier it is to detect in a 

test environment.  
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4. THE AGING PROCESS 

4.1 What Is Accelerated Aging 

 Accelerated aging is the process of running a microchip at conditions beyond its normal 

operating conditions to increase the amount of wear on the chip. The amount of wear produced 

on the chip is equivalent to its age; therefore, an older chip has much more wear on it. The most 

important factor when aging a chip is how much the environmental conditions increase the rate 

at which the chip is aging. To complete the aging process in this project, we found a formula that 

calculates the acceleration factor, which is the rate of increased aging of a microchip from Tom 

Resh [11]. The formula, which can be found in Figure 2, has 8 inputs that we had to account for 

to calculate the AF or acceleration factor. V2 is the test voltage or voltage the chip runs at while 

aged. V1 is the normal operating voltage of the chip. n is the voltage constant of the chip. eV is 

the activation energy which is a default 0.7. k is Boltzmann’s constant which is 8.62 x 10^-5 

eV/k. T1 is the normal operating temperature of the chip in Celsius. T2 is the test temperature of 

the chip or the temperature the chip is run at while being aged in Celsius. Using this formula, we 

produced an acceleration factor of 226.3453 or 16.1258 days to age the chips 10 years based on 

the conditions that were able to apply to the Environmental Chamber that was used throughout 

the project. The condition we used for testing was a V2 of 3.6 volts, a V1 of 3 volts, an n of 3 

volts, a T1 of 25 degrees Celsius, and a T2 of 90 degrees Celsius. The V2 value of 3.6 volts was 

chosen as it is the absolute maximum Vcc voltage of the MSP430. V1 and n were selected as 3 

Volts since that was the standard voltage under which we were testing the chip. The T1 

temperature of 25 degrees C was selected because that is the standard ambient temperature used 

throughout the industry. The T2 temperature of 90 degrees C was selected because that is the 

highest temperature the Environmental Chamber could sustain during aging. The chips were 
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aged for 10 years twice, with data being collected at 10 years old and 20 years old, meaning that 

the chip was run at 90 degrees Celsius and 3.6 volts for 32.25 days.  

 

Figure 2. Formula to Aging Microchips Faster using Temperature and Voltage  

4.2 Hardware Development 

 Since it takes 16 days to age the chips 10 years, we needed an automated system that 

ensured that the chips were running at the correct temperature and voltage level without anyone 

present. The functional block diagram for the system that was used can be seen in Figure 3. The 

centerpiece was the polycarbonate environmental chamber. Inside the chamber were two heating 

elements. One of these heating elements was constantly connected to 120V AC power from the 

wall. Therefore, remained permanently on. An AC plug relay from the Arduino controlled the 

other heating element. The Arduino received the internal temperature of the environmental 

chamber through an SHT40 temperature sensor and then turned the heater on and off based on 

that information. Due to the voltage difference between the AC plug relay and the Arduino, we 

had to connect an Arduino relay to the system. The Arduino powers this relay. This relay takes a 

GPIO high or low from the Arduino. If the signal from the Arduino is high, it closes the relay, 

and if it is low, it opens the relay. When the Arduino relay is closed, it closes the circuit starting 

at the 5-volt power supply output that goes through the Arduino relay to the AC plug relay and 

then back to ground at the power supply. A second channel on the power supply also provides 
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the 3.6 volts that are needed by the MSP430s. The MSP430s are attached to the outside of the 

environmental chamber so that only the chip and its socket are exposed to the increased 

temperature. This means that only the chip is aging, not the entire board. This setup can be seen 

in Figure 4.  

 

Figure 3. Aging Functional Block Diagram 
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Figure 4. Hardware Setup for the Aging Process 

4.3 Software Development 

 Two different pieces of software were used during the aging process. The first is the code 

created for the Arduino for use in the aging and testing process. This program took a single input 

from the user: the desired temperature. The user would input the desired temperature, and the 

Arduino would open and close the relay to maintain the desired temperature. To better control 

the internal temperature, dead bands were used to maintain the temperature range to a minimum. 
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The dead bands that were used were -0.2 for when the temperature was falling and 0.2 for rising. 

For aging purposes, when the internal temperature fell below 89.8 degrees Celsius, the relay 

would close to increase the system's temperature, then open when the temperature reached 90.2 

degrees, allowing the system to cool down. This setup leads to a range of plus or minus 0.5 

degrees Celsius during aging. This program was provided by previous researchers working on 

this project. 

 The second piece of software that was created was for the MSP430s. This code was an 

infinite loop that turned all the GPIO pins of the MSP430s on and off again through exclusive 

ORing the logic at its current state. This means that all of the GPIO pins were set to outputs and 

turned off and on again for the same amount of time for the entire duration of the aging process. 

One benefit of this code is that an LED on the board that the MSP430s were socketed in would 

turn on and off when the chip was powered, indicating that the board was operational. This 

ensured that everything was working as intended in a short amount of time. 

4.4 Problems Encountered During the Aging Process 

 The project process of accelerating aging came with its issues. The first major issue that 

was encountered was that the environmental chamber began fogging up, and what looked like 

mold was growing inside the chamber. An example of this can be seen in Figure 5. The decision 

was made to pause the aging process and clean the chamber out with a degree of caution. When 

the chamber was opened, plastic flakes were found throughout every crevasse in the MSP430s 

socket, as seen in Figure 6. The chips were cleaned off with isopropyl alcohol, and the entire 

chamber was disinfected before restarting the aging process. 

 



 

14 

 

 

 

Figure 5. Fogging of the Environmental Chamber 
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Figure 6. Plastic Flakes Located on MSP430s 

 After the plastic shard issue, there were no additional problems that arose with the first 10 

years of aging. During the 10 to 20-year aging process, there were 2 mild complications. One 

morning when checking the status of the chamber, the internal temperature had dropped to 78 

degrees Celsius due to the AC plug relay becoming disconnected. It was estimated that the relay 
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was disconnected for approximately 3 hours. Therefore, dropping the temperature by 12 degrees 

Celsius. The test was extended by that amount of time when the chamber reached 90 degrees 

Celsius again. The second of these minor issues was that the LED on chip 4 needed to be fixed 

upon checking it. It was found that the shunt[12] that controls whether the LED is enabled had 

fallen off, but the chip was still operating as intended; therefore, no adjustments were made due 

to this problem.  

 The final and largest issue that was encountered during the aging process was found once 

the chips had reached 20 years old. Due to the chamber's seal being faulty, the chamber had to be 

disassembled. When opened, the area below the main heating element was completely melted 

through. This led to a giant hole in the bottom of the environmental chamber. The aftermath of 

the melted polycarbonate can be seen in Figure 7. With the significant damage caused to the 

environmental chamber, the decision was made to scrap it and build a new chamber that would 

handle the heat produced by the heating elements. Upon further investigation, the environmental 

chamber melted due to the area around the heating element reaching up to 350 degrees 

Fahrenheit. The ½ inch of polycarbonate used in constructing the environmental chamber can 

only handle around 200 degrees Fahrenheit. The flaking of the chamber during the first 10 years 

of aging should have been a red flag that the materials used were not designed to be put under 

the conditions they were for an extended period of time. The damage was not visible until the 

box was taken apart because it was located on the bottom of the box and underneath the heating 

element. The cart that the environmental chamber had also sustained damage by permanently 

attaching the melted polycarbonate to it, as seen in Figure 8. 
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Figure 7. Melted Polycarbonate on the Bottom of the Environmental Chamber 
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Figure 8. Melted Polycarbonate on the Cart that Held the Environmental Chamber 
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5. TESTING SETUP 

5.1 A New Environmental Chamber 

As mentioned in the previous chapter, the environmental chamber that previous 

researchers on this project designed had to be discarded because it melted under high-

temperature conditions for extended periods. A new chamber needed to be constructed to collect 

the data for this project and future research within the Mixed Signals Test Lab at Texas A&M 

University. Many of the lessons learned during this complication were considered in the design 

of the new Environmental chamber. The running joke in the lab was that the old environmental 

chamber was a box with a box; while that was not the case to keep the new design as simple and 

effective as possible, a box within a box was created. In the new chamber, the inside box in 

Figure 9 was made out of 304 Stainless Steel to handle the high temperature. The box is made 

out of six 18-inch by 18-inch ⅛ inch thick stainless steel sheets that are welded together. ¾ inch 

threaded stainless steel pipes are fitted at the top and bottom of the box for an inlet for humidity 

and a drain for any condensation that could form inside the box.  Inside the Stainless steel box 

are the two heating elements used to control the chamber's temperature. In the old environmental 

chamber, a 1500-watt and 1000-watt heating element was used, while two 1500-watt heaters of 

the same type were used in the new chamber. To connect the inside box to the outside box, ⅝ 

inch high-temperature rubber was used.  
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Figure 9. Stainless Steel Box with Heating Elements Inside 

The rubber was connected to the stainless steel with high-temperature JB weld putty, 

which provided a strong bond between the two materials. In the area between the two boxes, 

there was a layer of ½ inch melamine foam that was attached, using nuts and bolts, to the 

stainless steel box to provide insulation in order to maintain the temperature within the 

environmental chamber better. The outside box was constructed with the same ½ inch 

polycarbonate as the previous generation of the environmental chamber. The polycarbonate box 

has dimensions of 20.5 by 20.5 by 20.5. This allowed the 18 by 18 by 18 stainless steel box and 

⅝ inch rubber pieces to fit nicely with approximately 0.1 inches of tolerance. A high-temperature 

silicone caulk was used to completely seal the two boxes together, thus only allowing pressure to 

escape where the chip holders were located to ensure no leaks between the inside and outside 

boxes. Figure 10 shows the chip holder connected to the Box.  
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Figure 10. Chip Holder Connected to the Environmental Chamber 

The chip holder is made out of ½ inch polycarbonate and allows for the chip to be 

connected to the inside of the environmental chamber. It also allows the rest of the board to be 

under ambient conditions. The chip holders have gaps just large enough to fit the socket of the 

MSP430 inside. The chip holder Socket also extrudes out to cover the entire socket to have the 

best seal between the chamber and the chip so that less pressure can escape.  This extrusion is 

made out of ¼ inch polycarbonate and is significantly smaller than the previous generation of the 

environmental chamber. The difference in size can be seen in Figure 11. The smaller stature 
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allows the conditions the chip is experiencing to be much closer to what the temperature sensor 

is reading inside the chamber.  

 

 

Figure 11. The Size Difference Between New and Old Chip Holder Socket 

Overall the new environmental chamber provides better sustained performance for 

maximum temperature and humidity. The old chamber could only maintain 70 degrees Celsius 

and 50% relative humidity, while the new chamber can easily maintain 70 degrees Celsius and 

65% relative humidity. This allows future researchers to test larger variations of environmental 

conditions than was previously possible for this research. Several improvements can also be 

made to increase the possible variation of environmental conditions. One potential change, 

would be adding a dehumidifier to the system to lower the humidity at lower temperatures, as the 

humidity at lower temperatures is currently dependent on the condition on the test floor. A 
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second Potential change would be to add a pump between the humidifier and the inlet of the 

environmental chamber. As pressure escapes through the inlet as the pressure is higher inside the 

box than coming out of the humidifier. A final potential change would be to use a thinner variant 

of the high-temperature rubber in the areas of the chip holder where a socket hole is not located, 

as that area is where most of the heat escaping the system is coming from.  

5.2 Hardware Setup 

The hardware setup used for the testing process can be seen in Figure12. The same code 

and setup were used to control the internal temperature of the environmental chamber as the 

aging process, as the dead bands produced a temperature range of plus or minus 1 degree Celsius 

at the testing temperature of 70 degrees Celsius. The SHT40 was also used to show the relative 

humidity of the environmental chamber. This enables the researchers to manually control the 

humidifier and adjust the internal relative humidity of the chamber. The MSP430 was attached to 

the Environmental chamber in the same way as the aging process. However, instead of being 

powered by a power supply, they were connected to the Eagle ETS-364 mixed-signal 

semiconductor tester. For each of the ten chips, the Vcc pin and two GPIO pins were connected 

to individual channels of the APU10, and each chip was grounded to the tester's ground. The 

connection was made to the test through jumper wires between the male pins on the tester and 

the male pins on the MSP430s. The connection to the APU10 allowed the researchers to control 

and measure the MSP430s to get the desired data.  
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Figure 12. Functional Block Diagram of the Testing Process 

5.3 The Eagle ETS-364 Mixed Signal Semiconductor Tester 

 The Eagle ETS-364 Mixed Signal Semiconductor Tester will collect this project's data. 

This is an industry-level semiconductor tester that is used throughout the world. We had three 

options when choosing the instrument within the tester, the SPU(Smart Pin Unit), the DPU 

(Digital Pin Unit), and the APU10 (Analog Pin Unit). The APU 10 was selected because it has 

more channels than the SPU and many current ranges for forcing and measuring. The eagle used 

for testing came equipped with 8 APU10 cards, each containing 8 channels; therefore, to connect 

all 10 MSP430s simultaneously, we had to use 30 channels of the APU. Each channel is 

connected to a pin connected to a corresponding pin on the MSP430. The APU10 has a 16-bit 
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resolution for both measuring and forcing voltage and current[13]. The minimum possible step 

size is determined by the range that was selected. The larger the voltage or current range, the 

larger the minimum step size possible.  

5.4 Software Development MSP430 

The MSP430 was programmed with one GPIO pin as an input and another as an output. 

The output was programmed to follow the logic applied to the input pin. This allowed for three 

values to be acquired at the same time. The program was flashed onto the chips and would run 

automatically when powered on.  
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6. DATA COLLECTION PROCESS 

6.1 Values Being Searched for 

 In this project, we are looking for 5 Unique values: Voltage Input Low(VIL), Voltage 

Input High (VIH), Voltage Output Low (VOL), Voltage Output High (VOH), and Power 

Consumption at the Power Pin. The easiest of the values to find is the power Consumption at the 

Power Pin as the voltage level is set on the power pin, and all that is needed to be done is 

measure the current that the Power Pin is drawing to find the Power Consumption through the 

Basic Formula Power equals Voltage times Current. 

 For VIL and VIH, we had to look at the Schmitt Triggers of the MSP430, which can be 

found in Table 1. Schmitt triggers rely on rising and falling edges to function. The voltage level 

on the input needs to rise from a low condition for the Positive-going input threshold to be 

triggered, and the input to fall from a high condition for the Negative-going input threshold to be 

triggered.  “On the input rising edge the part will be guaranteed to switch between (Vt+ min) and 

(Vt+ max). On the falling edge the part will be guaranteed to switch between (Vt– max) and (Vt– 

min). The part is guaranteed not to switch between (Vt– max) and (Vt+ min).”[14] The Positive-

going input threshold voltage is considered VIH and varies based on the input voltage. The 

Negative-going input threshold voltage is what is considered to be VIL. Based on Table 1, we 

see that there are two sets of positive and negative Schmitt Triggers based on the voltage of the 

input pin. Both the Schmitt trigger ranges would be tested; however, for the Vcc = 1.8-volt 

condition, previous research proved that the MSP430 could not operate at high temperatures with 

that low of a voltage, so it was raised to 2 volts for our testing. 
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Table 1. Schmitt Trigger Values for Positive and Negative Thresholds of MSP430 - 

Modified from Texas Instruments Datasheet[15] 

 

 For VOL and VOH, the MSP430 datasheet provided the expected values based on the 

load applied to the output pin, as seen in Table 2. As the Schmitt triggers section stated, we used 

2 volts Vcc instead of 1.8 volts Vcc. For this experiment, we set the output load to the low end of 

the recommended range provided by the datasheet.  This means that under ideal conditions at 

both 2 and 3 volts Vcc, the VOH value is expected to be between Vcc-0.25 volts and Vcc, and 

the VOL value is expected to be between Ground and Ground+0.25 volts. A noticeable 

difference between testing for VOL and VOH is that testing for VOH current is sunk into the 

output pin while testing for VOL current is pushed into the output pin.  
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Table 2. GPIO Output Characteristics of the MSP430 - Modified from Texas Instruments 

Datasheet[15] 

 

6.2 Tester Software Development 

 There were 8 pieces of C++ software developed for this course of this project. Five of 

these programs were developed during a previous researcher’s project, and three were developed 

for this project. The Code has two sections: the controls and the tests. The controls are a set of 

variables that control various aspects of the tests in a single location that is easy to manipulate. 

The items that can be controlled are the APU channel that is assigned to connect to the 

MSP430s, the number of MSP430s that are being tested, the number of tests being run, the 

voltage step that is applied to the input pin of the MSP430, and the file name of the outputted 

CSV file.  

 The second section contains all of the tests that were run throughout the project. Each test 

either ramped the voltage on the input up or down, which will be referred to as ramp up and 

ramp down, respectively. The First set of tests that were run was the Ramp up and down test at a 

Vcc voltage of 3 volts. The basic setup of the code had 2 for loops and a while loop. The two 

loops are located outside to control the test number and the site being tested. A new CSV file 
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was created for each test number loop to log the collected data. The second For loop enables the 

pins needed to test that site, set the voltage on the power pin, and ensure that the MSP is low. At 

this point in the code, an initial voltage level is set on the input pin to make the number of 

voltage steps to trigger the Schmitt trigger smaller, thus decreasing the required test time.  The 

while loop is located in the furthest inside the program and increases the input pin voltage level 

until the loop is broken. The while loop runs until the Schmitt trigger is activated or the input pin 

voltage equals the Vcc voltage. Since the code that was created for the MSP430 sets the output 

pin state equal to the state of the input pin, when the Schmitt trigger is reached, the output pin 

goes high, thus breaking the while loop. When the while loop is broken, the input's voltage is 

logged simultaneously, and the power consumption allows the researchers to find the desired 

values within the CSV file quickly. Between each Site and test run, all of the APU pins are 

turned off to ensure all tester's components are deactivated. The main idea behind the ramp-up 

code can be seen in Figure 13. As shown, the Highest expected voltage is the Vcc voltage, with 

the VOH voltage slightly below it. The trigger point is set to a voltage level lower than the 

datasheet's expected value because operating the chip at extreme conditions affects the 

functionality and can cause the trigger point never to be reached if it is set too high. The arrow 

represents the voltage on the input pin where it originally starts at 0 volts to ensure the output is 

low. Then it is raised to a predetermined value based on the Vcc voltage to be slowly 

incremented up until the Output Voltage goes high. Thus breaking the while loop and moving on 

to the next chip that needs to be tested. 
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Figure 13. The Expected Output of the Ramp-Up Test 

 The ramp-down test operates in almost the same way as the ramp-up test. The differences 

are in the second for loop. The Input pin is set high to make sure the output is high. The voltage 

on the input pin in the while loop is decreasing, and the trigger value is set to right above ground 

rather than right below Vcc. These differences can be seen in Figure 14. The input pin voltage is 

originally set to Vcc to ensure that the output pin voltage is high, then dropped down to the point 

when it is stepped down until the output pin voltage passes the trigger point. The power 

consumption and VIL and VOL values are taken at that point. The same process occurs for both 

2 volts and 3 volts Vcc and for both the ramp-up and ramp-down tests, equalling the first four 

tests that were created.  
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Figure 14. The Expected Output of the Ramp-Down Test 

The Vcc ramp test combines the ramp-up and ramp-down test by having both while loops 

inside a third for a loop that controls the voltage being applied to the power pin. Also, during this 

test, a new CSV file is created for the chip that is being tested rather than the entire test, as the 

file size is too large to open when all 10 sites are in the same file. This test originally output the 

power consumption, VOL, VOH, VIH, and VIL values the same as the 4 other tests; however, it 

was modified to output all six values(two power consumption values - one for ramp up and one 

for ramp down) on the same line in the CSV file so that a single copy and paste could be done 

when cleaning the data than six separate copy and paste segments. The Vcc ramp test increases 

the voltage on the power pin in steps of 0.05 volts between the two Vcc values that were tested in 

the first round of the 2 and 3 volts to characterize the output characteristics as Vcc changed. The 
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starting voltage for the input pin is raised at the same rate as the Vcc voltage to decrease the 

number of loops that were needed to be completed. 

The Mass Test is a variation of the Vcc ramp without changing the Vcc level. This means 

it still contains both during loops, so low and high can be tested simultaneously. The Mass test 

was given its own test number variable as rather than running 2 test runs like with the Vcc ramp 

test, 50 tests were performed one after another. Due to this large amount of tests, the ramp level 

was decreased to 1 millivolt steps rather than the 0.1 millivolt steps used for the Ramp up, Ramp 

down, and Vcc ramp tests. Each Test run also created its own CSV file rather than each site in 

the Vcc ramp test. The Vcc voltage during this test was a constant of 3 volts. The final two tests 

were implemented much later in the process to replace the 4 different ramp-up and ramp-down 

tests. The tests were mass tests with a different test number variable and the original step size of 

0.1 millivolts. The first of these tests had the Vcc set to 2 volts, and the second set the Vcc to 3 

volts. These tests were implemented to make the data cleaning process faster with all 6 values in 

the same line in the CSV file, which was not the case in the original 4 tests.  

6.3 Design of Experiment (DOE) Analysis 

DOE, or Design of Experiment analysis, is the primary way this project determines which 

of the tested factors is statistically significant on the output. It works by taking a group of factors 

and levels to create a table that contains all of the different combinations that are possible. This is 

to determine which of the factors is causing the variation in the output. “Experimental design can 

be used at the point of greatest leverage to reduce design costs by speeding up the design 

process, reducing late engineering design changes, and reducing product material and labor 

complexity.”[16]. For this experiment, the two levels we are testing are min and max, so -1 and 1 

on the DOE table, and the four factors that are being considered are Temperature, Humidity, 
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Vcc, and Age. With two levels and four factors being considered, this means that 16 different 

input combinations need to be tested to complete the full DOE analysis. The exact values that 

were used for the level will be discussed in detail in the next section. The results of the DOE 

analysis should be a clear picture of the factors that most influence the performance of the 

MSP430. 

6.4 Original Chip Data Collection 

The collection process was broken down into two different sets of data; the original data 

set used chips 0 through 9, which a previous researcher first used to collect data for when they 

were new. These chips were eventually aged to 10 and 20 years with the same tests as before. 

The tests that were run on the original chips were the ramp-up and ramp-down tests at 2 and 3 

volts Vcc and the Vcc ramp test for all three ages. The 4 ramp-up and down tests were run at 4 

different environmental conditions to fill out the DOE table. These were ambient, which was 22 

degree Celsius and 45% humidity; High Temperature, which was 80 degrees Celsius and 10% 

humidity; High Humidity which was 22 degrees Celsius and 90% Humidity; and finally, high 

temperature and humidity, which was 70 degrees Celsius and 50% Humidity. These conditions 

were maintained to a range of plus or minus 2 degrees Celsius and 5% humidity. The range was 

significantly higher than anticipated for this round of tests due to a large number of leaks within 

the old environmental chamber in which the new and 10 years testing was completed. Due to its 

improved seal, the new Chamber dropped this range down to 1 degree Celsius and 3% Humidity. 

If you know anything about DOE analysis, you may have noticed the giant mistake made with 

the tested temperature and humidity levels. The mistake is that the humidity for the high-

temperature test is supposed to be the same as the humidity for the Ambient test. The 

temperatures for the high temperature and high temperature plus humidity tests are supposed to 
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be the same, and the humidity for the high humidity and high temperature and humidity test are 

supposed to be the same. This was not noticed until after the completion of the DOE performed 

for the chips at 20 years old and led to the creation of updated data collection, which will be 

discussed later. The Vcc ramp test was run under conditions that were supposed to be the 

midpoints of the DOE analysis temperature and humidity value, which were 46 degrees Celsius 

and 30% humidity. Still, as discussed previously, these were not the midpoints of the 

temperature and Humidity values.  

The mass test was introduced when the chips were 10 years old and ran at a constant 

voltage of 3 volts Vcc and at ambient temperature and humidity. At the 10-year mark, 4 of the 10 

chips that were tested and provided by previous research tragically passed away. Chip 3 was 

fried by user error when testing on a bench setup to ensure the testing program was working 

properly when 5 volts were applied to the chip's power pin, thus causing an internal short on the 

chip. Chips 1 and 8 no longer worked after testing at high humidity when they stopped giving the 

expected responses and were attached to the bench setup where they were confirmed to have an 

internal short. The day after the high humidity test, chip 2 was not giving the expected results 

and was also confirmed to have an internal short on the bench equipment. The internal shorts 

were confirmed by looking at the ammeter associated with the power supply in which the chip 

was pulling over 400 milliamps, which is way beyond their operation limit. The suspected culprit 

is water getting into the socket of the MSP430s and causing the short, thus over-currenting the 

MSP430 and burning them up. 

6.5 Updated Chip Data Collection 

The second data set was collected in response to the incorrectly performed DOE analysis 

of the original chips. Of the Six remaining chips that made it to 20 years old (0, 4,5,6,7, and 9), 



 

35 

 

 

five would be repurposed in roles as the aged chips factor in the DOE analysis, and 5 new chips 

were taken from the same batch of MSP430. These new chips would be numbered 0b-4b, while 

the original chip 0 was discarded and chip 4 was renumbered 8b, chip 5 as 5b, 6 as 6b, 7 as 7b, 

and 9 and 9b. These “B” chips would undergo the same tests as the original chips, which will be 

referred to as the “A” Chips from here on out. It was determined that this is an appropriate 

course of action because previous research in this project determined that chip-to-chip variation 

has no statistical significance. Once again, the four different combinations of environmental 

conditions needed to be tested, but with the New environmental chamber being better 

pressurized, a high temperature and humidity could be tested. For the condition of Temperature 

and Humidity, low 30 degrees Celsius and 36% Humidity were selected. This was because a 

larger variation of humidity was desired, so the temperature was increased to lower the humidity. 

For high temperatures, 70 degrees Celsius and 36% Humidity were tested. For high Humidity, 30 

degrees Celsius and 60% Humidity were tested. Finally, for high temperature and humidity, 70 

degrees Celsius and 60% humidity were tested as this was the highest temperature and humidity 

that was able to be maintained by the environmental chamber. For these tests, the Chips were 

also allowed to soak in the conditions an hour before the tests were run. During the “A” run, the 

chips were tested when the environmental chamber reached the desired condition. Soaking the 

chips is necessary to ensure that the chip is at the desired temperature and humidity, which takes 

time to achieve. The mass and Vcc ramp tests that were run for the “B” runs were both run at 

ambient conditions of 22 degrees C and 45 % humidity to reduce the amount of time required for 

testing. During all the tests, a temperature range of plus or minus 1 degree Celsius and a 

humidity range of plus or minus 3% humidity was maintained. The humidity range was so large 

because, during the high humidity conditions running the humidifier for a short time, the internal 
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humidity of the chamber increased by 3-4%. The Aged and New chips were grouped based on 

their location inside of the environmental chamber, with those being the closest to each other 

being grouped. This means that Chip 0b and 5b are grouped where 0b is the new chip and 5b is 

the chip at 20 years old. The rest of the groups were as follows 1b-6b, 2b-7b, 3b-8b, and 4b-9b. 

6.6 Anomalies During the Testing Process 

 One of the biggest issues encountered during the testing process was the output voltage 

needing to completely reach its Low or High state by the time the next input voltage was 

triggered. Thus causing a discount between the input voltage and output voltage. An example of 

this is shown in Table 3 when the recorded input voltage is incorrect by a single step on both the 

ramp-up and ramp-down tests. This issue persists throughout much of the data collected and is 

unaccounted for. This issue could be solved by slowing down the rate at which the output 

voltage is being measured to allow it enough time to go completely low or high based on the test 

being run. 
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Table 3. Output Not Lining up with Input Trigger 

 

 Another issue that appeared often was the outputs were being triggered seemingly 

randomly. This caused many hours of retests to be performed, resulting in increased test time. 

While some of these triggers were truly random, a trend was discovered where whenever the 

heater was initially powered on, it would cause the output to be triggered. The original theory 

was that the heater produced an electromagnetic pulse when turned on. However, the same effect 

was able to be reproduced by the vacuum cleaner on the same circuit as the heater. The current 

theory is that the large amount of inrush current that these items use causes the AC voltage to 

drop to the tester, thus causing enough noise to trigger the outputs. An inductor was attached to 

the heater's cord, but it did not cause the accidental triggering to stop.  
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7. DATA ANALYSIS 

7.1 “A” Chips Data Over Time 

Due to the “A” chips not being able to have the DOE analysis performed on them as 

originally intended. Table 4 was created to observe the effects of aging chips across the 4 

conditions tested. Tables for chips 4,5,6,7 and 9 can be found in the appendix. The most notable 

trend is that as the chips increase in Age, VIL decreases while VIH increases. The other outputs 

do not seem to have a clear trend. This trend is seen in all of the environmental conditions and 

for both Vcc levels. As they age, this is an expected trend of chips, where their trigger point 

becomes less precise. What is not observed is the increase in Power Consumption that is 

expected. While this seems to occur in some conditions, it is not as clear of a trend as shown 

with both VIL and VIH. 

Table 4. Chip 0 Parameters at Different Ages and Conditions. 

 

7.2 “A” Chips Vcc Ramp Over Time 

 The same trends seen in Table X are reiterated with the Vcc Ramp test Performed for the 

“A” Chips. These trends can be seen in Figures 15 and 16, which show chip 7’s performance 

characteristics. However, in these tests, it is especially noticeable in chips 7 and 9 that it's not 
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just the Inputs that change but the output and Power Consumption change as well. The strange 

part is that both Power consumption values decrease as the chip gets older, which is the opposite 

of the expected trend for a semiconductor chip as it ages. Similarly, the high output voltage 

increases, and the low output decreases as the chip ages. This follows the trend set by the power 

consumption numbers that the chip performs better as it ages. This trend is most notable in the 

Chip 7 graphs but can also be seen in Chips 0, 4, 5,6, and 9, which are located in the appendix. 

These chips do have a significant amount of noise associated with them, so the trends are harder 

to see.  

 

Figure 15. Chip 7 Voltage Values Over Time with Increasing Vcc Levels 



 

40 

 

 

 

Figure 16. Chip 7 Power Consumption Values Over Time with Increasing Vcc Levels 

7.3 “A” Chips Variation Over Time 

 The mass test was created to see each chip's variation between test runs through a large 

sample size. The original sample size was 50; however, the first run of every mass test produced 

statistical outliers that were removed. The best way to easily view this variation is through a box 

plot. The box plot shows the range of which a dataset is within. 50% of the data is within the area 

of the box, with the line in the middle showing the median point of the data. The whiskers show 

the range at which the rest of the data is located in up to 1.5 times the Interquartile range, which 

is essentially the box's width. Any outliers beyond the whiskers are shown as Dots. Figure 17 

shows the data collected from the mass test of the “A” chips at both 10 and 20 years. The 

variability of the chip's power consumption seems to increase as the chip ages. The number of 
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outliers that occur for VIL, VIH, VOL, and VOH also seems to increase. This either means the 

chip cannot consistently produce the output voltage or triggers consistently, or it is taking longer 

for the output to turn low or high, as shown in Chapter 6.6, thus not getting the proper output 

reading. The Variability for chips 4,5,6,7 and 9 can be found in the appendix. 

 

Figure 17. Data Variability of 49 Test Runs of Chip 0 

7.4 DOE Analysis of “B” Chips 

 The DOE analysis will be used to determine which, if any, of the four factors is 

statistically significant to the performance characteristics of the MSP430. The factors that were 

considered were temperature, humidity, Vcc, and Age. The DOE table of Chips 0b-5b is shown 

in Table 5, and the rest are in the appendix. This table was used to produce Praeto charts in the 

program known as Minitab, which applies the DOE factorial analysis to the table to determine 

how much each of the inputs and its interactions is affecting each of the outputs. The Praerto 

Chart of VIL for chips 0b and 5b can be seen in Figure 18. Any interaction or factor that the bar 
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graph is beyond the red dotted line is considered statistically significant and a leading cause for 

the change in the observed output. The results for all chips and all outputs are consolidated into 

Table 6. This table shows that Vcc and its interactions are overwhelmingly the most significant 

factor in the changes observed across All six outputs. With this being the same conclusion as 

previous interactions of this research, it was decided to remove Vcc from the equation to see if 

any other factors are relevant without being covered up by Vcc.  

Table 5. DOE Table for Chips 0b and 5b 
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Figure 18. Pareto Chart of Chip 0b-5b for the VIL Response 

Table 6. Mapping of Statistical Significance Across All Factors 

 

With Vcc being removed, it created two more sets of DOE tables that must be tested for 

each chip. The tables were for 2 volts Vcc, which was the Vcc minus input on the full DOE 

table, and 3 volts Vcc which was the Vcc plus input on the full DOE table. This produces a 

whole new set of DOE tables and Pareto Plots, which are located in the Appendix. The results of 

the DOE analysis at 2 volts Vcc can be seen in Table 7. This shows that temperature has a 



 

44 

 

 

consistent effect on VIL and occasional effects on each of the other outputs. Age is also 

statistically significant in some of the chip's outputs, but it does not have a consistent 

significance across all chips for a certain factor like temperature does. Table 8 shows the results 

of the analysis done at 3 volts Vcc. Once again, the temperature is the most significant factor but 

is not as consistent as when the Vcc is set to 2 volts.  

Table 7. Mapping of Statistical Significance Across all Factors at 2V Vcc 

 

Table 8. Mapping of Statistical Significance Across all Factors at 3V Vcc 

 

7.5 Vcc Ramp Load Comparison 

 When analyzing the Vcc Ramp test data for the “A” Chip, a strange trend was noticed. 

The first thing is that the supposed power consumption of ramp-up at 3V during the Vcc test is 

nowhere near the neighborhood of where it is during the standard ramp-up test. Twelve 

milliwatts on the Vcc ramp test against 16 milliwatts on the standard ramp-up test. Looking at 

the code solved the issue. For the Vcc ramp test, the load on the output pins was set to constant 



 

45 

 

 

values of 5 milliamps for the ramp-down test and -3 milliamps for the ramp-up test. For the 

standard ramp-up test at 3 volts Vcc, the load is set to -5 milliamps. This difference in load 

causes the power consumption to be lower when the load is lower. This phenomenon also affects 

the VOL and VOH values, where the VOL values decrease as the Vcc gets higher, and the 

difference between VOH and Vcc decreases as Vcc increases. This led to the idea of running the 

Vcc ramp test with a load value for ramp up and down that is normalized to the Vcc value. This 

means that the load started at -3 and 3 milliamps at 2 volts Vcc and increased linearly with Vcc 

voltage to end at a load of -5 and 5 milliamps at 3 volts Vcc. The voltage levels and power 

consumption results can be seen in Figures 19 and 20, respectively. The change in Load value 

does not affect the Input voltage levels and the power consumption of the ramp-down test. 

However, that is not the case for the other three outputs tested. The power consumption of the 

ramp-up test seems to increase logarithmically now in comparison to the linear nature of the 

constant load value. The VOH and VOL value now output value that makes more sense as the 

VOL value slightly increases as the Vcc voltage increases and the difference between VOH and 

Vcc increases at Vcc increases as well. These results conclude that load should be considered 

when performing the DOE analysis as it could be a statistically significant input factor, as the 

tester easily controls it. The test results for the other 9 chips can be seen in the appendix, but age 

does not play a factor.  
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Figure 19. Comparison of Normalized to Constant Load as Vcc Increases for Chip 1b – 

Voltage Levels 

 

Figure 20.  Comparison of Normalized to Constant Load as Vcc Increases for Chip 1b – 

Power Consumption 
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7.6 “B” Chips Variation 

 The last data set that needed to be analyzed was the Mass test from the “B” chips. The 

box plot from Chip 0b can be seen in Figure 21 and Chip 5b in Figure 22. Overall, the same 

trend can be concluded as the mass test for the “A” chips; as the chips get older, they experience 

more variation. However, this variation is within a couple of millivolts for the input and output 

voltage levels and within 0.01 milliwatts for the power consumption. Hence, it is not noticeable 

in a statistical sense. The test results for the other 8 chips can be seen in the appendix. 

 

Figure 21. Variability of Outputs on Chip 0b 
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Figure 22. Variability of Outputs on Chip 5b 
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8. DISCUSSION AND CONCLUSION 

 As proven in previous iterations of this project, Vcc or supply voltage has the greatest 

effect on the output responses of VIL, VIH, VOL, VOH, and Power Consumption. However, it 

was also discovered that another factor that was not tested could rival the impact of the responses 

as much as supply voltage. This factor is the load being applied to the output pins while under 

test. This value is just as easy to manipulate and does impact Power Consumption as well as 

VOL and VOH, as shown in the comparison of the constant load against a normalized load 

value. The second most important factor in the output responses is temperature, which was 

nowhere near as consistent as the supply voltage. Testing at a higher temperature may lead to a 

different conclusion. It is commonly known throughout the semiconductor industry that chips 

switch characteristics change as the chips get hotter and often have separate datasheet lines to 

account for the temperature difference. Testing at or above 100 degrees Celsius is a good place 

to start, as the maximum temperature of 70 degrees Celsius is too low to cause any significant 

changes in the performance characteristics of the MSP430. The third most important factor is 

Age, which appears in a handful of cases. With the aging of the chips further to 30 years or 

greater, it is likely that either the chips will have statistically significant changes in performance 

or outright fail and no longer become operational. Another highly recommended change in the 

testing method is acquiring two sets of boards. One set of boards would be used to test the chips 

inside the environmental chamber, while the other set would be used to age the chips. This needs 

to be done as in the current testing methodology; a single board and socket are used to both test 

and age the chips. Even though the boards are not fully exposed to the temperature that is 

experienced at accelerated aging, the socket is and thus could be considered aged. Therefore, the 

easy solution is to have two sets of boards so that only the chip is being aged.  As in previous 
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research, the humidity does little to affect the performance characteristics of the MSP430. The 

only time it ever appears to make any difference is when droplets of water form on the chip and 

cause a short, thus greatly increasing power consumption or killing the chip outright. It can be 

eliminated as one of the factors being tested, thus allowing for higher temperatures to be tested 

during the DOE analysis, as high humidity is holding back the maximum temperature that is 

capable of being tested in the current test setup. Another way to validate this test method is to 

acquire some MSP430 that are known to be tampered with and input that as a factor into the 

DOE analysis to prove that tampered-with chips can be found in a statistically significant 

manner. Overall, testing with higher temperatures and accounting for the difference in load 

would greatly improve the results of this research. 
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APPENDIX A 

ADDITIONAL CHARTS AND TABLES FOR “A” CHIPS 
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APPENDIX B 

ADDITIONAL CHARTS AND GRAPHS FOR “B” CHIPS 
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