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ABSTRACT

The cybersecurity field has grown exponentially in recent history with little to no general
understanding of the requirements for professionals in the field. Our research question is: how
can the perception of the cybersecurity field be improved through a seminar designed to teach
first-year engineering students the importance, opportunities within, and purpose of the field?
We test and evaluate the benefits of an intervention through the implementation of a three- or
four-part seminar series. The effectiveness of this intervention is determined by student reported
perception of cybersecurity and interest in a cybersecurity minor as evaluated through surveys.
The result of this seminar series is an increase in student confidence regarding their perception of
the profession and increased self-reported interest in the cybersecurity minor. Our
implementation was limited by participation but demonstrates the basic trends expected with
exposure to the seminar series. The implementation of this series clarifies questions and
uncertainties students have regarding cybersecurity. Future implementations of this series should
be conducted on large, diverse, populations of first year students to demystify the profession of
cybersecurity for all students due to its interdisciplinary nature. Additionally, the public release
of the seminar materials benefits the cybersecurity community by providing insight into the

effectiveness of current event-focused seminars to increase interest in the field.
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1. INTRODUCTION

Cybersecurity has been a topic of increasing importance in the United States following the
first arrest of a cyber-criminal in 1979[55]. The internet of things continues to expand, integrating
technology into every facet of critical infrastructure, daily business, and lives. Recently, in May of
2021, U.S. President Joseph Biden published the “Executive Order on Improving the Nation’s
Cybersecurity (14028)” [3], identifying the work necessary to improve national defense. There has
been no shortage in the past decade of leaders calling for action, guidance, and mentorship in the
field. Higher education must provide an opportunity for students of all disciplines to obtain a basic
understanding of cybersecurity early in their academic journey to provide a lens of security for

their future learning.

Our schooling systems are not currently providing focus on the importance of cybersecurity
to students at large, contributing to a widening workforce gap of available security professionals.
The International Information System Security Certification Consortium (ISC)? reported the global
security workforce shortage is projected to reach 1.8 million between 2017 and 2022 [18]. The
shortage of unfilled cyber jobs in the United States as of January 2022 is nearly 600,000 with
almost 40,000 unfilled security positions within the government sector [19]. Thus, with over 1
million workforce shortages in cybersecurity outside of the United States, the issue of
cybersecurity education is not isolated to the United States. In light of this need for cybersecurity
education globally, the infrastructure of schools and the ability of educators to provide
cybersecurity education at every level is important. However, it is a growing concern. In the month
of January 2022, the education industry accounted for over 82% of all reported enterprise malware

encounters as collected by Microsoft [20].



Initial assessments of the future of cybersecurity education drafted by ACM’s Education
Board in 2013 concluded undergraduate programs need to prioritize security issues within the
curriculum already established and at least one cybersecurity-focused course should be required
[23]. This recommendation was not followed by cybersecurity and computer science educators
over time. The inability of education workforces to provide clear curriculum guidance for the
integration of cybersecurity initiated a Joint Task Force in 2018. This Joint Task Force consisted
of members from the Association for Computing Machinery (ACM), the Institute of Electrical and
Electronics Engineers (IEEE) Computer Society, Association for Information Systems (AIS),
International Federation for Information Processing (IFIP), and the Accreditation Board for
Engineering and Technology (ABET) released curricular guidelines highlighting that the previous
lack of guidance for curriculum left the field of cybersecurity without a consensus for education
progressions. Their assessment concluded with three defined guidelines for specific education
outcomes and an understanding that cybersecurity graduates must be education-focused rather than
training-focused [24]. Guidance for cybersecurity masters’ programs was outlined and trends were
analyzed in 2018 as well, revealing a focus on foundations of cybersecurity, principles of secure
design, and defensive programming [25]. However, their assessment of the curriculum did not
address the larger problem of recruitment into the cybersecurity field at large. An introductory
understanding of the importance of cybersecurity distributed to students across all subjects may

assist in the growth of the cybersecurity workforce.

To address the widening workforce gap, we recommend an introductory seminar and
follow-on optional seminar series with the goal of increasing first-year undergraduate
understanding of the security dilemma. These seminars should be designed to directly answer

questions students have about their role in security and its impacts on society. Interest in the



cybersecurity field is clouded by the misconception that the price of entrance is a highly technical
skillset, one which is difficult or impossible to acquire. According to the 2020 (ISC)?
Cybersecurity Perception Study, 61% of respondents believed they would require additional
education before applying [21]. The proposed seminar series seeks to emphasize the
interdisciplinary aspects of cybersecurity, expose students to basic terminology of cybersecurity,
and give students an understanding of the many possible paths forward within the field. Overall,
our goal is to address the cybersecurity workforce gap and understand how student perception of

the field of cybersecurity can improve.

This thesis is organized as follows: Section 2 discusses the prior work that has been
completed within the cybersecurity education research area. Section 3 describes the tools that have
been designed at the national level for use in institutions. Section 4 details the structure of the
seminars, the introductory seminar and follow-on seminar series, and the topics discussed in each.
Section 5 describes the survey method implemented in our work and the subsequent feedback and
trends observed. Section 6 highlights the components essential to the effective implementation of

this program and improvements for future implementations.



2. RELATED WORK

The analysis for previous work addressing the problem of cybersecurity education is
focused upon undergraduate or high school populations with a lecture and discussion model over
the course of one to three seminars. The primary resource for analysis of this work is the systematic
literature review of cybersecurity education papers by Svabensky et al. [10]. Svabensky et al.
reviewed 71 papers focused on cybersecurity education published through the ACM Special
Interest Group on Computer Science Education (SIGCSE) and ACM Innovation and Technology
in Computer Science Education (ITiCSE) conferences between 2010 and 2019. Works published
outside of these venues have been included for a more comprehensive analysis of the body of
work. For an understanding of the scope of work, cybersecurity itself must be defined.
Cybersecurity is the “prevention of damage to, protection of, and restoration of computers,
electronic communications systems services, wire communication, and electronic
communication... to ensure its availability, integrity, authentication, confidentiality, and
nonrepudiation” as defined by the National Institute of Standards and Technology [5].

The different roles and aspects of the process of cybersecurity requires specialized
comprehension of the problem set with a multidisciplinary approach. The previous work in this
scope can be categorized into two approaches: tools and concepts. Tools evaluated in cybersecurity
education research involve a novel piece of software addressing a specific technical concept which
may require additional visualization for student comprehension. Concepts evaluated in
cybersecurity provide course implementations or course structure reviews which may affect the
retention of various topics taught throughout the semester. In research analyzing concepts whose
work exceed module or single seminar format over a time domain of a full semester or more, the

conceptual class structure is the primary area of study, not the course content. Regardless of



delivery mode, the goal of each project included in the literature reviewed is to make an abstract
topic more concrete for the student allowing for easier retention and comprehension.

Other research in cybersecurity education strives to address a growing lack of diversity
within the cybersecurity profession. According to Zippia demographics, in 2021 only 19% of
cybersecurity professionals hired were female, 8% African American, and 9% Latino [54]. These

numbers highlight a gap in general cybersecurity education to students from minority backgrounds.

2.1. Tools

1. A Simple Machine Simulator for Teaching Stack Frames

Understanding stack frames is essential for success in operating systems courses
and directly related to a students’ understanding of buffer overflow attacks. The buffer
overflow attack is a simple coding error which can allow attackers to introduce malware
and other more complex attack tools. Schweitzer and Boleng [2] designed a simulator
tool to aid students’ comprehension of stack frames in memory. The team utilized a
single lecture and 50-minute lab to test their intervention tool. Following use of the
simulator tool, students were able to easily visualize the structure and function of stack
frames and buffer overflow within different C programs. This visualization allowed
students to recognize buffer overflows in action. Their examination provided strong
evidence that students with no prior studies in computer science need different tools to

aid in their comprehension and retention of security problems.

2. AESvisual: A Visualization Tool for the AES Cipher

Ma et al. [4] implemented a visualization of the individual components of
computing the Advanced Encryption Standard (AES) cipher. AES is a symmetric block

cipher which utilizes keys of 128, 192, or 256 bits for encryption and decryption as
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defined by NIST [11]. The team utilized a lecture, pre-test, tool introduction, homework
with tool, and post-test evaluation model. The tool provides students with representations
of the cipher detailing the process and allowing them to step through each portion of the
encryption algorithm. This is an effective translation of a concrete algorithm within the
abstract field of encryption to a visual representation. Their research demonstrated that

providing a tangible representation significantly aids student comprehension.

Teaching Integer Security Using Simple Visualizations

Walker et al. [7] created a visualization and analysis of C code security
specifically in relation to integer representation. This team introduced their intervention
tool utilizing a pre-test, lecture, post-test format of evaluation. This tool addressed issues
involving value checking, type checking, conversions, and overflow conditions within
C/C++ programs. Through their implementation, the team found the visualization tool to
be highly effective at assisting the student’s comprehension of integer characteristics. The
students were able to place the abstract concepts of these operations into a representation
of what is happening in their code with a visualization, thus making concrete something

which is abstract.

This is Not a Game

Flushman et al. [26] reviewed the application of capture the flag challenges,
puzzle-based learning, and alternate reality games to introductory computer science
courses. They were driven to increase student participation and comprehension of the
importance of cybersecurity in daily application. The use of tools which required student
application of concepts to real-world scenarios resulted in positive feedback from the
students. Students reported an increased desire for independent study of security topics,

6



better personal security practices, and application of the topics in routine conversation.
Their learning model provides strong support for the benefits of the use of journals and

interactive tools to provide applicable understanding in introductory courses.

5. Applying Puzzle-Based Learning

Dasgupta et al. [27] specifically developed puzzle-based learning applied to
cybersecurity for the classroom setting. The team developed puzzles designed around
specific security scenarios to introduce concepts such as network protocol layers.
Network protocols ensure traffic is communicated to the right person at the right time
given the correct permissions. Positive student responses to these puzzles reinforce the
importance of applicable scenarios involving cybersecurity to encourage quick

application and retention of cybersecurity concepts.

2.2. Concepts

1. The Teaching Privacy Curriculum

Egelman et al. [8] derived 10 principles of privacy to aid in structuring the
curriculum of privacy. These principles provided instructors and students with easy to
remember summarizations of the key tenants of privacy. Each principle includes real-world
examples of the privacy topic, how it applies to the students, interactive explanations, and
the steps they should take to secure their privacy in the future. This research was centered
on the high-school and undergraduate level with pre- and post-tests and three lectures. The
work completed in this research is an effective example of how a curriculum can be
structured for the student to retain comprehension of the challenges in relation to the real

world and their role in it.



2. Research with an Extended Time Domain

The literature in cybersecurity education, when reviewed with the same scope but
a time domain extended to a full semester, focuses largely on the structure of the class
work and topics. Basawapatna et al. [9] reviewed the effectiveness of a project-first
approach, allowing students to learn and implement principles in parallel to student
exposure to principles. The alternative, and most common teaching method, is the
introduction of principles first, followed by project application as a test of those
principles. This approach was tested over multiple full semesters and provided evidence
that students were able to accomplish more within the provided projects and utilized
more of the learned skills due to the simultaneous exposure to the problems and
solutions. Mack et al. [6] analyzed the student retention of programming and security
topics from power-point-based lecture versus hands-on implementation including one
culminating project, homework, and labs. Quizzes were utilized to gauge retention
following lecture days and lab days where topics were taught hands-on. Overall, students
in the power-point-based lectures learned how to code but could not always explain how
or why their code worked. This reinforces the importance of hands-on application of
concepts to student comprehension. Finally, George et al. [1] proposed a shift of
instruction from offense/defense to offense/defense/use providing a third perspective of
usable security in systems from the development level. Through these lenses, the authors
argue the security problem is more clear. The user is considered in every stage of
development, students can clearly see the interaction of security from each perspective,
and the integration of the security solution for all three allows for maximum system
coverage. Their implementation recommended user security to be introduced at every

level and reviewed upon completion of the major. Student assessments after four
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semesters demonstrated that the first semester provided the students with 17%
understanding. However, after four semesters they had a comprehension of how to

understand the user security problem within various scenarios.
2.3. Diversity-Centric Research

1. Securing the Human

A working group of nine professionals at ITiCSE 2019 reviewed 82 papers to
discover trends in cybersecurity research and its focus on diversity recruitment. They
found that 55% of the papers focused on undergraduate requirements [22]. The
effectiveness of proposed undergraduate solutions is evaluated in 45% of surveyed
papers, most focused on evaluating student enthusiasm and awareness as a measure of
recruitment. Methods for equitable access for students from various levels of high school
education included summer camps, pre-college activities, and introductory courses.
Approaches for cybersecurity education in student life included integration of security
into existing computer science curriculum, specific courses designed for general
populations, and incorporating undergraduate students in research projects. Tools
identified for use in cybersecurity courses to maintain diversity included gamification or
game-based learning and active learning through peer instruction. Finally, this review
highlighted the importance of mentorship within minority cohorts to maintain and

encourage student retention within the field.

2. Building a Cybersecurity Pipeline Through Virtual Labs and Workforce Alliances

Crichigno et al. [28] worked to develop curriculum for virtual laboratories with a
goal of addressing the cybersecurity workforce gap. Their curriculum focuses on

technical skills and team work to ease the transition of students from academia to the



3.

workplace through the acquisition of marketable skills. The structure of this curriculum
incorporated specific components recommended by ‘Securing the Human’[22] such as an
internship with local security industry institutions and a cybersecurity-infused
introductory course. The team specifically analyzed the effectiveness of improving
retention using virtual labs with industry partners as a component of course curriculum.
They found students thoroughly enjoyed the real-time application of security topics,
motivating them to continue with the program and complete the remaining curriculum

requirements.

DeapSECURE: Empowering Students for Research in Cybersecurity through Training

Purwanto et al. [29] designed a training program, Data-Enabled Advanced
Training Program for Cyber Security Research and Education (DeapSECURE), to bridge
the incoming undergraduate workforce gap of knowledge regarding cyberinfrastructure
techniques. This program is not a curriculum or course, but an external set of modules
specifically addressing different cyberinfrastructure tools and techniques. These modules
include instruction on the purpose of the tool or technique and hands on application to a
real-world scenario. Their participants per module ranged from 12-30 students within the
ages of 19-53, 60% within 18-27 years. Student feedback reinforced the common
understanding of the importance of application-based tools to retain interest in the
cybersecurity pipeline. Additionally, the student responses across such various age

groups identifies the need for general purpose cybersecurity education, regardless of year

group.
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2.4 Seminar Utilization

Many educational initiatives have explored the use of short-duration seminar
series. There have been studies on seminars for various applications. The purposes of
seminars include supporting students transition to undergraduate [30, 31, 32] or graduate
[36] school education, increase retention and persistence [33, 34, 35], address gaps in
educational background [37], and train teachers [38, 39]. The seminar approach has also
been utilized for domain-specific goals such as influencing the behavior of medical
doctors [40], emphasizing the interdisciplinary nature of engineering [41], promote life-
long learning [42], and develop political awareness [43]. All of these purposes vary from
the computer science or cybersecurity fields but specifically result in changed perceptions

of the topics at hand.

Largely, the tools and concepts evaluated through cybersecurity education research
focuses on the learning experience for students who have already entered security or computer
centric course work. This contrasts with the motivation and goals of our approach. The gap in
previous work is an optimized class structure, potentially a period of module seminars, with a
focus on increasing positive student perception of cybersecurity with no prior exposure.
Conceptual tools specifically addressing the importance of cybersecurity for students with no
prior exposure or commitment to the cybersecurity field is needed to expose more students to the
interdisciplinary nature of the field. To effectively evolve student perception of cybersecurity we
design a general cybersecurity seminar. Our approach allows the intervention method to be tested

at various schooling levels and seeks to improve student perception of the field of cybersecurity.
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3. METHODOLOGY OF SEMINAR SERIES

Our proposed seminar series applies the basic themes of cybersecurity to real world events
and daily application without requiring any technical background. The structure of the seminars
includes one introductory seminar followed by three optional seminars with five themes associated
with each. The first required and introductory seminar, titled ‘The Security Dilemma’, reviews the
shift from a ‘move fast and break things’ mentality to a ‘move slow and clean your code’ process.
The second optional seminar, titled ‘How and why are we attacked?’, is designed to review specific
attack types and real-world examples of each. The third optional seminar, titled ‘Who is regulating
cyber?’, reviews the current policies and legal regulations which are applicable to the security
dilemma. The final optional seminar, titled ‘What is the solution?’, covers the personnel required
to take on the societal security challenge, the tools necessary to secure our systems, and the mindset
developers must embody in their system and software development practices. Each seminar is
described in detail below reviewing their five take-away themes.

The four designed seminars can be offered in any configuration. The seminars were
designed as four to address each topic in detail and provide application for each topic, providing
instructors tools for each theme without dictating structure. For our implementation and testing,
we utilized three installments where the second session contains an abridged version of ‘How and
why are we attacked?’ and ‘Who is regulating Cyber?’. This amended implementation was chosen
to minimize scheduling conflicts and voluntary student time commitment. The abridged seminar
covers the themes of Reconnaissance, Intercept, Invade, External Domino Effect, and Privacy is
Key whose descriptions can be found in section 3.2 and 3.3. The use of these themes gives students
insight on the processes implemented for threat modeling and penetration testing, while providing

technical details on the approaches used by attackers. Our implementation of a three-seminar series
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format attempted to reduce time requirement barriers for student participation in evening seminars
with no academic credit, food, or monetary compensation.

There are many short general-audience articles that discuss the importance of the
cybersecurity field [50] and its challenges [47, 48, 49]; given their format and target audience, they
take a superficial, non-technical approach. On the other side of the technical depth spectrum, there
are books and courses directed at students and professionals with prerequisite knowledge. We
propose a semi-technical exposition of cybersecurity designed to highlight its societal value and
connect concepts with incidents that received extensive coverage in the media with the goal of
changing student perception of cybersecurity.

3.1. Slide Design

Development of each topic and themes therein, involved a review of two
cybersecurity textbooks [51, 52] utilized in undergraduate and graduate level foundations
of cybersecurity courses. Topics which were highlighted frequently or referenced often
became primary themes which answer and detail larger thematic questions of who, what,
and how. For each topic chosen from foundational text, we analyzed recently published
cybersecurity attacks, events, or developments to find the most applicable and matching
associations. This allowed for the development of a focus question that guides students to
think about that theme within their lives and experience. This interactive question is then
followed by the previously defined real-world scenario addressing the theme. This
presentation allows for the student to formulate an understanding of the broad theme in
their life and application of a real event involving the theme. To reinforce the importance
of each priority within the larger topic of cybersecurity, topics are re-emphasized in the

support of other topics, for example: repetition of themes such as the interconnectivity of
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the internet presented within both “everything is connected” and “the external domino

effect”.

The following sections summarize the main themes communicated in each seminar. For
conciseness, the vocabulary in the descriptions below assume cybersecurity expertise. The

communication in the delivery of the material does not assume previous cybersecurity knowledge.

3.2. Introductory Seminar: The Security Dilemma

Slides for this seminar are provided in Appendix A.

1. Everything is Connected

The internet was designed to bring connections across the world [16]. However,
the connection the internet now provides was not created to be isolated from bad actors,
secure against bad actors, or preventable by bad actors as described in Nicole Perlroth’s
book “This is how they tell me the world ends” [16]. The fundamental connection of the
internet highlights the need for specialized network management and construction to

maintain the cybersecurity tenets of confidentiality, availability, and integrity.

2. Users are Essential

Given the nature of internet connectivity, users must understand their role in
security. Users are often the weakest link in cybersecurity efforts making the strength of
the cybersecurity infrastructure reliant on user behavior and understanding. User security
requires personal software updates, monitoring of suspicious
connections/communications, maintaining access as necessary, and reporting abnormal
events with urgency. Social engineering is the most common tool for attackers to utilize

for entry into systems, making it essential for users to understand how they are targeted.
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3. Nothing is 100%

High profile equipment, software, and personnel have gained trust of users over
time, decreasing the socially perceived impact of user diligence in security. However,
recent attacks show that the user must maintain diligence in their communications
understanding the possibility of a data leak or hack. Nothing is 100% secure, therefore

our actions in systems should not rely on them being 100% secure.

4. Slow and Secure Coding

In contradiction to Facebook’s original motto of “Move fast and break things”
[56], this theme highlights that security begins at the design desk. Poor design and code
that is rushed to completion without testing is often riddled with exploitable
vulnerabilities, such as buffer overflows, logical errors, and unchecked variables.
Students must understand that their role as members of a software development team
requires that their design, code, and operations be logically secure against simple
vulnerabilities. When code is rushed to completion, external actors have a higher chance
of finding vulnerabilities. This gives way to exploits such as ‘zero day’ exploits which

can alter the intent of the code they have developed in drastic ways.

5. Use your Tools

NIST has provided guidelines and templates for organizations to implement
which promote security at the organization level. Secure coding practices are necessary
to minimize the power of exploits at the architectural and implementation levels. Proper
use of encryption tools, dual-factor authentication, and frequent updates at the user level
or through security as a service (SaaS) are necessary to help limit the power of cyber-

attacks in our society. A combination of both user security, organizational security, and
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network security are required to implement a tiered structure that can prevent, detect, and

respond to attacks appropriately.

3.3. Seminar 2: How and why are we attacked?

Slides for this seminar are provided in Appendix B.

1.

2.

Reconnaissance

Observing the attacker kill chain, we pull highlight specific components to
describe how attackers complete their exploits. Reconnaissance is the collection of data
enabling attackers to prepare for or complete [external] subsequent attacks.
Reconnaissance provides essential information needed to carry out ransomware attacks,
data breaches, or manipulation of the data itself to portray an altered reality. The
completion of reconnaissance gives information which is ultimately used in pursuit of

final attack objectives: destruction, ransom, or espionage.

Intercept

Cyber-attacks, such as man-in-the-middle, eavesdropping, phishing, and denial-
of-service, can be visualized as a communication line that has been intercepted,
corrupted, or spoofed. Communication is fundamental to the operation of the internet, but
requires a connection that can, by failure to design with security in mind, be
overwhelmed, disrupted, impersonated, and monitored. To prevent these attacks, users
must understand the differences between legitimate and illegitimate communications in

the form of emails, links, or webpages.
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3. Invade

The invasion of our systems is typically carried out with a form of malware such
as a virus, worm, or trojan horse [13]. These invasion attacks target networks, databases,
or programs following the interception, corruption, or spoof of the communication line.
Defense against the invasion of interconnected systems requires continuous monitoring to

determine when misuse or malware has been executed and to limit its damage.

4. External Domino Effect

Cyber-attacks have grown from isolated events on small network shared systems
to nation state manipulation of critical infrastructure and public opinions [16]. The use of
networked devices within the United States has exponentially increased per capita,
subsequently increasing the attack surface of the country [12]. Almost, every component
of our daily lives is connected to the internet, databases, or technology vulnerable to
adversaries who can cause delays in communication, falsifying of information, or
destruction of data and infrastructure. Ultimately, the tools we utilize can be easily
manipulated to disrupt many services which support society causing extensive damage at

a high economic cost.

5. Mutually Assured Destruction

The lethality and effectiveness of cyber weapons has grown as leadership around
the world work to improve their cyber capabilities. Nation state development of cyber
offensive tools has demonstrated the willingness of government actors to utilize the
weaknesses of civilian and military organizations within opposing countries. This is
explicitly seen in the NotPetya attack, as Russian cyber offensive actions shut down

major infrastructure operations in Ukraine in 2017 [57]. If the same tools utilized against
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Ukraine were utilized against a country with similar cyber capabilities, this would lead to
mutually assured destruction of each country’s digital capabilities. These tools have been
generated as the next generation of critical weapons as each country develops their

capabilities and warns others of their potential power if provoked.

3.4. Seminar 3: Who is regulating cyber?

Slides for this seminar are provided in Appendix C.

1. Privacy is Key

User trust is at the heart of all security requirements and is essential to understand
as a responsible digital citizen. Trust is built between providers and users as their
information must be maintained with privacy in mind and users must abide by provider
security standards. Privacy of user personal information must be prioritized by businesses
and organizations who handle transactions. Transactions are the essence of the internet,
allowing people to exchange goods, money, ideas, and health information in real time.
However, these transactions must be regulated to ensure they are not fraudulent and
protected against unauthorized disclosure. Legal policies such as Gramm-Leach- Bliley
Act (GLBA) and Sarbanes-Oxley Act (SOX) ensure our monetary information and medical
information are protected within databases to ensure our privacy as individuals in specific
transactions [58, 59]. However, regulation with a wider reach of protection in the realm of

digital security must be tackled.

2. Reasonable and Necessary

US cybersecurity policy foundationally utilizes a freedom of personal risk.
Organizations can determine the structure and implementation of their cyber security

infrastructure as long as they provide the reasonable and necessary measures that ensure
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the security of personal data within their systems. This theme is the primary element of
Federal Trade Commission (FTC) Act Section 5 which utilizes general language to provide
security and privacy expectations of business and internet transactions [60]. This law
ensures organizations are taking steps to secure customers’ privacy and minimize identity
theft through the ‘red flags rule’ to guide those decisions. However, it also leaves the
determination of reasonable protection open to interpretation. Ambiguity and vagueness
cause organizations and customers to accept risk where it may not be reasonable, leading

to large organizational security gaps.

Level up

As digital information is created, it is categorized into different tiers of
classification for security protections. Low classifications typically have lower security
requirements. Level up requires that we fully understand what the data contained in our
systems can identify or track in terms of people, money, and private information. As more
data is contained within the system the classification and security of the system must be

increased.

Healthcare and Trade

Medical privacy is a large driver for the security industry due to the high volume
of personally identifiable information stored in medical systems. However, cybersecurity
in hospitals is often outsourced with few hospitals employing in-house security personnel
[61]. The Health Insurance Portability and Accountability Act (HIPAA) specifically
regulates the requirements of medical data managed regardless of organizational structure
[62]. International trade is another main driver in cybersecurity regulation as
communications, knowledge transfer, and monetary exchange all require high levels of
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security. The FTC bears responsibility for the regulation and verification of the authenticity
of electronic transactions by consumer companies, utilizing criminal punishments as their

leverage on cyber criminals [63].

5. Trust

Trust of new systems relies on the personal integrity and understood boundaries of
the designers regarding the data manipulated and collected within their systems.
Developers must understand that security begins with security focused design that agrees
upon trust boundaries and minimizes trust granted to shared external parties. The user can
then trust their information is not shared to untrusting sites. User integrity and proper use
of system is then required for daily transactions to maintain security. Trust relationships
are large targets for adversarial actions, maintaining cultures of ‘reluctance to trust’ is

essential to decrease the trust-based attack surface [13].

3.5. Seminar 4: What is the solution?

Slides for this seminar are provided in Appendix D.

1. Protect the Castle

This theme can be accomplished through firewalls, zero-trust networks, anti-virus
software, frequent software updates, measurable audits, and regular user training to
ensure organization security policies are followed. Audits provide feedback to the
organization and employees regarding areas requiring emphasis or further user training

for proper security maintenance and stronger security postures.
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2. Demand the Standard

The highest standard of security should be expected and requested of the
organizations we trust. Reading and understanding user agreements and default settings
of applications and networks is essential to understanding the level of trust organizations
are willing and able to provide. If the highest standard is not being met within these
agreements, members should feel comfortable requesting additional protections for their

data, intellectual property, and personally identifiable information.

3. Govern the Hack

Governing the hack seeks to highlight the need of the government to hold
businesses accountable for cyber defense. Citizens need to advocate for and push their
representatives to vote for the protections of critical infrastructure. Cybersecurity
journalist Nicole Perlroth highlights the idea that cyber weapons stockpiled by
government organizations leave the users of exploitable systems vulnerable until they are
patched by owning businesses. These patches can only be created when discovered by the
owning business or released by the government to the owning business [16].
Vulnerabilities stockpiled by governments do not last forever and must be reviewed
periodically to ensure the security of consumer products is not diminished by government
stockpiles. Thus, the government must hold itself and the business which provide

technical products to account regarding cyber defense.

4. Continue Learning

Technology is one of the fastest growing and changing fields. Within this

industry, individual dedication to learning new approaches to risk management, software
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development techniques, networking skills, cybersecurity compliance regulations, and

design processes is key to comprehension of the field.

5. Find YOUR Path

Utilizing tools such as the NIST NICE framework, students can understand how
to plan and progress within the field of cybersecurity. The growth and interdisciplinary
nature of the field has naturally built new positions at various levels of technical
application. This theme utilizes the www.cyberseek.org tool to discuss the wide array of

positions and requirements of different pathways within the cybersecurity field.

The structure of theme, personal application of the theme, real world direct application of
the theme, and semi-technical detail of the theme reinforce the societal value of understanding
the security theme at hand to all students at any level. Student understanding of societal value
has been proven to be influential in driving women and underrepresented minorities to stay
within the computing field [53]. Making this seminar series available to students of every
background allows for students to understand the risks and responsibilities of personal and

organizational decision-making regarding cybersecurity.
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4. EVALUATION

The seminar series’ target audience is first- or second-year students at the university
level. These students voluntarily attend a number of the provided seminars and may or may not
have decided on a field of study, major or minor. We seek to determine if student perception of

cybersecurity can be positively bettered through the use of this seminar series.

4.1. Recruitment

Students were recruited using e-mail and flyers distributed to freshman or sophomore
‘seminar’ courses within the engineering department. We targeted ‘introductory seminar’ courses
because they are offered to large populations of first- and second-year undergraduate students.
These courses address a variety of topics and provide students a view of the department or
college and the academic activities within it, such as teaching and research. Additionally, at
Texas A&M University, the College of Engineering course size is limited to 100 students except
for seminar courses. This exemption allows us to target the largest population of students
through the seminar course alone. We estimated that 850 students in the College of Engineering
received direct communication through e-mail or an announcement within a seminar course. E-
mail communication is often ignored by students [45, 46]. Therefore, most likely, considerably
less than 850 students knew about the seminar following advertisement efforts. In-person and
other recruitment efforts were not pursued due to Covid-19 restrictions and an effort to ensure

the students recruited were of the appropriate year group.

4.2. Survey Implementation

The introductory seminar (i.e., the first one in the cybersecurity series) begins with a
survey that records the students’ initial understanding and perception of the cybersecurity

profession. These surveys captured composite trends of perception and do not preserve
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personally identifiable information. Following the conclusion of the final seminar within the
series, all attendees are asked to complete a follow-up survey to assess the effect of the seminar
on the student’s perception. Participation in all three seminars of the series is also rewarded with
a copy of Nicole Perloth’s “This is how they tell me the world ends”. Participation in the survey

is strictly optional and not a condition of attendance of the seminar.

The survey is implemented utilizing the Likert scale determining a subject’s agreement
with statements presented to them [64]. Likert scales are best used for determining perception
regarding specific topics or opinions [17]. The structure of the survey is divided into three
categories: Impression of the Cyber Security Profession (Impression), Understanding of the
Impact of Cyber Security (Understanding), and Decision Regarding their Participation in a
Cybersecurity Minor (Decision). These categories assist in focusing our assessment of student
perception over time. Using these three categories, we can numerically gauge the students initial
and follow-on perception of the profession and their potential role in it. The responses are limited
to a drop-down menu including ‘Strongly Agree’, ‘Somewhat Agree’, ‘Neither Agree or

Disagree’, ‘Somewhat Disagree’, and ‘Strongly Disagree’. The questions are listed as follows:

1. The cyber security profession is easy to understand. (Impression)

2. Nothing can be done to protect my data from attackers. (Impression)
3. The security of programs I write is important to me. (Impression)

4. The security of applications I use is important to me. (Impression)

5. Ican eliminate buffer overflows from my programs. (Understanding)
6. Tunderstand the concept of a zero-trust architecture. (Understanding)
7. Cyber-attacks have an impact on my life. (Understanding)

8. I will be pursuing a cyber minor. (Decision)
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9. The cyber minor will increase my understanding of security. (Decision)
10. I must be a CS major to be prepared to participate in the cyber minor. (Decision)
Questions 3, 5, and 6 violate the assumption of “any” background within our study as

recruitment efforts were made specifically within the engineering department. These technical
detail questions seek to determine what state of understanding the students attending the
seminars may have. These questions have a low expected perception indicating little to no
technical understanding. In addition to these ten questions, students are given the option to
provide the gender they identify with via a drop-down menu of ‘Male’, ‘Female’, ‘Non-Binary’,
and ‘Prefer not to say’. This allows for an understanding of perception based on gender and the

potential impact of the seminar series on each identified gender.
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5. SURVEY RESULTS

To establish a control group of expected first- and second- year student understanding,
the introductory seminar (‘The Security Dilemma’) was presented to the seminar-style course
CSCE 181- Introduction to Computing (CSCE 181) offered in the Fall 2021 term. This course is
required by three majors: BS in Computer Science, BS in Computer Engineering, and BA in
Computing. Most students take the course in their second year, immediately following
acceptance into one of the three specified majors. By capturing the views from students in this
course, we created a picture of second-year student impressions. This cohort was used as the
control group because these students had previous exposure to coding. The cohort who
participated in the optional survey assessment included 279 students (81% male, 16% female,

2% non-binary, 1% preferred not to say).

The baseline impression in the category of ‘Impression of the Cyber Security Profession’
showed that students largely had a negative perception of technical questions such as zero-trust
architectures or buffer overflows, as expected with little or no technical understanding. They
also believe the cyber security profession is difficult to understand. However, students did
understand that actions can be taken to protect their data. In the category of ‘Understanding of
the Impact of Cyber Security’ students understood that cyber-attacks play a role in their lives and
value the security of the applications they use and build. In the category of ‘Decision Regarding
their Participation in a Cyber Minor’ students understood the minor would increase their
understanding. Most students at the time of the seminar were undecided on whether to pursue a
minor. 42% of students were unsure if the cyber minor was restricted to computer science
majors. The numerical distribution of student response by percentage and count per question is

reflected within Table 1.
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Strongly |Somewhat |Neither agree |Somewhat|Strongly

Category Question Agree agree nor disagree |disagree |disagree
| must be a Computer Science Major to be

Decision prepared to participate in the Cyber Minor. 4.30% 18.64% 20.07% 25.81% 31.18%
The Cyber Minor will increase my

Decision understanding of security. 55.91% 36.20% 5.73% 1.79% 0.36%

Decision | will be pursuing a cyber minor. 17.20% 11.11% 46.24% 11.11% 14.34%
The security of applications | use is important

Impression to me. 72.04% 25.09% 2.87% 0.00% 0.00%
The security of programs | write is important

Impression to me. 52.33% 34.41% 10.39% 2.15% 0.72%
The Cyber Security Profession is easy to

Impression understand. 5.38%| 21.86% 28.67%| 31.54%| 12.54%
Nothing can be done to protect my data from

Impression attackers. 2.51% 3.94% 5.38% 27.60%| 60.57%
| can eliminate buffer overflows from my

Understanding |programs. 7.17% 11.47% 44.80% 13.62% 22.94%
| understand the concept of a zero trust

Understanding |architecture. 5.38%| 10.04% 15.77%| 20.07%| 48.75%

Understanding |Cyber attacks have an impact on my life. 32.26% 37.63% 15.77% 8.96% 5.38%

Table 1. Baseline Student Responses by Percentage and Count Per Survey Question

Two separate iterations of the modified, three seminar format, cybersecurity series were
performed for evaluation of the provided intervention group. Iteration one took place following
the seminar-style course. Dates for this implementation were distributed over the course of five
weeks, one every other week within the fall of 2021: 28 September, 12 October, and 26 October.
Iteration two was implemented under a condensed timeline distributed over the course of two
weeks within the spring of 2022: 8 February, 10 February, 15 February. Conducting the
iterations in this manner provides attendance as a gauge of interest within the students over long-
and short-term interaction. The attendance maintained a population of 6-10 students for iteration

one and 9-11 students for iteration two.

Through iteration one of our intervention method, we received six voluntary participants

in the primary introductory seminar, six participants in the second seminar, and 10 participants in
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the third seminar. This level of participation, although small in relation to the number of
students who received recruitment e-mails, is at the expected level of participation due to student
perceived barriers to participation. Barriers to participation in these seminars included the
voluntary status, no academic incentives, occurrence during the evening, and the location at the
computer science building far from the primary undergraduate engineering building. Student
impression from the introductory seminar in the three-seminar series is consistent with that of the
baseline impressions from CSCE 181. The population of the first seminar consisted of six first-
year students who were not in attendance of the CSCE 181 presentation. The largest change
within this population against CSCE 181 is that half of these students were unsure about
pursuing a cyber minor and one-third were unsure if the minor was restricted to computer

science majors.

The total population of the second seminar included three first-year students and three
second-year students. This population reported increased confidence regarding ‘Understanding’,
specifically buffer overflows, but demonstrated the same baseline impressions of the cyber
profession and the cyber minor. All data for the initial survey from the first and second seminars

is displayed in Table 2 and Table 3.
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Strongly Somewhat |Neither agree| Somewhat Strongly
Category Question Agree agree nor disagree disagree disagree
Impression The security of applications | use is important to me. 83.33% 16.67% 0.00% 0.00% 0.00%
Impression The security of programs | write is important to me. 83.33% 16.67% 0.00% 0.00% 0.00%
Impression The Cyber Security Profession is easy to understand. 16.67% 33.33% 50.00% 0.00% 0.00%
Nothing can be done to protect my data from
Impression attackers. 0.00% 0.00% 0.00% 33.33% 66.67%
I must be a Computer Science Major to be prepared to
Decision participate in the Cyber Minor. 0.00% 16.67% 33.33% 16.67% 33.33%
The Cyber Minor will increase my understanding of
Decision security. 66.67% 33.33% 0.00% 0.00% 0.00%
Decision 1 will be pursuing a cyber minor. 16.67% 33.33% 50.00% 0.00% 0.00%
Understanding|| can eliminate buffer overflows from my programs. 0.00% 16.67% 50.00% 16.67% 16.67%
Understanding|l understand the concept of a zero trust architecture. 16.67% 0.00% 33.33% 0.00% 50.00%
Understanding|Cyber attacks have an impact on my life. 33.33% 16.67% 50.00% 0.00% 0.00%

Table 2. Iteration One, Seminar One Results of Initial Student Survey by Percentage

Strongly Somewhat |Neither agree| Somewhat Strongly
Category Question Agree agree nor disagree disagree disagree
Impression The security of applications | use is important to me. 100.00% 0.00% 0.00% 0.00% 0.00%
Impression The security of programs | write is important to me. 100.00% 0.00% 0.00% 0.00% 0.00%
Impression The Cyber Security Profession is easy to understand. 0.00% 0.00% 0.00% 66.67% 33.33%
Nothing can be done to protect my data from
Impression attackers. 0.00% 0.00% 0.00% 33.33% 66.67%
I must be a Computer Science Major to be prepared to
Decision participate in the Cyber Minor. 0.00% 0.00% 0.00% 33.33% 66.67%
The Cyber Minor will increase my understanding of
Decision security. 0.00% 66.67% 33.33% 0.00% 0.00%
Decision I will be pursuing a cyber minor. 33.33% 33.33% 33.33% 0.00% 0.00%
Understanding|l can eliminate buffer overflows from my programs. 0.00% 66.67% 33.33% 0.00% 0.00%
Understanding|l understand the concept of a zero trust architecture. 33.33% 0.00% 0.00% 66.67% 0.00%
Understanding|Cyber attacks have an impact on my life. 33.33% 33.33% 0.00% 33.33% 0.00%

Table 3. Iteration One, Seminar Two Results of Initial Student Survey by Percentage

Strongly Somewhat Neither agree [Somewhat Strongly
Category Question Agree agree nor disagree |disagree disagree
Impression The security of applications | use is important to me. 100.00% 0.00% 0.00% 0.00% 0.00%
Impression The security of programs | write is important to me. 80.00% 20.00% 0.00% 0.00% 0.00%
Impression The Cyber Security Profession is easy to understand. 20.00% 30.00% 10.00% 40.00% 0.00%
Nothing can be done to protect my data from
Impression attackers. 10.00% 0.00% 0.00% 30.00% 60.00%
I must be a Computer Science Major to be prepared to
Decision participate in the Cyber Minor. 10.00% 10.00% 0.00% 30.00% 50.00%
The Cyber Minor will increase my understanding of
Decision security. 80.00% 20.00% 0.00% 0.00% 0.00%
Decision 1 will be pursuing a cyber minor. 50.00% 30.00% 20.00% 0.00% 0.00%
Understanding|l can eliminate buffer overflows from my programs. 40.00% 10.00% 40.00% 10.00% 0.00%
Understanding|l understand the concept of a zero trust architecture. 50.00% 40.00% 0.00% 10.00% 0.00%
Understanding|Cyber attacks have an impact on my life. 70.00% 30.00% 0.00% 0.00% 0.00%

Table 4. Iteration One, Seminar Three Results of Final Student Survey by Percentage
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The population of the final seminar within the first iteration of the series consisted of a
combination of students from the first two seminars. Thus, with ten total students we completed
the closing survey to evaluate final impressions of cybersecurity and specifically their interest in
the cybersecurity minor, as seen in Table 4. Within these populations, we were able to analyze
the change in student perception through the seminars utilizing student interest in the cyber
minor. Figure 1 demonstrates the degree of influence on student attendees looking specifically at
the question, “I will be pursuing a cyber minor based on percentage of student respondents per
level of agreement. Within this small population we observed a strong increase in interest in the

minor through a higher percentage of “Strongly Agree” responses in the final seminar.

Through the first iteration, seminar attendance changed student impression in the
category of ‘Impression of the Cyber Security Profession’ to one of more confidence in their
understanding of zero-trust architectures. The students were still mixed on their confidence to
eliminate buffer overflows from their programs, but 100% believed actions could be taken to
improve the security of their data. Additionally, 50% believed the cyber security profession is
easier to understand in comparison to 26% in the baseline and 16% from the introductory
seminar. In the category of ‘Understanding of the Impact of Cyber Security’ students have a
stronger understanding that cyber-attacks play a role in their lives and highly value the security
of the applications they use and build. In the category of ‘Decision Regarding their Participation
in a Cyber Minor’ students understood the minor would increase their understanding, understood
the minor was not restricted to computer science, and 80% decided on actively pursuing a minor

in comparison to 28% in the baseline and 50% from the introductory seminar. Due to the
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anonymity of our survey, determining if the students registered for the Cyber Minor was

unachievable.

Student Interest in Cybersecurity Minor
60%
50%

40%

30%

20%

10% I I
o

Seminar 181: Sep 14 Seminar Series #1:  Seminar Series #2:  Seminar Series #3:

X

(279) Sep 28(6) Oct 12(3) Oct 26(10)
B Somewhat Agree B Neither Agree or Disagree M Strongly Agree
Somewhat Disagree B Strongly Disagree

Figure 1. Analysis of Student Interest in the Cybersecurity Minor Following Baseline and

Iteration One

Our second iteration of the seminar series gained a more population of nine students
consisting of more diverse year groups. Our audience in the introductory seminar included 2 first
year, 2 second year, 3 third year, 1 fourth year, and 1 fifth year student. The audience in the final
seminar included 2 first year, 1 second year, 2 third year, 2 fourth year, and 2 fifth year students.
However, upon conclusion of the seminar series, four total students provided final surveys. All
four students were fourth- or fifth-year students. In this regard, we cannot accurately learn of
their changed perception utilizing their interest in the minor as they no longer can be influenced
to participate in the cybersecurity minor. The first through third year students opted out of

completing the final surveys. Initial technical understanding of cybersecurity for this cohort was
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relatively different than that of our initial seminar baseline, numerical findings are listed within
Table 4. Regarding technical abilities, they reported an even distribution of knowledge for
eliminating buffer overflows (3 claimed they can, 3 were uncertain, and 3 could not). However,
none reported understanding the concept of a zero-trust architecture. Their non-technical
‘Impression of the Cyber Security Profession’ reflected that of the baseline group as they believe
the profession is unclear and understand they can take actions to protect their data. Their
‘Understanding of the Impact of Cyber Security’ reflected that of the baseline as they believed
cyber-attacks play a role in their lives and value the security of the applications they use and
build. Finally, their ‘Decision Regarding their Participation in a Cyber Minor’ was evenly split
through the population with 3 pursuing, 4 unsure, and 2 not pursing the minor. However, the

cohort understood the minor is interdisciplinary and will improve their understanding of

cybersecurity.
Neither
Strongly | Somewhat | agree nor | Somewhat | Strongly

Category Question Agree agree disagree disagree disagree
Impression The security of applications | use is important to me. 66.67% 33.33% 0.00% 0.00% 0.00%
Impression The security of programs | write is important to me. 55.56% 33.33% 11.11% 0.00% 0.00%
Impression The Cyber Security Profession is easy to understand. 0.00% 11.11% 33.33% 44.44% 11.11%

Nothing can be done to protect my data from
Impression attackers. 0.00% 11.11% 11.11% 33.33% 44.44%

| must be a Computer Science Major to be prepared
Decision to participate in the Cyber Minor. 0.00% 0.00% 22.22% 0.00% 77.78%

The Cyber Minor will increase my understanding of
Decision security. 55.56% 11.11% 33.33% 0.00% 0.00%
Decision | will be pursuing a cyber minor. 33.33% 22.22% 11.11% 11.11% 22.22%
Understanding |l can eliminate buffer overflows from my programs. 22.22% 11.11% 33.33% 11.11% 22.22%
Understanding |l understand the concept of a zero trust architecture. 0.00% 0.00% 22.22% 22.22% 55.56%
Understanding |Cyber attacks have an impact on my life. 22.22% 66.67% 11.11% 0.00% 0.00%

Table 5. Iteration Two, Initial Student Responses by Percentage
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Neither

Strongly | Somewhat | agree nor | Somewhat | Strongly
Category Question Agree agree disagree disagree disagree
Impression The security of applications | use is important to me. 25.00% 75.00% 0.00% 0.00% 0.00%
Impression The security of programs | write is important to me. 75.00% 25.00% 0.00% 0.00% 0.00%
Impression The Cyber Security Profession is easy to understand. 0.00% 0.00% 75.00% 0.00% 25.00%
Nothing can be done to protect my data from
Impression attackers. 0.00% 0.00% 0.00% 75.00% 25.00%
I must be a Computer Science Major to be prepared
Decision to participate in the Cyber Minor. 0.00% 0.00% 25.00% 25.00% 50.00%
The Cyber Minor will increase my understanding of
Decision security. 50.00% 50.00% 0.00% 0.00% 0.00%
Decision I will be pursuing a cyber minor. 50.00% 0.00% 25.00% 25.00% 0.00%
Understanding |l can eliminate buffer overflows from my programs. 50.00% 25.00% 25.00% 0.00% 0.00%
Understanding |l understand the concept of a zero trust architecture. 25.00% 50.00% 0.00% 0.00% 25.00%
Understanding |Cyber attacks have an impact on my life. 50.00% 50.00% 0.00% 0.00% 0.00%

Table 6. Iteration Two, Final Student Responses by Percentage

The diversity of this cohort and older demographic reflected a byproduct of the seminar

that was unexpected. Although half of these students are participants in the cyber minor, all four

survey participants reported an increased understanding of zero trust networks as seen in Table 5

and Table 6. Multiple students gave feedback following the seminar, all thanking the instructor

for the opportunity. Previously unanswered open-ended comment boxes were utilized in student

responses of this mixed-method survey. The two student opinions quoted below indicate that the

material covered in the seminar series was informative even for students with a high-level of

exposure to cybersecurity.

“I believe the topics covered gave a better understanding of cybersecurity. I have read

books in the field for about two years and still learned some new thing in this seminar series.”

“I have really enjoyed the series so far and learning about cyber security this past week

has really motivated me to spend more time being up to date on cyber security standards both in

my personal life and in my career moving forward. Thank you so much for your time.”
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Overall, the effect of the seminar was one of increased perception of cybersecurity
through student reported desire to learn more about cybersecurity and potentially joining the
cybersecurity minor. Students felt more confident in basic terminology and, where applicable,
reported interest in pursuing the cybersecurity minor. The second iteration specifically revealed
that students of more advanced year groups reported increased perception of cybersecurity from

the structure and representation of cybersecurity themes taught in the provided manner.
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6. CONCLUSION AND FUTURE WORK

Implementation of the seminar series with a small participant population of undergraduate
first-year students demonstrated a positive transformation of students’ perceptions of
cybersecurity. Students who participated in the seminar series increased their overall interest and
established a positive perception of the cyber security field. This implementation was limited by
advertising and reach capabilities, resulting in a small cohort of students with an assumed lack of
exposure to cyber security.

However, we believe, in populations from outside the engineering department, this seminar
series can still provide clarity and application to classroom learning of cybersecurity. The use of
current events and thought-provoking questions and discussion reiterate the concepts and the
importance of the security themes. Our second cohort demonstrated the impact of such a structure
through their appreciation of the seminar and their self-reported increased understanding.

Future implementation of this seminar series should be completed as a reception process
for new first year students. Introducing incoming freshmen of all departments to basic
cybersecurity topics allows the student to understand their role as a user and exposes the
interdisciplinary nature of the field. To gain maximum participation scheduling times should be
prior to heavy course loads, allowing students to learn about the field. This would provide all
students with exposure to the basic themes of cybersecurity defined in the introductory seminar.
Students of all majors should be afforded the opportunity to learn more about cybersecurity in their
daily lives and its interdisciplinary nature.

Future implementations with a focus on engineering students should extend the length of
the seminar and incorporate introductory capture the flag activities which match the themes
discussed. To measure the change in student perception regarding the cyber security minor,

registration numbers for the minor should be monitored following the implementation of the series

35



to maintain anonymity and student questions, comments and in-seminar interactions should be
recorded. Recording all interactions resulting from the seminar series can help analyze how the
student perception is truly changed. This would reveal if the use of thought-provoking questions,
current events, or the discussion of the two in relation to technical terms assisted in positively
changed student perception of cybersecurity. In parallel to this work a map for introductory
exposure and measurement tools for technical skillsets can greatly assist instructors in clarifying
the field of cybersecurity.

Additionally, this seminar series could be tested as a reinforcing tool for topics covered in
security-centric coursework. The second cohort in this study demonstrated that regardless of year
group, all security students could benefit from exposure to a real-world and application-based
seminar series.

To aid in future implementations of this seminar series, the materials utilized within the
seminar and  discussion guides have been released for public use at

https://sites.google.com/view/cyberexplained/home. Snapshots of the publication are listed as

Appendix E. Additionally, lesson plans will be added to website resources by the authors to

prepare and guide instructors who wish to carry out this seminar series in their own institutions.
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* Nothingis100%

+ Slow and Secure Coding
Use Your Tools

Everythingis Connected

+ “Everything can be intercepted... Everything can
be captured. People have no way of verifying the
integrity of these systems...Everything is
vulnerable.” - Dave Retz
The “CIA” of Security:

— Confidentiality- only you are allowed to access your
information or data which has been authorized to you

— Integrity- only you are allowed to modify your
information or someone you have granted access to

— Availability- ensure the information is available for
use when needed

Al AL
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Users are Essential

Have you ever entered a building through an exit or
been on the wrong side of the ‘barrier’ when you
shouldn’t have?
Aug 2021:
27 Texas school districts have been attacked with
ransomware in the past two years. Most attacks utilized
social engineering to convince an employee to launch the
software. Often students' names, date of birth, and addresses
are taken.
Oct 2020:
Russian national on a tourist visa offered a Tesla employee $1
million to help infect the Tesla network with ransomware and
theft of corporate secrets and sensitive information.

Ai M

Users are Essential

» The basic desire of people to be helpful is

often utilized as attackers' tool to enter target
systems. This manipulation is Social
Engineering.

+ Keys to being a responsible user are:

— Know what wrong looks like (phishing, spam,
shoulder surfing, fake news)

— Frequent software updates

— Reporting suspicious emails, phone calls, or texts
— Frequent password updates

— Limit your interactions to minimize your digital

footprint AT&

Nothingis 100%

» What information can the public find on your social
media accounts?

+ Apr2o21:

Nothingis 100%

+ Take your security into your own hands.
— Reviewthe TAMU Network Use policy.

Facebook is seraped for 530 million users name, phone
number, email, and other public details. Information
gathered from the site was willingly posted to the public as a
user's choice. This data allows attackers to target users for
spam, phishing, and phone eampaigns.
+ Aug2021:
Taliban checkpoints are searching Afghan phones for photos
of the citizen searched with Afghan politicians, Army, or
western influences. Facebook is WDIRCLUE to secure personal
networks by removing the ability to search and view the
‘Friends’ list but photos have not been secured.

AI M

Slow and Secure Coding

+ When coding what percentage of your
dedicated working time consists of testing
your project? What are you looking for?

* Dec 2020:

The FBI announces the new attack of ‘swatting’.
This attackutilizes compromised smart home
devices to steal log in eredentials for their
livestreaming camera or smartspeaker. The
attacker then calls the police and reports a ecrime at
the home with the follow-on response recorded or

streamed online.
A
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- Followthe network policies for devices, sites,
and applications utilized.

— Use VPNs for secure browsing.

— Limit the information available within your
social media accounts, public and private.

- Limit your discussions on social media.
—Turn off automatic geotagging.

A

Slow and Secure Coding

+ Facebook moved from values thatincluded ‘move

fast and break things’ to principles that are
centered around security and privacy. Startups
tend to focus on the development of a product that
simply works. This mindset allows for insecure
coding and provides consumers with products they
may leave them vulnerable when put imnto use.
Concepts:

— Error and Exception Handling

— Input and Output Validation

— Normalization

— Bug Tracking

A




TIPS &
TACTICS
RANSOMWARE

Use your Tools

* Keeping our systems
secure 1s a personal and
organizational and
network effort.

Our tools help prevent,
detect, and respond to
attacks.

Secure coding practices
are essential for
prevention: testing often,
identify buffer overflows,
format string attacks, or
integer ove:

How does the Cyber Minor fit
into your degree plan?

* Content is school dependent.

45

Use your Tools

+ Encrypt sensitive emails using digital certificates

+ Understand and train others on the techniques

attackersuse and be vigilant

Backup your data and update your systems on a

regular basis

Use complex but easy to remember passwords.

One technique is to use the first letter of a

sentence that means something to you. Ex. Reville

helps me do well at TAMU till 2025 ==
Rhmdw@Tt2025

Follow on optional seminars

* How and why are we attacked?
* Who is regulating cyber?
* What is the solution?

T




APPENDIX B

“How and Why Are We Attacked?” Presentation Slides

How & Why are we attacked?

* Objectives:

— Understand and be able to identify attack
categories

Cybersecurity Explained

How & Why Are We Attacked?

— Understand secondhand impacts of security

attacks
Dr. Dilma Da Silva
ina Miner * Qutcomes:

— Describe the importance of security to
national security

AI M
2022 Nina Miner, Texas A&M University -

Principles:

How & Why are we attacked? Reconnaissance

+ Reconnaissance + If you were going to conduct an attack on your
own system, what would you look for?
Intercept Sep 2021:
Invade The US Air Foree highlights the use of artificial
3 intelligence to aid in decision-making increases the risk
External Domino Effect of T.ttackﬁ t?rgeﬁngddata ﬁnd Al algm}'ﬂréms. :;\\I in thed
- military helps speed up the process of identifying an

Mutually Assured Destruction cueingltarge}jts f:sr Sol£ers ir}: the battlefield. s
“The idea of protecting Al systems has been an
afterthought in engineering and fielding AT systems.” —
National Security Commission on Artificial Intelligence

T

Reconnaissance Intercept

* Reconnaissance is completed to + What systems do you use that could be used
gather data for the attackers to °

utilize in the future or in as in intercept tool?
external subsequent attacks. ﬁ . Aug 2021:

- gzg::;ﬁfi;f:;gﬁi:nge Microsoft discovers over 350 domains as part of an

— Identifyactivemachines expansive phishing campaign designed t'o steal

— Find accesspoints and open = users' credentials using familiar security tools.
ports = SR

— Fingerprint the Operating
System

— Discoverserviceson ports

— Map the network

WCowassic
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Intercept Invade

“Everything can be intercepted... Everything ean be captured. - :
People have no way of ven’%' the integrity of these ‘ Hav_e you E‘.X})E‘.Ile]_](‘,ed a slowdown in
systems...Everything is vulnerable.” - Dave Retz efﬁc]ency of a device?
Attacks on the communication line: : i
— Denial-of-Service: Designed to prevent the system from * Mar 2021:
fﬂl“g‘;?g;:glgtg;;‘gg{ﬁ ; crash the system or toomany requests for 30,000 Mac devi_ces with tl¥e new M1 chip were
— Man-in-the-Middle: Routin, traffic between trusted hosts mrected witll a virus calle uver ArTOW .
in-the-Middl ing.all traffic dh fected with lled ‘Silver Sp

through an attacker, allows the attacker to modify or block traffic : : :
Trom the trusted recipient. X Delivered to systems through an application

— Phishing/Spear Phishing: emails that trickusers into providing downloaded outside of the App Store and

credentials, Spear Phishing specifically targets groups with : P s : :
things in common misclassified by Apple’s OS. Once installed, it

— Cache Poisoning: Send incorrect information to the user to sends status ll]JdEltE'S every hour to a control
redirectwebpage requests to false sites. server, checking for new instructions.

Al Al

Invade External Domino Effect

» Once communication has been intercepted, + How have cyber attacks in the past 2 years affected you?
. . 2 el
the credentials discovered allow attackers to As a studenl? As a consumer:
. . * Octz2o21:
dig deeper into the network.

. President Biden released a statement outlining the
+ Types of Invasion Tools: actions currently underway at the national level to

— Virus: malicious code that replicates by attaching secure American infrastructure and governance.

itself to another piece of executable code. - May ExecutiveGrder tv modernize the Federal Cybersecurity improvingon
publidyatailablesoftware.

— Worm: code that ean survive on its own and is - 1105;2;:1? 150 utilities serving oo million Americans have committed to security
ec) sies

replicated within each system it invades. _ InOctober, 30 countries will gather to discss the acoderation of combatting

- . . cybercrime, improving law enforcement collaboration, stemming the illicituse of
— Trojan Horse: software thatappears to do one crypio, and estzblishing a coalition of nations to investin G development.

thing but hides its true functions. AT& ﬁ

External Domino Effect Mutually Assured Destruction

Following the steps of attack, the security of large * What recent events have youread about

organizations is only as strong as the security o regarding cyberattacks? Do you understand the

the lowest level user. PN
goals, tools, and response to these attacks?

Attacks on one user can easily translate into an .
attackon the country. June 2017 — Feb 2022:

Risk regarding the security of the organization Russian military defense strategy begins with cyber war.
must be handled knowing the risk cannot be In June 2017, they launched NotPetya which shut down
eliminated altogether. major infrastructure operations in Ukraine and affected
global companies such as FedEx, Merck, Cadbury, and
AP Moller-Masersk. Russia has continued to utilize
cyber weapons as their first line of offense in 2022 by
defacing Ukrainian government websites.

A1 A1

Protecting systems is an active fight requirin
influence and understanding at every level o
technical development and use.
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Mutually Assured Destruction

+ Russia has proven they
will utilize their cyber
weapons to manipulate
opposing views and
nations.

China and North Korea
have responded in kind.
The United States has
been accused of cyber
weapon stock piling,
leaving global users at
risk of future attacks.

48

Follow on optional seminars

* Who is Regulating Cyber?
* Whatis the solution?




APPENDIX C

“Who is Regulating Cyber?” Presentation Slides

How & Why are we attacked?

; : * Objectives:
Cybe rsecu rItY EXp Iﬁa ined — Understand and be able to identify regulatory
gl iz et efforts toward security

— Understand how businesses must approach

security
Dr. Dilma Da Silva R

: : . -
Nina Miner Outcomes

— Describe how regulations impact security,
positively and negatively

T

2022 Nina Miner, Texas A&M University

Principles:

How & Why are we attacked? Privacy is Key
o Pricr : » Take a moment to check your geolocation tagging on
Privacy is Key your social media sites. V\.’hichgsites are see

« Reasonable and Necessary 3:1’(0“1?“10*‘]1}' taggingyou?
+ Apr2021
» Level UP 500 million records scraped from LinkedIn, 1.3 million
- Clubhouse profiles scraped, 533 million Facebook user
+ Medical and Trade details scraped. Public facing datais considered freeto
. scra%e and Tech companies are responding with ‘thisisn'ta
Personal Inte gr]ty problem’. In 2019, the Ninth Circuit Court of Appeals ruled
that the Computer Fraud and Abuse Act does not apply to
data that is publicly available and non-copywrite. June of
2021, the Supreme Court agreed to review the findings of the
Ninth Circuit’s judgement.
Ai M

Privacy is Key Reasonable and Necessary

+ The current patchwork of laws establishing a form of How often do you shop online? Do you have concerns
privacy and security online includes: regarding your financial information when conducting

— Electronic Communications Privacy Act %98'6) : Protects such transactions?
email and cell phones a%ams‘t ‘wiretaps’, estalfllsh criminal sanctions Jan-March 2021
for unanthorized accessto electronicrecords/ communi cations, Warning 5 . P .

anners give consentfor collection of data. California, Oregon, and New Yorkadded to the U.S. Federal Trade
) , o . . Commission’s requirement of ‘reasonable security’ through state

- g&ggﬁg;;%?&gﬁ?&ﬁﬁ;é? (01‘986) él\{ik;;lt ?&Tﬁ:gdin laws. Each highlights that manufacturers of connected devices
Hterstate cm%umerm. governm pu must equip the devicewith security features that are:

— Gramm-Leach-Bliley Act (1999): Requires firms todisdosethe 1) Appropriateto the nature and function of the device
information theycollect; howthey protect it, and with whom they share 2) Appropriateto the information the deviee collects, contains, or
it h . ) transmits

Designed to protectthe deviceand any information contained
therein from unauthorized access, destruction, use,
modification, or disclosure.

Al AJF

— Sarbanes-Oxley Act (2002): All progessesassodated with 3)
financial reporingmust becentrolled and audited on aregular basis.

— And many others including specific state level laws.
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Reasonable and Necessary Level Up

Personal risk is required in the purchase and use of

internet plans, devices, and Wi-Finetworks.

The FTC regulates the environment in which these
roducts are developed through the enforcement of

reasonable and necessary’ security features.

This general language has given producers and users

the ability to extendthe scope of software in their

products while providing broad definitions of

security.

Red flags rule provides g}tllidelines for compliance and

example red flags in the hopes of minimizing and

deterring identity theft.

» Where do you store important documents?
Birth certificate? Passport? Digital
Transcripts?

Jan 2022:

ConcentricInec. announces 2021 as a record year- a
400% sales growth in their product. They secure
data-centricwork using Al to protect business-
critical information regardless of the complex
database and file system utilized. The deep learning
solution finds sensitive content, assesses risk, and
remediates security issues found,

Al A

Level Up Medicaland Trade

+ Have you seen a doctor via a telehealth

Each document tied to our g e T
considered Critical until on

downgraded to
Confidential, Internal, or

Public. These tiers are based

on the Texas A&M
University Data
Classification Policy and
Procedures.

Each organization will have
their own tiered system of
classification modeled after

‘Can resultin criminal or civil
panalfties finappropraly
handled

Critical Highast

Confiental High
permissions-based socss
Univesity  Moderate  Typicdlyaccessed by
Intemal employses durng unersty
business, may be released
upon requestwith
modifications.
2w r2strictons, lamgely for
public knowledge

portal?

+ Dec 2021:

Three New Jersey cancer treatment providers were
fined and settled a $425,000 penalty and consent
decree following a phishing attackand databreach.
This one attack exposed the personal and protected
health information of 105,200 patients. Despite the
provider taking the correct steps to mediate the
situation, the penalty resulted from a lack of

improveci and updated security systems.

Al Al

the military classification
structure.

Medicaland Trade Trust

» Whatvalues do you associate with trust? How does trust
apply to you as a digital consumer? How does it apply to
you as a student?

» Hospitals typically hire consultants to
complete security checks and respond to
cyber attacks. With aid in this format,
timeliness of response can be slowed.

International trade and transactions across
national borders is regulated by the FTC.
These two industries incur high federal
penalties or criminal punishments for
mishandled or malicious data within their
systems in the hopes of preventing such
disclosures.

Feb 2022:
A German teenager discovered vulnerabilities in a third-
party app, TeslaMate. This vulnerability allowed the
teen to unlock doors, flash headlights, and blast music
in 25 different Tesla's that use the app. Additionally, the
location data of the Tesla in question would be shared
with the hacker, allowing for tracking and potentially
physical attacks.

Al A
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Trust Follow on optional seminars

* Designers are responsible for the security « Whatis the solution?
of applications on a bit-by-bit level.

Users are responsible for the security of
applications through choices made in their
operation of the application.

» Trust between designers and users is
required at every level to maintain security
of the designer, developer, user, and
application.

T
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APPENDIX D

“What is the Solution?” Presentation Slides

Cybersecurity Explained

What is the Solution?

Dr. Dilma Da Silva
Nina Miner

2 Nina Miner, Texas ARM University

Principles:

What is the Solution?

* Protect the Castle

¢ Demand the Standard

¢ Govern the Hack

+ Continue Learning
Find YOUR Path

Protectthe Castle

Implementation of multiple tools is essential for
security

Firewalls, antivirus software, software updates
Zero Trust Networks:

— Continuous monitoring and validation of logins and
connections

— Least privilege access (need-to-know)

— Device access control, preventing unwanted devices from

connecting
— Multifactor authentication

— Microsegmentation, break security perimeters into small

zones

Regular user trainirég to ensure organization security

policies are followe

T
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Whatis the Solution?

+ Objectives:
— Understand how protections can be
implemented on standing systems

— Understand security expectations as a user
and developer

* Qutcomes:

— Describe the importance of your knowledge,
skill, and abilities for the field of Cybersecurity

i

+ Youhave been hired as a cybersecurity consultanttoa
small business. What infrastructure do expect to see
for security?
+ Oct 2021:
The US Army is establishing a zero-trust cybersecurity
framework. This will require all users to be verified prior to
accessing the network. This is a huge shift for the Army as
typically systems have been introduced for field use without
rastructure to protect those systems built in.
Ai M

Demand the Standard

+ Think about systems youuse on a daily basis, what security
expectations do youhiave for these platforms?

= Augsozi:
Cyberseayrity and Infrastruchire Security Agency(CISA) launched Joint,
Cyber Defense Collaborativewith themmssion of ‘bnn_g;né]togeﬂlergubhc
and privatesector entities to unify deliberateand crisisachon planning,
while coordmating the mbegge:ted’ed\;caﬂm of these plans. Theplans will
promotenational resilience by coordinatingactions toidentify, protect, |
aggm st,detect, andrespond to malidouscyber activity targetingUS critical
infrastructure andnational interests”




Demandthe Standard

The highest standard of security should be
expected and requested of the organizations
we work in and with.

If the standard is not being met, we should
feel comfortable requesting additional
protections for our data, intellectual
property, and personally identifiable
information.

Explore the TAMU policy and procedures.

Governthe Hack

* What zero days have you heard of and

what capabilities did they have?

* May 2017:

Protecting Our Ability to Counter Hacking Act
of 2017 was introduced to the Senate and
stalled. It would mandate that any zero-days
retained by government agencies be periodically
reevaluated and require annual reports to
Congress and the public.

K[ K[

Governthe Hack Continue Learning

As global citizens, we need to advoeate for and push our + How do you maintain your strength and skills as a

representatives to fight for protections of systems we rely on.
Zero-days stockpiled by governments leave the users of those
systems vulnerable until discovered or released to the owning
organizations.

Protections happening:

— CyberCommand began uploading malware samples it
discovered to VirusTotalin 201q.

Protections possible:

— Zero-day exclusivity- continue the practice of paying for zero-
days but require exclusive business and the ability to turn these
vulnerabilifies in for patching when deemed necessary.

— Red lines around vulnerabilities related to critical infrastructure
such as hospitals, election infrastructure, airplanes, nuclear
facilities, etc.

student ?

Oct 2021:
IBM is meeting their security skills gap by hiring
professionals who may not have the traditional college

degree but do have specific skills and aptitudes needed.

“Once hired, these new employees are expected to strivefor contimious
learning and professional growth. There are many newerrcles and areas
emergingin the security spacelike risk management, security strategy and
govemnance, DevSecDps,identity & accessmanagement, threat hunting,
security orchestration, automation and response//IT automation, Alin
security, ete.”

- PrashantBhatkal, Security Software Sales Leader, IBM Technology

AT& Sales AT&

Continue Learning Find YOUR Path

+ What jobs do you foresee yourself possibly filling in
the future?

+ Octz2o021

Keep up with trends
— Technology is the fastest growing and changing field
Managing newthreats or events

— COVID-19 revealed the insecurity of digital tools used to
con%u%t business and allowed attackers to build new attack
methods

Keep up with hardware changes
— Growing reliance on I0T and connected devices
Prioritize skills development

— With such a wide range of tools and techniques for
security, refining these skills is essential

Take an interdisciplinary approach to application

A
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A panel of infosec advocacy directors at (1SC)2 Security
Congress discussed the growing image problem eontributing
to the cyber skills gap. 60% of Cybersecurity Workforce
Survey participants said the organizations they work for are
contending with a shortage of cybersecurity staffers. Many
survey respondents outside of the workforce view the field as
having a high cost of entry, feel like they need more
education, or need to earn certain certificates before getting
the job.

Women are most intimidated by this field as they only
comprise a quarter of the worlforce.

K[




Find YOUR Path Closing Survey

* https://www.cyberseek.org/pathway.htmml « Https://u.tamu.edu/ZCNhAfRN
» Take a minute to review roles in the
Cybersecurity field which may interest
you.
—What are the expected skills and levels of
education?
—What NIST security principles does that
position focus on?
AT

-
Cyber Opinion Survey
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APPENDIX E

Snapshot of the Digital Publication of Seminar Products

CYBERSECURITY
EXPLAINED

The Security Dilemma

How & Why Are We Attacked
Who is Regulating Cyber?
What Is The Solution?
Madifications

Leader Resources

Use Notification

Cybersecurity is one of the fastest growing and interdisciplinary industries with an estimated 3.5 million jobs unfilled in 2025. In large part,
this is due to societal misconceptions about cybersecurity professionals. In efforts to bridge this gap and bring a common level of
understanding to first year, undergraduate, populations we have designed this four part seminar series. Each seminar includes five principles
with current topics and events that relate to or reveal the importance of these principles. This series can be modified into a three part series
or shorter based on time constraints. To reach optimal exposure, we recommend this series be offered as a component of first year
orientation. If you plan on implementing this seminar series or a portion of this series, please notify the author via the use notification form.

THE SECURITY DILEMMA

On overview of the security environment we currently live in and beginning Cybersecurity Explai ned
principles to start approaching problems with a security first mindset. Th D

Dile

= Everything is Connected - How the internet was designed and the purpose
behind the CIA triad. Dr, Dilma Da Silva

. . . . . . . Nina Miner

= Users are Essential - Discussion and explanation of Social Engineering, the
most used attack method.

= Nothing is 100% - Trust in digital products cannot be unquestioned,
understand the security of your tools. 2022 Kina Miner

= Slow and Secure Coding - Security begins with the developer and alter the

purpose of their programs. Intro Survey

= Use your Tools - Details some techniques we can use on a daily basis to
increase our security posture. * Hittps://u.tamu.edu/ZCNhAfRN

Page 16 e +
- g L]
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Cybersecurity Explained

How & Why Are We Attacked?

Dr. Dilma Da Silva
Nina Miner

used.

Texas ARM University

How & Why are we attacked?

weapons.
- o

attanls

— ITndarctand and ha ahla ta idantifu

WHO IS REGULATING CYBER?

A description of the regulations and policies in place which strive to achieve a
higher standard of privacy and security.

= Privacy is Key - Details regarding laws which together form our regulations
regarding user privacy.

Reasonable and Necessary - Discussion on the personal risk associated with
online transactions and expectation of security.

= Level up - Discussion on information confidentiality and how to determine
the security required of your systems.

= Medical and Trade - Details on HIPPA and how the Federal Trade Commission
(FTC) minimize lost personal medical and financial data.

= Personal Integrity - Discussion on the roles of developer versus user and the
decisions both make as secure digital citizens.

56

HOW & WHY ARE WE ATTACKED

A discussion of the techniques attackers utilize to understand the vulnerabilities
targeted and the effects of these attacks.

Reconnaissance - Discussion on the process of data collection to define
weaknesses in target systems.

Intercept - Details regarding different attack techniques and how they are

= |nvade - Details regarding tools which replicate and spread.

External Domino Effect - Discussion on the ramifications of low level attacks
on security at large.

Mutually Assured Destruction - A discussion on the current state of cyber

regardin financial information when conducting
such transactions?

+ Jan-Marc
California, Oregon, and New York added to the U.S. Federal Trade
Com jon's requirement of ‘reasonable security’ through state
laws. Each highlights that manufacturers of connected devices
must equip the device with security features that are:

1) Appropriate to the nature and function of the device

2) Appropriate to the information the device collects, contains, or
transmits

3) Designed to protect the device and any information contained

therein from unauthorized access, destruction, use,

modification, or disclosure

Reasonable and Necessary

* Personal risk is required in the purchase and use of
internet plans, devices, and Wi-Fi networks.

* The FIC regulates the environment in which these_
products are developed through the enforcement of
‘reasonable and necessary’ security features.
This general language has
the al

|




Cybersecurity Explained

What is the Solution?

Dr, Dilma Da Silva
Nina Miner

© 2022 Nina Miner. Texas ARM University

What is the Solution?

T g | R

MODIFICATIONS

Modifications for the second seminar in a three seminar series can be made to focus the discussion on different aspects of security
dependent on the goals of implementation. We chose ta modify with a focus on technical aspects of attacks.

Our implementation of the seminar series utilized three seminars,
one per week for three weeks. The structure chosen for this
highlighted attack tools from 'How and Why are We Attacked?' and

privacy from 'Who is Regulating Cyber?".

Reconnaissance
Intercept

Invade

External Domino Effect

Privacy is Key.

WHAT IS THE SOLUTION?

A discussion on the tools, paths, and options we have for a more secure future

and how we can impact the change.

= Protect the Castle - Details and examples of security tools which may be
implemented at different levels.

= Demand the Standard - Discussion on U.S. Agency Operations to build the
strength of the national security capabilities.

Govern the Hack - Discussion on zero-days and how they are used on a
national security level.

Continue Learning - Discussion of ideas to maintain and grow in the field of
security and computer science.

Find YOUR Path - Discussion on the security force gap and interactive
exploration of the Cyber Seek tool available at cyberseek.org.

Cybersecurity Explained

How & Why Are We Attacked? Who is Regulating Cy

Dr. Dilma Da Silva
Nina Miner

Q +
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LEADER RESOURCES

To enable teachers and instructors with minimal exposure to cybersecurity, we are working to develop lesson plans that detail the goals of
each discussion topic, prompt, and objectives. These guides will be helpful prior to implementation and assist during the seminar to keep

discussions and movement on track.
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USE NOTIFICATION

Cybersecurity Explained

This form assists the creator, Nina Miner, understand the demand and utilization of
the Cybersecurity Explained seminar series.

Sign in to Google to save your progress. Learn more

* Required

What education level do you plan on implementing this seminar for? *

O k12
O First Year Undergraduate

O All Years, Undergraduate

O Other:

Enter your email address for potential follow up survey on your experience
in the implementation of this seminar series. *

Your answer
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