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ABSTRACT

Modern computing systems try to extract every bit of performance available through various
techniques such as hardware speculation and memory de-duplication. Recent Spectre and Melt-
down attacks have revealed different types of security vulnerabilities that can arise due to specu-
lative hardware in modern processors. Hardware speculation and complex software applications
running on these hardware make it extremely difficult to verify every possible functional aspects
of a system, which leads to security vulnerabilities within the system. Attackers tend to take ad-
vantage of these unforeseen vulnerabilities through means of both software and hardware attacks.

In this work, we focused on hardware attacks specifically through hardware trojans[1]. Hard-
ware Trojans can be defined as malicious modifications that are made in the design of a processor
or any other part of the integrated circuit(IC). These trojans can be inserted into the system during
design or fabrication phase. Economic factors have led to the semiconductor industry adopting the
approach of chiplet based design, where the functional design logic is distributed across multiple
chiplets which are fabricated with high yields and then are connected onto a die using interposers.
These chiplets are fabricated in fabrication facilities based in different countries to further stream-
line the fabrication process. Such an approach reduces the cost of manufacturing while also allow-
ing for the possible introduction of hardware trojans in the system during fabrication stages[2] in
untrusted fabs.

The study tackles the issue of security vulnerabilities brought in through these hardware trojans
in multi-core multi-chip systems with the use of active interposer technology. Interposers[3] are
used for interconnecting multiple chiplets onto a single die. Recent research show that interposers
can be active[4][5]. This means that design logic can be embedded into these interposers which
can then serve the role of monitoring transactions across chiplets. Interposers, which have a lower
technological constraint for fabrication, can be manufactured in trusted fabs and serve as the "root-
of-trust" for a system.

In our proposal we take a look into design aspects of a Security Network Interface(SNI)[6][7]
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which is a module that is embedded into active interposer layer and monitors cache coherence
messages between chiplets in a multi-chip system. We analyze various aspects of network and
cache coherence protocol which impact the design of a SNI. We also provide the impact of SNI on
performance of a system using SPEC CPU benchmarks.

We intend to contribute to the idea of active interposer as the "root of trust". Past research
have focused on VLSI aspects of interposer[6], but in this research we intend to focus on the
architectural challenges. These include understanding the network-on-chip and cache coherence
system, since the SNI implemented in interposer layer will monitor network packets which carry
cache coherence messages. Thus, this research will highlight the architectural factors which ought
to be considered for implementing an interposer as "root-of-trust" and the performance impact of

such SNI in a network.
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1. INTRODUCTION AND MOTIVATION

Security failure incidents have raised concerns regarding the architecture of modern processors
where the focus has always been on performance. The increased hardware complexity along with
complex software applications being run on these processors have led to vulnerabilities in appli-
cations and hardware which are difficult to verify. Hence, considerable research is being done to
improve the security of modern architectures through either hardware or software based security
features being added to the design. There are various ways in which security vulnerabilities may

present itself, but these can be broadly categorized into two prominent sections:

1. Software attacks: Software attacks leverage the complexity of code and the underlying
hardware to find loop-holes within the system. The attackers target a specific aspect of a
software application and then try to deviate from the intended use of application to breach
security. Buffer overflow attacks [8] are one of the most popular software attacks that are
used by attackers. Use of function calls in unintended use can allow these buffer overflow

attacks to extract critical information or cause a system breakdown.

2. Hardware Attacks: In modern computing systems multiple applications run on the same
hardware. The attacker and victim applications can share the same hardware resources which
allows the attacker to obtain sensitive information from victim applications. Hardware at-
tacks can occur through untrusted components such as peripheral IPs or devices on a system’s
PCB. Hardware attacks can also occur in the form of physical attacks such as in the form of

probing of memory bus.

One of the ways in which hardware attacks can occur is through the introduction of hardware
trojans[9][2] during the fabrication stages. Modern processors are moving towards multi-core
multi-chip systems[10] where the cores are distributed across chiplets. These chiplets are fabri-
cated in overseas fabs and then connected together into a chip using interconnects such as inter-

posers. The availability of advanced fabrication devices with overseas fabs has resulted in the tasks



of fabrication stage being off-loaded to the fabs in different parts of the world. Although this also
raises a concern of hardware trojans being inserted into the chips in the fabrication stages.

In this work, we show that active interposers can act as the "root-of-trust" in modern computing
systems and provide security against such physical attacks where hardware trojans have been intro-
duced into chiplets. Previous research[4] demonstrates that interposers can be manufactured such
that they contain active design components. These interposers can be manufactured in trusted fabs
and at lower process technology nodes, thus alleviating the issue of introduction of vulnerabilities
in the hardware security modules itself. The objective has been to analyze the design of a security
module that would be emplaced in the interposer layer. We call it Security Network Interface(SNI)
since it serves as a security interface which sits on the Network-on-Chip(NOC) interconnecting
the chiplets. The SNI monitors the packets being exchanged between the cores and memory. In
case of an unintended type of transaction the SNI raises a machine check error[11] to warn about
a possible security attack within the system.

We implemented a multi-core multi-chip system in an architectural simulator and configured
the system to emulate the behavior of an interposer. We analysed various design aspects of SNI
through simulation, thus providing insight into the critical components that need to be taken care of
in the design of an SNI. We have also analysed the performance impact of the SNI on the system by
characterizing it against the SPEC2006 CPU benchmarks. We provide details on the modifications
that would be needed in the OS in order to handle the dynamic nature of application flow in a

computing system in order to handle the SNI functionality.



To summarize, we make the following contribution through this thesis work :
1. We propose a new, novel interposer-based SoC system architecture.

2. We empirically characterize the performance impact of the hardware based SNI modules

introduced in the interposer layer
3. We present an analysis of the design of the SNI from an architectural perspective

4. We analyse the modifications that an OS would require in order to facilitate SNI in its func-

tionality

1.1 Thesis Statement

"Active Interposer as "root-of-trust" for chiplet based computing systems"

Interposer are used to interconnect multiple chiplets onto a die. Interposer technology embedded
with active design logic are considered as active interposers. These active interposers can be
fabricated in trusted fabs thus acting as "root-of-trust". This "root-of-trust" acts as the root of all
security evaluation for the system thus helping prevent hardware based attacks in a multi-chip

system.

1.2 Document Organization

In this thesis document, we start with the background and related work in Chapter 2. We look
at the types of security vulnerabilities and how hardware trojans can leave a system insecure. Then
we discuss some of the previous work on active interposers and SNI and how our approach differs
from those. In Chapter 3, we provide details of the architecture of SNI and the modifications
required in OS in order for the SNI to work. In Chapter 4, we provide our observations on the
performance impact of SNI on a system. In Chapter 5, we conclude and discuss some key points

for future work, which is not covered in this work.



2. BACKGROUND AND RELATED WORK

2.1 Security Vulnerabilities

A computing system contains the hardware and the software running on it. Both of these
components can be vulnerable to attacks. But the type of attacks that can be carried out on each of
these components can vary.

Attacks can be carried out through software or hardware or a combination of both. For ex-
ample, a malicious software trying to access sensitive information through side-channel attacks
will fall under the category of software-on-hardware attacks as it exploits the processor’s cache
vulnerability. An example of hardware-on-software attack can be a malicious memory controller
trying to access the main memory in an unintended way from user’s perspective and gain sensitive
data stored on main memory which belongs to a different application. A hardware-on-hardware
attack can be a presence of any peripheral IC that may try to disable encryption modules or spam
the memory bus.

In this work, we focus specifically on hardware attacks. As described, hardware attacks are
usually carried out by the introduction of malicious hardware onto the system. Even if the design
engineers add security features into the system, there is always a possibility of adding malicious
hardware in late stages of fabrication to subvert the security features and testing methodologies.
One of the key concerns is the introduction of hardware trojans. In the next section we describe

what is meant by the term hardware trojan and what are its implications on the security of a device.
2.2 Hardware Trojans

As the complexity of processors and other peripherals have increased, an IP based methodology
has been adopted by the industry, in order to manage the cost and time-period of taping out these
chips. The functionalities of processor and peripherals are broken down and then functionalities
are designed into smaller blocks called IPs which can be designed by a company itself or obtained

from other vendors. Also the manufacturing of the ICs are done in facilities which often are not



owned by the design company itself. All the different parties involved in supplying the IP or during
the manufacturing stages can potentially modify the design by adding malicious hardware trojans
into the IC. Hence, even if a processor or system is designed to work perfectly with certain security
measures in place, research[12] has shown that addition of hardware trojans can render a secure

processor vulnerable.
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Trigger Inputs . Trigger Selection Line
N Logic

Figure 2.1: Example Hardware Trojan
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Figure 2.2: Example Hardware Trojan

Figure 2.1 shows a simplistic model of a hardware trojan. We can see that we have a security
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module which gets certain inputs that it processes. It might be a hardware module responsible for
encryption of data. But as we can observe, there is a mux path which has been implemented such
that when the "sel" selection signal is triggered, the security module is bypassed, which leaves the
data unencrypted. The change of the selection signal can be triggered by the attacker through a
software application which triggers the hardware controls.

Figure 2.2 shows another example of a hardware trojan where the trojan is emplaced on the
output ports of the IP. The trigger circuit signals is the intended output, but in this diagram we can
observe that the circuit signals are fabricated through a hardware trojan such that when the trojan
is triggered through certain trigger inputs it alters the output of the IP.

There have been research on categorization of hardware trojans[13]. Hardware trojans can be
inserted into the system during various stages of system design and manufacture. Design engineers
during the design phase implement functionality through RTL design and then design is mapped
onto the desired process technology. During this stage 3rd party IPs may be used in order to
accelerate the time to tape-out by integrating the IPs as black boxes into the design with certain
amount of configuration. These 3rd party IPs may contain trojans and it may be tough to verify
as well because usually a lot of the IPs are provided as a black box with only specification for the
interface and functionality but not the detailed design.

One of the issues with hardware trojans is that it is not trivial to detect hardware trojans[14].
Functional verification performed on designs aims to find bugs in the design functionality but not
reveal security vulnerabilities. Also a lot of the security features are built into the design. But that
leaves them vulnerable to modification during fabrication stages. Masks are used to fabricate the
chips. These masks can be modified by the adversaries to introduce trojans. Hardware trojans can
be embedded as RTL into 3rd party IPs which can then be activated when it has been deployed[15].

These cannot be detected using post tape-out testing where the focus is on functional correct-
ness and performance measurements. Modern processors contain design-for-test(DFT) capabili-
ties which allow detection of manufacturing defects in the design. But most of the DFT designs

don’t take into account that security vulnerabilities need different set of measures in order to be



detected[16]. The objective of DFT is to observe internal signals which are part of the specification,
not hardware trojans which were introduced by attackers.

In our work, the focus is on chiplet based systems, where the assumptions is that the in a
multi-core multi-chip system, the chiplets that are being fabricated are vulnerable to introduction
of hardware trojans. And hence, our objective is to add security measures in the hardware and
software to tackle such trojans. Hence, in the next section we define the threat model for our

system.
2.3 Interposer as hardware root-of-trust

The idea of root-of-trust is that a part of the system is trusted because of its design and fabrica-
tion being under control of the designer. Any other components which have been obtained as 3rd
party IPs or have been exposed to the supply chain can be considered as untrusted. In modern sys-
tems, we have chiplets and IPs which are being fabricated in overseas fabs[17][18], which adds the
possibility of trojans being added to these chiplets and IPs. Over the years, the use of interposers

to interconnect chiplet based systems has been in focus.

)J
.{ Secunt)r-Enhanced Interposer |4

Figure 2.3: A chiplet system where the interposer connects multiple chiplets on the die[6].

In 2D integrated circuits, dies are mounted in a package in a single plane. They are connected
using flip-chip or wire-bump technology. One of the drawbacks in such cases is that, usually there
is a mismatch in the size of the tracks in the substrate and that of the die, leading to performance

concerns and unnecessary power consumption. 2.5D integration instead uses silicon interposer



between the substrate and the die. And the silicon interposer has through silicon vias(TSVs) which
are used to connect the metal layers on both its top and bottom surface. But the primary reason
that 2.5D IC are being preferred is because of the improved yields by fabricating smaller chiplets
and integrating them using 2.5D integration techniques into a single die. Similar approach is used
in 3D ICs as well, where the interposer plays a key role in the integration of dies.

While much work to date has assumed passive interposer layers, recent work has shown that
interposers can be active[4] [5], and design logic can be implemented in these layers. Active
interposers, as the name suggests, can have design logic implemented in them. Passive interposers
facilitate communication between chip-to-chip but active interposers provide the benefit of having
a NOC within the interposer. A NOC hierarchy can be formed, where at the lowest level we
have NOC within the chips, and then we have NOC at the interposer layer connecting the chiplets
with each other. Power management features can also be implemented within active interposers
allowing robust power delivery to the compute chiplets. Active interposer can support features such
as clocking, reset and probes[4]. This provides the motivation that as active interposers get more
features added it will be able to support more design logic. And thus we can also have hardware
based security checking within the interposer layer. Active interposers can be fabricated using
mature technology such as 65nm, thus allowing its fabrication to be carried out by a trusted fab
which does not require advanced technologies unlike the advanced process nodes. Memory is one
of the primary concerns in security vulnerability scenarios. Active interposers can also integrate
memory[4] using system level I0s which allows the memory to be protected against malicious
chiplets.

Thus, we have established that active interposers can be relied upon as a hardware root-of-trust
because of the control over their fabrication process. This allows addition of security features to
the interposer layer without addition of any malicious hardware in the supply chain. There do exist
hardware security features such as Intel SGX and AMD TrustZone [19] but they are implemented
in the chiplet themselves, again raising the concerns about the situation that an attacker having a

full access to a system can manipulate such security features.



3. ARCHITECTURE AND IMPLEMENTATION

In this section we discuss the system architecture and the design implementation. One of the
objectives of the work is to analyze the design details of SNI. And discuss in detail how the system
architecture, the cache coherence protocol and memory system impacts SNI design. The idea is
to model the interposer in an architectural simulator such as gem5[20] and use the complex cache
coherence and NOC implementations of gemS5 to improve the design of SNI. gem5 has an elaborate
set of systems already implemented in place, which can be leveraged to model the interposer layer
architecturally and then verify that functionality of SNI is as intended in order to tackle our threat
model. Hence, before we delve into the system architecture, it is important to discuss the threat

model for our work.
3.1 Threat Model

A threat model is a specification of the threats that a given processor and it’s secure architecture
protects against. It is difficult to come up with an architecture which tackles all the facets of security
threats. Hence, it is important to define a clear and concise view of the threats that our work focuses
and tackles. For example, Intel SGX architecture is an implementation for secure architecture but
it does not prevent side-channel attacks[21]. Similarly, our work does is not designed to address
side channel attacks. Our the threat model is similar to Nabeel et al.[6]. The focus in this work
is on a system wherein multiple chiplets have been fabricated in various fabs and then they have
been connected together using 2.5D or 3D interposer technologies. The assumption is that the
fabrication of the chiplets, either designed by the designer themselves or obtained as 3rd party IPs,
cannot be trusted since hardware trojans can be introduced during the fabrication stages.

The introduction of hardware trojans can create unique scenarios in malicious chiplets but
they can be broadly categorized into four categories[22]. The threat model attempts to tackle the

following types of threats:

* Passive reading or snooping, where a core within a chiplet is able to read or gather data which



is meant for other chiplets. Malicious chiplet may observe the cache accesses of a trusted
chiplet through hardware trojans which monitor the interface of the cache controller. This
will allow the trojan to record the cache blocks which are being accessed by other chiplets

based on the state a cache block is in.

* Masquerading, also known as spoofing wherein a core within a chiplet maliciously disguises
itself as another chiplet in order to gain access to critical data or control. A trojan can modify
the requestor ID and embed cache coherence messages which then can trick the directories

or other unsuspecting cores to pass critical data to those malicious chiplets.

* Modifying data that the untrusted chiplet does not have write permission for by modifying
the outgoing cache coherent messages. Hardware trojans in conjunction with an attacking
application can disguise it’s access permissions for a memory region. For example, it can
try to disguise itself as having write access to a region of memory which it had a read-only

accCess.

 Diverting i.e. a malicious chiplet diverts the data meant for one chiplet to another untrusted
chiplet. In shared memory applications, certain chiplets may divert the data from one chiplet

to another chiplet through multi-threaded malicious applications.

It is assumed that the attacks are exercised such that a malicious chiplet containing hardware
trojan would try to communicate with an unsuspecting chiplet. But the communication between
the chiplets and memory would have to pass through the interposer layer. Attacks which occur
within a chiplet are considered out of scope for this work. Hence, attacks such as side-channel
attacks across cores within the same chip [23] and covert channel across cores [24] are considered
out of scope. The focus is on detection of trojans within a chiplet trying to act maliciously by
detecting the behaviour at the interface level, which in our case is the interposer. We also focus
on attacks from a control perspective. Any kind of attack which tries to modify the data shared

between cores across chiplets will not be detected.
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In the following section we explain the importance of an interposer as "root-of-trust" which
will enable us to implement the security features within the interposer layer in order to handle the

discussed threat model.
3.2 Architecture

There are two important regions of the system. One is the chiplet architecture and then the
system architecture where all the chiplets are connected to each other through interposer layer.

The following sections describe the details of both of these architectures.
3.2.1 System Architecture

The system consists of 8 chiplets and 4 memory controllers. The main memory is distributed

across the 4 memory controllers for improved memory bandwidth.

—
! b | —
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Figure 3.1: System Architecture
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Figure 3.1 shows the system architecture used for evaluation in our work. Although this is
one of the many different ways in which a system can be configured, the theory of it and how
it impacts the SNI placement in the interposer would remain same for any other configuration as
well. In this system we have 8 chiplets each containing 8 CPU cores and the chiplets are connected
to each other through an Interposer Layer. The interposer layer, laid out in the form of a Mesh
network interconnect also connects the Memory Controllers to the chiplets. The Routers depicted
inside each chiplet serve as the point of connection between the chiplet and the interposer layer.
The main memory has been distributed into 4 sections each of which is controlled by a memory
controller numbered O to 3. These memory controllers are also connected to the interposer layer.

As we can observe, a key learning is that all the network packets will have to traverse through
the interposer layer. If a CPU core in a chiplet wants to read/write data from/to memory, the
corresponding cache coherence message, embedded inside flits, will have to traverse the interposer.
Similarly, if a core within a chiplet wants to communicate with another core in another chiplet, the
flits again will have to traverse the interposer. This leads to a very simple decision of placing
the SNI within the interposer layer. The interposer acts as the "root-of-trust" since all message
transactions inevitably traverse through interposer thus providing us the confidence, that if needed
all the message transactions can be monitored by a SNI emplaced within the interposer layer.

An interesting aspect is the hierarchy of network within the system. Each chiplet has 8 cores
which are connected to each other using a NOC, and then we have 8 chiplets which are intercon-
nected by a interposer layer NOC. Thus creating a hierarchy of NOCs in this multi-core multi-chip

architecture.
3.2.2 Chiplet Architecture

The interposer acts as the root-of-trust and thus monitors every cache coherence message that
crosses the boundary between the chiplets and the interposer. Figure 2 shows the top-level architec-
ture of a chiplet containing multiple cores and respective private cache memories. For the purpose
of this study, we examine chiplets containing multiple processor cores, similar to AMD’s present

day processors[25]. That said, our proposed architecture places no restrictions on the chiplets’
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contents, be they cores, accelerators or GPUs as long as they are cache coherent and obey shared

memory.
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Figure 3.2: Chiplet Architecture

In Figure 3.2, the architecture of a chiplet has been shown. Each chiplet contains 8 CPU cores
and each of them contain their own private cache. All of the cores are connected to each other in a
star topology through Network Interface and Routers. The NOC(NOC) connections here depict the
way cores are connected to each other in a chiplet. Star topology was chosen to keep the internal
chiplet architecture simple. Other topologies such as Mesh, Butterfly[26] can also be chosen. The
central router described as "Chiplet to Interposer Router" is the Router which connects the Chiplet

to the Interposer layer.
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Figure 3.3: Core Architecture

Figure 3.3 depicts the architecture of a CPU core and the manner in which it is connected to
the NOC. Each core has a private L1 Instruction cache and L1 Data Cache. It also has a unified L2
cache which is also private to the core and is larger in size compared to L1 caches. These L1 and L2
level caches provide each core with sufficient local memory space needed for good performance.
Each of the cache is controlled by a cache controller. The cache controller is responsible for
handling the states of each cache block. The CPU core will perform read and write operations,
through read and write instructions pertaining to the ISA, which in our case is an X86 ISA. These
instructions are then converted into cache coherence messages by the cache controller in order for
data to be exchanged between the private cache and the main memory.

The cache coherence messages that are created by the cache controller are then converted into
network packets by the Network Interface(NI) which is part of the NOC interconnect. At the node
of each CPU core a NI is needed, which converts the cache coherent messages into flits as per
the NOC protocol. These network packets can then traverse the NOC interconnect and reach their
intended destination. In later section we describe the NOC architecture and its components in

detail.
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3.3 NOC Interconnect

In this section we describe some of the key aspects of the interposer layer implemented as a
NOC. A NOC stands for NOC and is used to connect multiple nodes with each other. There are
multiple aspects of a NOC which have been described in Natalie et al. [27]. It would be impractical
to go in-depth into the various features and components of a NOC. Hence, certain critical aspects
of NOC have been discussed which impact the SNI architecture.

There are some important aspects of a NOC which do not really impact the SNI architecture.
The network topology is one of them. SNI is an active logic whose primary role is to scan the
messages traversing the interposer layer. Hence, the most common place that it should be placed
is within the Routers. Since, a SNI is emplaced within a router, the topology adopted in the
interposer layer to connect the chiplets and other components do not impact the SNI architecture.
Another component is the routing algorithm adopted. The routing algorithm of a NOC decides
the manner in which network packets traverse through a network. Based on the routing algorithm,
a pre-designated path might be followed by a packet. Although this is also irrelevant to the SNI
architecture. Routing algorithm decides the direction of traversal of the messages which is of no

concern for SNI.
3.3.1 Physical Link width

In our simulation we examine 2 link widths. For physical links within the chiplet the link width
is 128-bit whereas for the links within the interposer layer it is 64-bit. Interposer layer links tend
to be more costly hence we have chosen half the width of that within the chiplets. This provides
us with a better model for analysing the latency introduced by the SNI.

Based on this configuration we have determined that the request type packets fit within 1 Flit
within the chiplets. Each flit is of size 128 bits. When the flits enter the interposer layer it is
broken down into two flits which is analysed in the SNI over two clock cycles. We dedicate the
first clock cycle of logic design within the SNI to extract the requestor ID and cache message type

information from the head flit. And then the second clock cycle we extract the address for the cache
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block which is being accessed through the cache coherence packet. For any other type of design
with different physical link width and different packet size we may need to change the SNI design
logic to retrieve the data from flits over multiple pipeline stages and then use that accumulated data
to perform security checks. Hence, the physical link width and the flit sizes determine the latency

that is observed at the SNIs.
3.3.2 Message Types & Flits

Flits stand for flow control units. A cache coherence message is broken down into packets and
then the packet is further broken down into flits. In our work we have opted for MOESI Hammer
protocol which we have provided detailed explanation of in later sections. But each protocol has

request and response type messages. Here we provide the details of the structure of the message

types.
4 bits 8 bits 8 bits 44 bits 64 bits
Request Type Request ID |Destination ID | Unused Bits Address
128 bits

Figure 3.4: Request Message

Figure 3.4 depicts the structure of a request type message in MOESI hammer protocol. Each

field within the message contains a specific information required for cache coherence transactions.

* Request Type: This specifies the type of cache coherence request. We will describe in detail
the various request types in MOESI hammer protocol in later sections. In total we have ten

types of request. Hence, 4-bits are allocated for this field.

* Requestor: This specifies the requestor identity. As mentioned in the system architecture
we have 64 cores and 4 memory controllers. This provides a total of 68 nodes. Hence, 8-bits

is allocated which is more than the require 7-bits.
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* Destination: This specifies the destination. Each request message will have a designated

destination. This can be any of the 68 possible nodes. Hence, 8-bits allocated for this field.

¢ Address: This is the 64-bit address for the cache line that is under consideration.

4 bits 8 bits 8 bits 8 bits 1 bit 35 bits 64 bits 64 Byets

Response Type | Sender ID |Destination ID | CurOwner | Dirty Unused Bits Address DataBlock

Figure 3.5: Response Message

Figure 3.5 depicts the structure of a response type message in AMD MOESI hammer proto-
col. Each field within the message contains a specific information required for cache coherence

transactions.

* Response Type: This specifies the type of cache coherence response. We will describe in
detail the various response types in MOESI hammer protocol in later sections. In total we

have twelve types of response. Hence, 4-bits are allocated for this field.

» Sender: This specifies the sender identity. Same bit allocation as request message.

* Destination: This specifies the destination identity. Same bit allocation as request message.

* CurOwner: This field specifies the current owner of the cache block. This is required for

handling unblockS types of responses.

* Dirty: This bit specifies if the cache block is dirty or not. Dirty here means that the cache

block has been modified.

¢ Address: This is the 64-bit address for the cache line that is under consideration.
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* DataBlock: This field contains the data. If the response type is of Control type then it
doesn’t have a corresponding DataBlock. If the response type is of Data then it will contain

a 64 byte data section.

Based on theoretical analysis following parameters related to coherence message structure and

flit structure need to be analysed by a SNI in order to provide security:

1. Coherence Message Type: The message contains information whether it contains a request
or response type coherence request. A request type message means that the core is requesting
a cache block which indicates a read/write request for the cache block was issued. Response
type messages are the ones which are generated by cores or directory in response to a request
message received. Response messages can be for example data response message from
memory controller to the requesting core or another core responding to a request by the
original requesting core. Every response message originates because of a corresponding
request message. That does not mean that response messages should not be monitored. We
will show in later sections that because of the complexity of the cache coherence protocol,
malicious response messages fabricated by a hardware trojan within a chiplet can lead to a

security breach.

2. Flit type: In many NOCs a credit-based data flow might be followed[28]. In credit based
handshake, once a flit is sent from source to destination router, the source router decrements
the credit in its logic, this prevents overflow of packets at the receiving router. When the
receiving router has processed the flit it returns credit back to the source router and the
source router increments the credit. Now, a credit is also constructed as a flit and exchanged
between the routers across the network. Hence, it is important for the SNI to differentiate
between a credit type flit and a coherence message type flit. We only want to analyse the
coherence message type packets as they contain information regarding data access requests.
If there is any violation by any of the cores within a chiplet based on the access permissions

determined by the SNI then a security breach fault would be raised in the form of machine
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check error.

Another detail to understand is that the flits are basically a packet broken down into chunks
based on the size of a packet and bit-width of the physical links. The Control messages are con-

verted into Head and Tail Flits when they traverse from Chiplet into the interposer layer.

4 bits 8 bits 8 bits 44 bits
Flit 1 | Request Type Request ID |Destination ID | Unused Bits HEAD
64 bits
Flit 2 Address TAIL

Figure 3.6: Control 128-bit flit within Chiplet

Figure 3.6 depicts the flit structure of a request message when in enters the interposer. A

request message fits into a 128-bit physical width, but since we have 64-bit physical links within

the interposer layer, the flit is broken into HEAD and TAIL flits.
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4 bits 8 bits 8 bits 8 bits 1 bit 35 bits

Flit1 Response Type | Sender ID |Destination ID | CurOwner | Dirty Unused Bits | HEAD

Flit 2 Address BODY
Flit 3 Data Block Byte O BODY
[ ]
e
[
Flit 10 Data Block Byte 7 TAIL
64 bits

Figure 3.7: Head 64-bit flit within interposer layer

Figure 3.7 represents the flit structure of response message. The difference from request mes-
sage is that response messages can contain 64 bytes of data as cacheline. Hence, the complete

message is distributed over multiple flits as shown in the diagram.
3.3.3 Virtual Network

A key realization in our research is that a NOC is built up such that, the cache coherent mes-
sages that can be categorized into certain class, traverse through a designated physical link. Such
a link is termed a virtual Network. The number of virtual networks in a NOC is determined by the
cache coherence protocol. In our work we used the AMD MOESI hammer cache coherence pro-
tocol which has 4 virtual networks and all the different types of cache coherent messages traverse
one of these virtual networks based on their type of message.

A SNI need not be placed on all the virtual networks. As per our threat model, the objective is
to detect scenarios where certain parameters of the cache coherent messages have been modified

by hardware trojans. This can be observed by analysing certain critical cache coherent messages,
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which traverse certain particular virtual networks. Through this observation we were able to realize
that by understanding the distribution of the cache coherent packet types across the virtual networks
the SNI logic can be simplified by placing them on certain virtual networks. The details of which
virtual network and what type of cache coherent messages have been taken into consideration are
discussed in the cache coherent section. One of the key concerns in our research is that in order to
deal with hardware trojans, we may need to place the SNIs in all of the virtual networks in order
to monitor all the messages traversing most of the protocol layer. The reason being that in-spite of
our analysis of possible security scenarios, there are still possibilities of complex hardware trojans

which can lead to security breach if certain cache coherence messages are left out.
3.3.4 Virtual Channels

Virtual Channels can be considered as separate queues for each virtual network. If a virtual
network is visualized as a physical link then virtual channels are parallel buffers which help avoid
deadlock[29] and head-of-line blocking. Each of the virtual channels arbitrate for the same physi-

cal link, but this is resolved within the router on a cycle-by-cycle basis.

FIFO Buffers
» PO 3|PO 2|PO_1/PO 0| VC=0
Physical Link »P1_1/P1_0 VC=1
P
> V(C=2
> V(C=3

Figure 3.8: Four Virtual Channel per Virtual Network Configuration
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Figure 3.8 depicts a configuration of 4 virtual channels per virtual network. As we can see a
single physical link feeds into 4 virtual channels each of which has a 4 depth buffer. This means
that each of these virtual channels can hold 4 flits before it gets blocked. The advantage of having
separate virtual channels can be explained through a simple example. Let’s consider a situation
wherein two packets need to traverse from one router to another on the same virtual network.
Suppose the two packets are named PO and P/ where both PO and P1 have 8 flits to be transferred.
As we can see in figure 3.5, PO has 4 of its flits occupying VC=0 and for some reason it’s unable to
proceed because of traffic further ahead. In such case, since VC=1 is available the packet P1 can
proceed and start taking space in this virtual channel. This prevents the link from getting blocked
just because one packet is stuck.

As far as the impact of virtual channel on SNI architecture, we did not find any situation
where it directly impacts the internal architecture of the SNI. Although, the number of VCs per
VN definitely determine the latency of the packets in the network. In configurations where the
available VCs per VN were low, we observed high queuing latency introduced due to stalling of

packets at Network Interface.
3.4 Cache Coherence Protocol

The cache coherence protocol plays a key role in the architecture of the SNI. It’s a simple
conclusion because it is the cache coherence messages that will be scanned and checked by the
SNI. In this section we will focus on the two key aspects of the AMD MOESI Hammer protocol
which impact the SNI architecture. One is the type of messages and the distribution of the messages

across the virtual networks.
3.4.1 MOESI Hammer

The MOESI hammer([30] is a protocol which has been implemented in AMD’s Opteron[31]
chiplets. In this protocol each core has a L1-Instruction Cache and a L1-Data Cache. It also has
a unified L2 Cache. The L1 and L2 caches are private to each core and are controlled through

a shared cache controller. The MOESI hammer protocol has directories which interact with the
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memory controller. The directories here are different from traditional directory based protocols in
the sense that they do not maintain any directory state. Instead the requests from the requestor core
is broadcasted to all the other cores and in parallel the directory issues a data fetch request to the
memory. The response data received by the directory from memory is then sent to the requesting
core as a response data packet. The reason for broadcast is simple, since no state is maintained
with the directory, the only way for sharing cores to maintain the correct cache coherent states is
through these broadcasts messages. This leads to a significant amount of network traffic but the
benefit is the reduced cost of area of implementation.

Lets take a very simple example where Core 0, issues a GETS to directory 3. Figure 3.9 depicts
this scenario. The GETS will traverse the interposer layer NOC as shown in the diagram with green
arrows. Depending on the traffic it may or may not get blocked in its path. Once the GETS message
is received by directory 3. The directory issues a data request to the MC-3 memory controller. In
parallel the same GETS with a requestor ID of Core O is broadcasted to all the other cores in the

system. This is shown in Figure 3.10.
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Figure 3.9: GETS issued by Core 0 to Director 3
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Broadcast GETS Request by Dir to all Cores

Chiplet 0 Router il Chiplet 4

Chiplet 1 Router Router i Chiplet 5

Chiplet 2 Router Router Router ;e Chiplet 6

Chiplet 3 [t Router — Router Router it Chiplet 7

Figure 3.10: GETS being brodcasted by directory 3 to all other cores in chiplets

Once all of the cores receive this broadcast packet, there are two possible responses, ACK or
ACK_SHARED where the first message informs the Core O that the cache block is not shared
while the second one informs that the cache block is shared. Once all the messages are received by
Core 0 from all the other cores as shown in Figure 3.11, it can either move to a shared state or an
exclusive state based on the responses received from the rest of the cores. And after that it waits
for receiving the data from the directory which then eventually finishes the cache transaction for

that particular cache block.
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ACK from Cores to Original Requestor Core
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Figure 3.11: ACK being returned from all other cores to the requestor Core 0

We can observe that in a broadcast based protocol there are lots of messages being exchanged
as compared to that of a traditional directory based protocol. One of the reasons we think that
this protocol is suitable for performance impact measurement of the SNIs is because we want to
observe the impact of the SNI in the network in terms of latencies. Hence, more the number of
packets that traverse the network, better it is to understand the impact of the additional latencies
introduced by the SNIs. Also the MOESI hammer have private caches for each core, this ensures
that each chiplet’s cache is private to itself which is an important requirement of our evaluation

environment.
3.4.2 Message Types
The coherence messages can be broadly categorized into two types:
* Request Type: These messages are generated whenever any node in the cache coherence sys-
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tem requests access to a region of memory or a cache block to be specific. GETS and GETX
are good examples which are generated by the cache controller of a CPU core whenever it

encounters a read or write instruction respectively.

* Response Type: These messages are generated in response to the request type cache coherent
messages. ACK message in AMD MOESI hammer is an example which is sent from a

responding core to a requesting core indicating that it does not share the cache block.
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Request Type | VN Response Type VN
GETX 0 | ACK 2
GETS 0 | ACK_SHARED 2
MERGED_GETS | 1 | DATA 2
PUT 0 | DATA_SHARED 2
WB_ACK 1 | DATA_EXCLUSIVE 2
WB_NACK 1 | WB_CLEAN 3
PUTF 0 | WB_DIRTY 3
GETF 0 | WB_EXCLUSIVE_CLEAN | 3
BLOCK_ACK 1 | WB_EXCLUSIVE_DIRTY 3
INV 1 | UNBLOCK 3

UNBLOCKS 3
UNBLOCKM 3

Table 3.1: Cache Coherence Messages in AMD MOESI Hammer

Now lets take a look at all of the messages in AMD MOESI Hammer protocol and the corre-
sponding virtual networks that are used by the messages.
Table 3.1 shows all of the cache coherence messages supported in AMD MOESI Hammer

protocol and the corresponding VINs which are used to carry those messages.
3.4.3 Message Analysis

We can now analyse the messages based on the type of possible interactions between the cores,

directories and memory controllers in the system as follows:

* GETX: GETX is a message which is generated when a core encounters a store type instruc-
tion. This results in the cache state changing from Invalid to Modified, if the cache block has
not been fetched before. The GETX is issued from the requesting core to the directory which
acts as the home node for the particular cache block. Since, this is an interaction where a
core is requesting access to a memory, it is important that GETX messages are monitored by

SNIL

* GETS: GETS is a message which is generated when a core encounters a read type instruc-

tion, such as data load or instruction fetch. This results in the cache state changing from
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Invalid to Shared state, if the cache block was not fetched earlier. The GETS is issued from
the requesting core to the directory which acts as the home node for the particular cache

block. Just like GETX, this GETS message also needs to be monitored.

MERGED_GETS: MERGED_GETS is a message which is forwarded by a directory to
a core. A situation may occur, such that a cache block is blocked at the directory, and
another core requests access to the same cache block through a GETS message. In that case a
MERGED_GETS message is constructed and forwarded to the core owning the cache block.
Then the owner core responds to the MERGED_GETS with a DATA_SHARED to the second
sharing core requesting for it. Now, a MERGED_GETS is not like GETS/GETX where it
is a direct memory access request. But a malicious core can formulate a MERGED_GETS
and forward it to a owner core itself and the unsuspecting owner core can respond back with
critical data. Hence, in order to avoid such situation we need to monitor MERGED_ GETS

messages.

PUT: A PUT message is initiated by a core and sent to a directory when it wants to write-
back a cache block. The directory usually responds with a WB_ACK message letting the
core know that it is ready for write-back. The core then sends the cache block along with
its data in the form of a write-back message type packet. A PUT is a tricky message which
does not directly lead to a security fault in the system. But it is the initiator for a write-back

sequence. Hence, it should be monitored.

WB_ACK: As explained in the case for PUT, a WB_ACK is a response from a directory to
the core which wants to write-back. It’s very tricky to just use a WB_ACK type message to
create some sort of security breach as per our threat model. Worst case, even if a WB_ACK
is sent from a malicious core to another core, most likely it will drop the message because it

was not the one initiating the request in the first place.

WB_NACK: The WB_NACK is a message which sends a negative acknowledge from direc-

tory to core when a PUT request is placed by a core. This situation occurs because of race
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condition at the directory when the directory thinks that it owns the cache block. But to keep
it simple, the premise of WB_NACK is similar to WB_ACK and hence this also does not

need to be monitored.

* PUTF: PUTF’s functionality is very similar to that of PUT. It is issued be a core to a direc-
tory indication that it wants to write-back a cache block. But here the trigger for the write-
back is a FLUSH instruction instead of a cache replacement. Similar to PUT we should

monitor this packet type to avoid initiation of a fabricated write-back sequence.

* GETF: A GETF is issued by a core when it has cache block that it wants to write back be-
cause of encountering a FLUSH instruction. This initiates an exchange of messages between
the core and the directory which eventually leads to a write back from the core to the main
memory through the directory. But one interaction can be that a malicious core formulates a
GETF packet and forwards it to the DIR. The directory then broadcasts the GETF, in order
to get the owning core to respond with a fresh copy of the data to the requesting malicious

core. In order to avoid this situation we need to monitor GETFE.

* BLOCK_ACK: This is a request type message sent from the directory to a core which
had send a GETF type message. Based on our analysis this packet is not necessary to be
monitored since it is a response which even if manufactured by a malicious core does not

allow it to extract any kind of important information.

* INV: This is an INVALIDATE message which is initiated by the directory and sent to cores.
Invalidation leads to removal of a cache block from a cores private cache and that’s it. It
does not necessarily allow a malicious core to extract critical data by accessing memory
regions that it does not have permissions for. It may allow the malicious core to hinder the
performance, by spamming the coherence network with invalidate messages which it is not

supposed to. Hence, for safety reasons it is better to monitor invalidate messages.

* ACK: As mentioned earlier, MOESI Hammer is a broadcast based protocol. The directories
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do not keep track of which cores share a cache block. Hence, any GETS request from a
core is broadcasted to all other cores. If any of the other cores owns the data in its OWNED
state then it responds back with the data through DATA_SHARED. Since ACK is a response
type which informs the requestor core that a responding core does not share the cache block,
even if a malicious core synthesizes a ACK message it cannot harness any critical data. But
a broadcast message to other cores allow snooping of the cache block addresses. We tackle

this problem using SNI which is explained in later sections.

ACK_SHARED: This message informs the requestor core that a responding core has a
shared copy of the cache block. Thus the requestor core can move to a SHARED state
instead of a OWNED/EXCLUSIVE state. The only way a malicious core can use this type
of message is to spam the system with ACK_SHARED for a cache block that it does not
owns and thus trying to hang the cache coherency protocol itself. This may be treated as an
effort by the malicious core to shut the system down, hence it is important to monitor this

message.

DATA: This message is a response type message from a directory to a requesting core and
contains the data originally requested. This is sent in response to a GETS/GETX and hence

need not be monitored since the GETS/GETX messages have already undergone checks.

DATA_SHARED: DATA_SHARED is used be a responding core to send a copy of the
cache block that it owns to another requesting core. One interesting situation maybe, that a
malicious chiplet spams the network with a DATA_SHARED message for a cache block, and
thus trying to inject its data into the requesting cores private cache even before the original

responder could have responded. Hence, this packet is also being monitored.

DATA_EXCLUSIVE: This packet does the same job as a DATA_SHARED the only differ-
ence being that instead of GETS here the triggers is a GETX. Hence, for the same reasons

as DATA_SHARED we monitor this message as well.
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* WB_CLEAN: A message sent from a core to directory trying to write-back a cache block
in owned state. Since, write-backs are critical to memory access interaction, all the different
write-back type messages are being monitored. The fact that directories can accept write-
back from any core irrespective of whether they have permission to write-back a cache block

or not makes it risky to not monitor write-back messages.

* WB_DIRTY: Same as WB_CLEAN.

* WB_EXCLUSIVE_CLEAN: Same as WB_CLEAN. The difference being if the cache

block is now in modified state when the core is trying to perform a write-back.

* WB_EXCLUSIVE_DIRTY: Same as WB_EXCLUSIVE_DIRTY.

 UNBLOCK: An UNBLOCK messages, is sent from a core to a directory indicating the end
of transaction for a cache block thus releasing it for subsequent cache transactions. This is
required to avoid race conditions. There is no straightforward way for a malicious core to
use it to extract any information. But it can be used by malicious core to spam a network and
lead to unintentional states of cache blocks leading to protocol malfunction. Hence, even
though it is difficult to use UNBLOCK for data extraction it can be used to break the cache

coherence protocol.

e UNBLOCKS: Same as UNBLOCK.

e UNBLOCKM: Same as UNBLOCK.

Although based on our analysis, certain message types need not be analysed, we decided to
analyse all the cache coherence messages anyways, to avoid any kind of complex scenario that
can arise out of intricate trojan designs. Irrespective of the cache coherence protocol and the
complexity of the hardware trojans, if we analyse the "requestor”, "destination" IDs along with the
"address" of the cache block for every type of message, it is possible to avoid any kind of security

vulnerability from a cache coherence perspective. This has made us realize that more research can
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be done into the types of hardware trojans which can leverage the various states in cache coherence

protocols to breach the security.
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3.4.4 Malformed messages

In the previous sections we discussed the different architectural aspects which can be exploited
by hardware trojans. However, these are based on the assumption that trojans still fabricate mes-
sages by modifying the fields of cache coherence messages. There is a possibility that a message
can be created with randomized bits to create denial-of-service attacks. In order to avoid such at-
tacks, SNIs have to analyse the packet structure, to determine that the fields of the messages abide
the rules of cache coherence protocol. For example, destination ID for a GETS/GETX request type
message can only be the four directories. Hence, if the destination ID contains ID of any other core

then it can be considered an illegal message.

VN VN Name SNI_Checks

1) Requestor ID range as per Chiplet boundary Placement
2) Destination ID only directory(64,65,66,67)

1) Sender ID range as per Chiplet boundary Placement

2) Destination ID only other cores(0 to 63)

1) Sender ID range as per Chiplet boundary Placement

2) Destination ID only other cores(64,65,66,67)

0 | request_from_cache

2 | response_from_cache

3 unblock_from_cache

Table 3.2: SNI design logic to detect malformed messages

One observation which we can derive based on our message types and the virtual network
analysis, is that there are certain message types which are carried through specific virtual networks.
Using this knowledge, we can implement SNI logic as shown in Table 3.2 where certain message
types can only have a specific type of requestor or destination ID. The virtual networks shown in
Table 3.2, represent the output physical links of cache controllers. SNIs have been placed on these
virtual networks at the chiplet-interposer boundary within the interposer layer routers. Then each
SNI, as per its placement on a virtual network, ensures that the requestor and destination IDs are

as per the rules laid out in the table.
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4. SNI AND APU TABLE IMPLEMENTATION

In this chapter we will look at the implementation and functional aspects of SNI and the APU
Table. We have already discussed the various factors that decide the SNI architecture and also the

parameters that need to be checked by the SNI in order to detect security breaks.

4.1 SNI Architecture

Router
Crossbar Switch
Input [ sni |
Port from Chiplet u
' wo (LD —
v/ Output
/ Ports to Routers within
AN Interposer
wo (10| | /
Input from other Router VNO vC1 E[’I‘ / .
within Interposer / \

Figure 4.1: Router Placement to only scan packets

Figure 4.1 depicts the first configuration. Here the SNI taps the physical link(virtual network).
This configuration allows the SNI to scan the packets without adding additional latency to the
packets traversing through the virtual network. Although it may seem that this will help save area
on the SNI implementation but that’s not the case. The logic responsible for scanning the packets
needs to be duplicated for every scanned VN. Each VN is carrying packets independently, hence
we need the scan logic to be independently monitoring the packets on the individual VNs. The

other disadvantage is that once a insecure message is recognized, the SNI won’t be able to stop the
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packet from traversing the network. Instead the SNI will record all the information and respond to
the OS with a machine check failure message. This will eventually let the OS know that a security

breach interaction has been encountered.
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Figure 4.2: Router Placement to scan and handle dropping malicious packets

Figure 4.2 shows a different configuration where the SNI is embedded into the physical link
between the input port and that of the internal buffers of the Router. The only difference here is
that every network packet that traverses through the SNI undergoes a certain amount of latency.
This latency is unavoidable because the SNI will extract the information from the packets and then
use it to compare the permissions with the APU_Table. The advantage of this configuration is that,
if a malicious packet is recognized, it can be dropped from the network by the SNI before it further
proceeds. The SNI will then formulate a message to the OS informing about the malicious packet
and raise a machine check failure. The disadvantage being in terms of network latency.

Out of the two configurations, we have went ahead and chosen the second configuration be-
cause it is a more robust implementation because a malicious packet is dropped as soon as it enters

the SNI.
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Another important aspect of SNI which was worked upon was to use the SNI and APU_Table

to modify some of the cache coherence messages.
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Figure 4.3: Router Placement to scan and handle dropping malicious packets

In Figure 4.3 we can observe the Routers connecting the Memory Controllers to the system
through the interposer layer. We observed, that since the MOESI hammer protocol is a broad-
cast based protocol, for every GETX/GETS request received by the directory, it forwards the
GETS/GETX requests to all the other cores in order for the original requestor core to ascertain
if the cache block is shared or not. Now a situation may occur where because of these broadcast
packets, a malicious core gets to view which core is accessing which regions of memory which

is a concern of possible security breach. In order to avoid this, the SNIs were slightly modified
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in their functionality and added at the Routers connecting the memory controllers. The primary
role for these SNIs is to check if a broadcast message is directed towards a core is necessary or
not. This information can be already obtained from the APU_Table. If the SNI determines that
the broadcast GETS/GETX packet has a destination core which does not share the cache block
based on the information obtained from the APU_Table, it converts those GETS/GETX messages
to ACK messages and redirects to the original requestor core. Thus a malicious core that does
not share data with another unsuspecting core will never be able to know which cache blocks or
regions of memory it is accessing.

In section 3.3.1, we explained the sequence of a read request by a core. The SNIs at the
boundary between interposer and memory controller redirect the broadcast GETS/GETX to ACKS

as shown in Figure 4.4
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Figure 4.4: Broadcast GETS/GETX to ACK
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This does add latency to the packets that are being re-routed and also puts load in the path
between the directory and the requestor core. But we are going to provide the data for these in

later sections.
4.2 APU _Table

The APU_Table in simple terms is a lookup table that is maintained by the trusted OS. As
applications are run on the cores, memory will be accessed by the cores in the form of instruction
or data. The OS is responsible for the memory mapping of the virtual to physical memory[32] for
these applications. The APU_Table contains the physical address ranges for which a memory has

been allocated to a core/chiplet. The APU_Table contains the allocated address ranges on a chiplet

basis.
2-bits for each Chiplet 64-bit 64-bit
Chiplet7 Chiplet6 Chiplets Chiplet4 Chiplet3 Chiplet2 Chipletl Chiplet0  Start_Addr End_Addr
0 0 0 0 0 0 0 3 0 64MB
0 0 0 0 0 0 3 0 64MB 128MB
0 0] 0 0 0 3 0 0 128MB 1952MB
0 0 0 0 3 0 0 0 192MB 256MB
0 0 0 = 0 0 0 0 256MB 320MB
0 0 3 0 0 0 0 0 320MB 384MB
0 3 0 0 0 0 0 0 384MB 448MB
) 0 0 0 0 0 0 0 448MB 512MB
0 0 0 0 0 0 3 3 512MB 576MB
0 0 0 0 0 1 1 = 576MB 640MB
]
L ]
L ]
L ]
L ]
2-bits for each Chiplet 64-bit 64-bit
Chiplet 7 Chiplet6 ChipletS Chiplet4 Chiplet3 Chiplet2 Chipletl Chiplet0  Start_Addr End_Addr
3 0 0 0 0 0 1 1 83ZMB 396MB
0 1 3 1 0 0 0 0 896MB S60MB
1 1 0 0 0 1 1 3 S60MB 1024MB

Figure 4.5: APU_Table

Figure 4.5 depicts the structure for our APU_Table. You can observe that 2-bits have been
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allocated for each chiplet, which defines the permission levels of applications that are being exe-
cuted within those chiplets. There are 4-permission levels for each chiplet which are described as

follows:

* No Access: The chiplet has no access to a certain memory address range.

Read-Only Access: The chiplet has read-only access to a certain memory address range.

Read-Write Access: The chiplet has read and write access to a certain memory address

range.

Execute: The chiplet has access to execute the code in a given memory range.

These permission levels are determined by the OS and programmed into the APU_Table during
run-time.

Apart from that there are two 64-bit spaces for start and end address ranges. One of the issues
with multiple cores within a chiplet is the issue that multiple applications might be running at any
given time, due to which the applications within a chiplet might be accessing different physical
regions of memory. In order to manage it, our approach is that the OS will allocate a chunk of
memory to a chiplet, let’s say an example of 64MB. Any new memory allocation for stack or
heap has to be allocated by the OS from withing the specified memory chunk. All the applications
running within a specific chiplet will get new physical memory allocated within the memory chunk
initially specified by the OS. Once, the OS runs out of memory space it can use another available
slot in the APU_Table or replace a slot which was least recently used. The functionality of the
APU_Table is very similar to that of a TLB.

In our configuration for the APU_Table we have allocated 64 entries to the APU_Table and
allocated 64MB chunks of memory for every new entry into the APU_Table. The number of
entries being allocated for the APU_Table will determine the clock cycle latency of accessing an
APU_Table by the SNI in order to check the message parameters. The more the number of entries,

more number of clock cycle may be required to access the APU_Table.
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4.3 Operating System Management

The OS is responsible for memory management for the applications running in our system.
Although our primary focus is not on the operating-system aspects related to security, the OS still
has to handle the entries that are allocated in the APU_Table. In order to do that the OS needs to
be aware of the memory allocated to chiplets and the applications that are running within those

chiplets.

Valid Bit = 1 bit

—————* Pointer to APU_Table = log2(depth of APU Table);

——— Page Value = (Addr bits — PageSize bits) = (64bit — 12 bit) = 50hit

Figure 4.6: Page pointer per Chiplet at the OS

Figure 4.6 shows eight entries that are maintained by the OS for every chiplet. These entries

have three fields each:
* Valid Bit: This is to maintain that the entry has valid information.

* Pointer to APU_Table entry: This points to the next entry in the APU_Table that should

be used by the OS for allocating a new entry.

* Page Value: This maintains the next physical page address which should be the start page

for the new allocated memory chunk.

The OS has a simple algorithm which allocates entries based on the current values entered in
the eight entries for each chiplet. These allocations are written into the APU_Table as well. As
any application running within a chiplet requests more memory from the OS, it is allocated by

OS from the already available memory chunk that has been entered into the APU_Table. Initially
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these 8 entries will be empty. But as each chiplet has applications running on it, it will request
memory from OS. The OS will then be able to maintain the last allocated physical page address in
these entries and based on that it can allocate new pages to the applications and enter the same into
the APU_Table. If the amount of memory requested by an application exceeds the 64MB memory
chunk initially allocated to a chiplet, another entry within the chiplet is utilized. The replacement

algorithm is simplistic and we leave it to future work for a detailed exploration.
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5. METHODOLOGY AND RESULTS

5.1 System Configuration

The primary goal of our research is to get an in-depth understanding of the SNI architecture.
With that we also want to determine the performance hit of adding the SNIs at the interposer layer.
As mentioned in section 4.1 we have the SNI embedded into the physical links. This allows us to
get the worst case impact of SNI on the performance of a system.

Table 5.1 depicts the configuration for our system. We are modelling a 64-core system based
on the Rocket-chip system [33]. One of the reasons for opting for a 64-core system is we want to
simulate a multi-core multi-chip system and Rocket-chip follows such a structure. We have used
gem5[34] as our architectural simulator. We can select different types of processor types from
gem) but we opted for TimingSimpleCPU because our objective is not to benchmark the perfor-
mance of the processor but rather measure the performance impact of the SNI from a networking
perspective. Hence, a TimingSimpleCPU allows a simpler version of the CPU model which helps
improve the run-time of the benchmarks. Each of the chiplets contain 8 cores as shown in Figure
3.1. As per the MOESI Hammer cache coherence protocol, each core has a private cache. We have
private L1 Instruction Cache of size 32KB and L1 Data Cache of size 64KB. The main memory is a
4096MB distributed across 4 directories. The directories here share the main memory across them,
in order to distribute the memory accesses, they don’t maintain any bit vector to know which cores
share a cache block. The directories only act as a medium between requestors(cores) and main
memory. Another factor that was important for simulation is the clock frequency of operation. The
CPU is being simulated at 1GHz clock and as per our model the chiplet and the systems within it
are being simulated at a frequency of 1GHz. Since the interposer layer will be manufactured using
process nodes which have higher latencies, it was practical to simulate the interposer layer and the
systems within it at a slower clock frequency of 250MHz. This will provide much more realistic

results when it comes to network latency impacts of the SNI.
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Architecture
64-core TimingSimpleCPU; SingleThread at 1.0GHz
8 Chiplets each containing 8 cores
Private L1 I-Cache 32KB
Private L1 D-Cache 64KB
4096MB Main memory distributed across 4 Directories

garnet2.0 network model
Cache Coherence Model

AMD MOESI Hammer

Clock Frequency
Chiplet frequency = 1GHz
Interposer Layer frequency = 250MHz

Table 5.1: System Architecture Configuration

5.2 Observation Parameters

In order to observe the performance impact of the SNI we need to focus on certain key param-

eters:

* Speedup: Instructions per Clock Cycle(IPC) measures the average number of instructions
executed over the total clock cycle duration for a specific benchmark run. In our analysis
we calculated the ratio of IPCs obtained with SNI enabled and disabled configuration. The
speedup in our results is the ratio of IPC obtained with SNI enabled to that with SNI disabled.
The ideal speedup value would be 1 but that’s not practical. We would obtain a less than 1

speedup because of the latency introduced by the SNIs.

» Average Packet Queuing Latency: The average packet queuing latency is the latency that
a packet observes at the network interface before it enters the SNI. The Network Interface
is the module which is responsible for converting a cache coherence message into a flit and
then relay it through the network. But the buffers at the input port of the router connected to

the NI may be blocked because of network traffic. This is counted as queuing latency.

» Average Packet Network Latency: The average packet network latency is the latency that a
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packet observes after entering the network. As a packet enters the network, it has to traverse
the network of routers and links in order to reach its destination. This latency that a packet
observes till it reaches the destination NI, where it is converted back into cache coherence

messages, 1s counted as the packet network latency.

* Average Packet Latency: This is the combined latency that a packet observes. It is a com-

bination of the queuing and network latency.

The above parameters will be used to analyse our SPEC benchmarks and the performance drop
we observe when we enable SNIs in our system. Although we will analyse the network latencies,

the speedup should provide an overview of the amount of impact that SNIs have in our system.
5.3 Results & Analysis
5.3.1 Performance Impact

In this section we take a look at the results obtained after running the SPEC benchmarks. We
ran the simulation with two configurations. One configuration where the SNI is disabled and the
other configuration where the SNI is enabled. We performed benchmark simulations for both the

configurations and calculated the fractional speedup factor. Here are the results:
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Figure 5.1: Speedup ration between SNI Enabled and SNI Disabled IPC

We can observe in figure 5.1 the speedup values with SNI enabled compared to SNI disabled
configuration. The speedup values are less than 1, which is expected since we are expecting a
reduction in performance due to the latencies introduced by the SNIs in the network. Some bench-
marks such as perlbench, gcc, bzip2 have speedup ratio of 0.93, 0.94 and 0.95 respectively. Bench-
marks such as povray, hmmer, libquantum have spedup ratio of around 0.99. The difference in
these ratio values is because of difference in the cache hit ratios for the benchmarks. Benchmarks
such as povray, hmmer, libquantum have a better cache hit rate compared to perlbench, gcc, bzip2.
The geometric mean of the speedup for all the benchmarks is around 0.97, which indicates that the
speedup loss due to SNIs is a minor fraction. The key reason being that any performance loss will
be dependent on the number of packets injected into the network due to cache misses. We can ob-
serve that sphinx3 benchmark has a speedup factor of around 0.73 due to it’s high cache miss rate,
although that is particular to the case of sphinx3. In modern computing systems, cache hit rates are
high [35] which leads to less number of packets being generated to interact with other cores and

main memory. Hence, it can be said in modern day computing systems, with high cache hit rates,
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SNIs can provide the added benefit of security at the hardware without significant performance

loss.

Packet Injection Ratio
1.2

0.8
0.6

0.4

Figure 5.2: Ratio of number of packets injected to number of instructions

Figure 5.2 shows the ratio of number of packets injected to that of number of instructions pro-
cessed. We can observe that for sphinx3 benchmark the ratio is around 1.14 which is significantly
higher than other benchmarks. This explains the reason as to why we observe slightly higher

performance loss for sphinx3 benchmark compared to others.
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5.3.2 Virtual Channel Configuration
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Figure 5.3: Speedup Factor for different vc_per_vnet configurations

Figure 5.3 depicts the change in speedup of the benchmarks with four different configurations
of vc_per_vnet. We can observe that with increased number of available VCs the speedup ap-
proaches the ideal factor of 1. The change in speedup from VC=4 to VC=8 is significant, while
we get diminishing returns for VC=10 configurations. Although, a configuration of VC=10 is not
practical, it is presented to show that there is not much performance difference between VC=8 and
VC=10 configuration. This observation of improved speedup with more VCs is expected since this

helps reduce the queuing latency of packets at the Network Interface.
5.3.3 Latency Changes

In this section we will analyse packet latency parameters for the benchmarks. We have again
ran the simulation for two configurations, one where the SNIs are enabled and one where they are

disabled. This allows us to measure the latency parameter changes that SNI has impact on.
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Figure 5.7: Percentage Latency Changes

Figure 5.4, 5.5, 5.6 and 5.7 depict the percentage latency changes. One observation which is
unique here is that the latency changes are pretty similar to most of the benchmark runs. This is

because, the numbers represented here are average latencies. Average latency is a representation
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of the network configuration. For example, any GETS packet, irrespective of which benchmark it
is, will undergo network and queuing latency specific to the configuration of the network.

There are couple of observations here:

* Average Packet Queuing Latency: The average Queuing latency increases by an average
of 81.53% when SNI is enabled compared to when SNI is disabled. One of the reasons
for this is the SNIs at the directories which are responsible for converting Broadcast cache
coherence messages to ACK response messages. A detailed explanation has been provided

later.

* Average Packet Network Latency: The average packet network latency decreases by an
average of 10.7%. One of the reasons of reduced network latency is due to reduced network
traffic. The SNIs at the directories convert a large number of broadcast packets to ACK
packets because of which the network traffic reduces. This helps reduce the average network

latencies that packets undergo when SNI is enabled.

» Average Packet Latency: The total packet latency, i.e. the combination of queuing and

network latency, increases by an average of 39.01%.

An interesting observation is that irrespective of the benchmark type and the number of packets
injected into the network, the average network and queuing latencies are pretty similar across the
benchmark runs. This shows that the average latencies are a reflection of the network configuration
of the system.

Now let’s take a look at the reason behind the increased queuing latencies. In section 4.1 we
explained that SNIs at the directory have the added functionality wherein they scan broadcast type
messages and convert them to ACK messages. This conversion is applied if the broadcast messages
are being directed towards chiplets which don’t have any cores that share a cache block with the
original requestor core. The SNI has access to the APU_Table, and thus knows which chiplets
share a cache block, and based on that the SNI can modify the broadcast type messages into ACK

messages and direct it to the original requestor. This provides the security feature that malicious
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chiplets will not be able to scan any of the broadcast type cache coherence messages to snoop on
cache lines being accessed by other cores. But the issue with this approach is the traffic burst that

is generated from the directory to the original requestor core.
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Figure 5.8: Broadcast packet distribution pattern

Figure 5.8 depicts the scenario where after MC-3(directory 3) receives a GETS message from
Core 0 in chiplet 0, it then broadcasts the GETS to all the other cores. As we can see the green ar-
rows depict how the packets originate at MC-3 and then reach their destination chiplets by travers-
ing through the network. We can observe that packets are distributed throughout the network and
reach their destinations at different latencies from the time they originate. This results in a spaced

out load on the virtual network for the broadcast packets.
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Figure 5.9: ACK response packet distribution pattern

Figure 5.9 depicts the scenario where after each core receives a broadcast GETS, it replies with
ACK to Core 0. The cache block is not being shared and thus the 56 cores in rest of the chiplets
numbered 1 to 7. Because of the different latencies of broadcast packets reaching each of the cores
in the chiplets, the response ACK packets are directed towards the Chiplet O but not at the same
time. This results in a spaced out load on the virtual network, when ACK response packets are

being directed towards Chiplet 0.
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Figure 5.10: SNI at directory enabled response pattern

Figure 5.10 depicts the scenario where the SNI at the directories are enabled. In this scenario,
all the 56 broadcast packets supposed to got to the rest of the cores are then converted to ACK
response packets and directed towards the Chiplet 0. The blue marked arrows depict the path that
is traversed by all of the 56 response ACK packets. In our analysis, it was observed that this burst
of traffic, caused significant queuing delays for the ACK responses. And hence, because of this

reason we observe the significant increase in the queuing latencies.
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Figure 5.11: Packets reduced with SNIs at directory

Figure 5.11 shows the percentage reduction in packets introduced in virtual network 3. When
a directory receives a GETS/GETX message, the corresponding broadcast messages are sent on
the VN 3. On comparing the number of packets introduced in VN 3 with and without SNIs,
we observed a 87.98% reduction in packets on average. This shows that our initial intention of
reducing the packet traffic worked with the SNIs at directory. The only caveat being that the burst
of traffic generated in the path from the directory to an original requestor core causes significant

increase in the queuing latency.
5.3.4 Dual Benchmark Performance Analysis

We also performed simulation with dual benchmarks, where two benchmarks are being run
on two different cores in two different chiplets. The objective being to create more traffic in the
network to observe the impact of SNI in such a scenario. We generate random mixes of two bench-
marks and run it on two cores in separate chiplets, to observe the impact of SNIs. We run the first 5
billion instructions for each of the applications on each core and they are run simultaneously until
each of them reach 5 billion instructions. Here, we report weighted speedup normalized to baseline,

i.e. for a multi-programmed run we calculate the IPC of the workload and then also calculate the
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isolated IPC of the workload in a single-threaded run, for both SNI enabled and SNI disabled con-
figurations. We then obtain a weighted IPC for the workloads as ) (1 PC;/I PC;solated;) where
for an i*" workload IPC and IPC_isolated are obtained in multi-program and single-threaded runs
respectively. For each of the workload, the sum is then normalized to the weighted IPC calculated

similarly for baseline case.
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Figure 5.12: Dual benchmark latency changes

Figure 5.12, shows the speedup factor for multi-programmed workloads. We observe that
the speedup obtained for these workloads is better than the speedup obtained with the individual
speedups obtained by certain workloads. The reason for this observations seems to be the utiliza-
tion of core for increased processing of instructions per clock cycles. For certain workloads, we
observe a speedup greater than 1. It seems to be because of a margin of error or benchmark runs
leading to getting slightly better IPC on individual benchmarks when run in multi-programmed

mode.
5.3.5 Virtual Channel & Queuing Latency Relation
In this section we present an observation on the relation between the vc_per_vnet configuration

and the queuing latency of the packets.
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Speedup SNI Enabled(VC=8/VC=4) & SNI Disabled(VC=8/VC=4)
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Figure 5.13: Speedup comparison between SNI enabled and SNI disabled configuration

Figure 5.13 shows the speedup factor between SNI enabled and SNI disabled configurations
across two configurations of vc_per_vnet. The SNI enabled speedup is obtained as the IPC for
VC=4 configuration divided by VC=8 configuration, with SNI enabled in both cases. The SNI
disabled speedup is obtained as the IPC for VC=4 configuration divided by VC=8 configuration,
with SNI disabled in both cases. An interesting observations is that, with an increase in the number
of available virtual channels from four to eight, the speedup obtained in SNI enabled configuration
is more than the SNI disabled configuration. This occurs because the queuing latency reduction
obtained in SNI enabled configuration is more than SNI disabled configuration. As mentioned ear-
lier, the burst of traffic generated by SNIs at the directories, leading to increased queuing latencies.
As the number of available VCs increase, the SNI enabled configuration benefits more in terms of

reduction of queuing latencies.
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Figure 5.14: Percentage Queuing Latency Change for configurations VC=4 and VC=8
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Figure 5.15: Percentage Queuing Latency Change for configurations VC=4 and VC=8

Figure 5.14 and 5.15 show the decrease in queuing latency for SNI enabled and SNI disabled

configurations for vc_per_vnet values of 4 and 8. We can observe that as the number of VCs
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double, the queuing latency in case of SNI enabled decreases more as compared to that when SNI
disabled. This shows that when the SNI is enabled, the burst of traffic that is generated by the SNI
at the directories impact the queuing latency of packets to a significant extent as explained earlier.
Hence, with availability of more VCs, the SNI enabled configuration benefits more in terms of

reduction of queuing latencies compared to the SNI disabled configuration.
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6. CONCLUSIONS

6.1 Conclusion

In this work we propose the use of active interposers to implement hardware security features
within the interposer layer. Interposers have already gained attraction in modern chip fabrication
because of the impact on chip-fabrication costs. The same interposer layer can be used to provide
a system wide security interface across different chiplets. Using an interposer as a root-of-trust is
an interesting option to interconnect chiplets and simultaneously securing the system.

Through our work, we focus on tackling hardware trojan based attacks from malicious chiplet.
We have explored the design details of SNI from an architectural perspective. Unlike previous work
which have suggested simple scan of address locations, we have shown that scanning transactions
is more complex because of involvement of cache coherency protocol. Messages being exchanged
between cores in various chiplets, are in the form of cache coherence packets. These packets are
converted into flits. Hence, various parameters of a network, such as flit size, physical link widths,
virtual networks, virtual channels etc. determine the design of a SNI. We have also shown statistics
through our simulations on the performance impact of SNI over the system. We have compared
the IPC changes with SNI enabled and SNI disabled configurations and shown that performance
drop due to the latencies introduced by SNIs are reasonable.

We expect that this work can add to the idea of active interposer layer as a "root-of-trust".
We have focused on the design aspects of a SNI module which can be implemented in the inter-
poser layer. We have also worked on the idea of how an OS and the SNI will interact in order to

dynamically manage the security of the system.
6.2 Future Work

In future work we would like to work on the Operating System and dynamic memory man-
agement for more complex applications being run in a multi-chip system. At present our work

primarily focuses on the cache coherence aspects of the messages that need to be monitored by
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SNI. We have implemented a simplistic model of the OS to simulate a dynamically managed
memory. We can work on improving the algorithm for memory management keeping in mind that
the APU_Tables have limited number of entries from which memory can be allocated to the appli-
cations. In order for lower latencies the interaction between the OS and the SNI/APU_Table has

to be streamlined.
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