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I. Objective/Purpose:  
The purpose of this project was to formulate and validate a conceptual model for Risk 
Assessment and Management of U.S. global supply chains, capable of capturing the 
complexity of their inherent decision-making upon the threat of the COVID-19 pandemic, 
through a systematic integration of evidence (e.g. data from observations, model predictions, 
and experts’ knowledge). The proposed objectives of the projects were: 
1. To generate a risk-guided platform to provide access to datasets, predictive models and 

experts’ opinions, to produce evidence-based support on the causes and effects posed by 
COVID19 on the U.S. trade supply chain infrastructure  

2. To formulate a comprehensive risk assessment model, mapping qualitatively participating 
processes needed to simulate ‘prognosis and diagnosis scenarios’ of social, economic and 
environmental impacts posed by COVID19 on the U.S. trade supply chain infrastructure 

3. To generate risk-mitigating strategies based on resiliency and sustainability supported by 
evidence collection and the associate risk assessment model, to address causes and effects 
posed by COVID19 on the U.S. trade supply chain infrastructure  

 
II.  Research Results: 
 
Milestone 1 – Project Kickoff 
Kickoff meeting held on June 22nd of 2020 
 
Milestone 2 – Data Acquisition and Management Plan in Place 
Data Acquisition and Management Plan submitted on September, 2020 
 
Milestone 3 – Risk Guided Platform 
A series of meetings and collaborative work between R7 and R13 – U.S.-Mexico Risk Taskforce 
to Support the Health Supply Chain Systems for Infrastructure and Workforce Threatened by the 
COVID-19 Pandemic – contractors, TAMU Information Technology Risk, TAMU High 
Performance Research Computing (HPRC), IT Engineering (Server Services), and IT Engineering 
(Cloud Services) were performed to develop a technology integrator or Risk-Guided Platform  that 
evolved into the design and implementation of CBTS’ Data-Lake System CBTS-DLS, currently 
in full operation. This solution required the installation of the on-premise CBTS-DLS, and the 
acquisition of CBTS-DLS’ Cloud Services. which were completed during the month of September, 
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2020. Figure 1 shows a graphic overview on the proposed Risk-Guided Platform or CBTS-DLS, 
including both its on-premise and cloud components.  
 

 
Figure 1. Graphic Overview of the Data-Lake System 

 
The design, implementation, and operation of CBTS-DLS is a consolidated effort between R7 and 
R13 to provide access to available evidence with curated datasets, predictive models and experts 
opinions that supports U.S. global supply chains’ decision-making.  
 
Initially, the Data-Lake System was proposed to be 100% on premise. However, given the security 
concerns expressed by the interacting groups mentioned before, regarding the Texas A&M 
Infrastructure and Network, the design evolved into a hybrid model with an on-premise component 
and a cloud-based service. Within this configuration, the activities related the cloud-based service 
are under the scope of R7, while the activities related to the on-premise component are under the 
scope of R13. 
 
The architecture in AWS comprises a relational database (RDS) to host the MySQL database (Data 
Warehouse volume), and an instance to host the dashboard.  Figure 2 includes a sequence of 
activities followed for the configuration and operation of the cloud-based services. 
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Figure 2. Activities for cloud-based services configuration and operation 

Technical specifications for the volume and instance are included below: 
• Volume 

o Database: MySQL 
o Volume type: ebs 
o Size: 500GB 

• Instance  
o OS: Ubuntu 20.02 
o Tools: Apache, PHP 
o Type: m5a.4xlarge 
o 2 vCPUs 
o Architecture x86_64 
o 32 GB RAM 

 
Milestone 4 – Risk Assessment Model 
Risk Assessment Framework 
A Bayesian Network model was developed following the Risk Assessment Framework shown in 
Figure 3. 
 

 
Figure 3. Risk Assessment Framework 

Where: 
 

o Hazard = The probability that a particular Threat T with a given intensity P(T) is exceeded 
within a given period of time. 

o Vulnerability = The probability of reaching a Consequence or damage in the element or 
system of interest, conditioned on a given Threat intensity P(C|T). 

o Consequences = The expected Consequence value u(C) of the element or system of 
interest exposed or impacted to a given Threat intensity. 
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Figure 4 shows the Bayesian Network representation of the Risk Assessment Framework. 
 

 
Figure 4. Bayesian Network representation of Risk Assessment Framework 

 
Risk Assessment and Management Framework 
The Risk Assessment Framework is extended to Risk Assessment and Management (RAM) with 
the inclusion of Mitigating Strategies as shown inf Figure 5. Similarly, the Bayesian Network 
representation of both RAM components can be seen in Figure 6. 
 

 
Figure 5. Risk Assessment and Management Framework 

 

 
Figure 6. Bayesian Network Representation of the Risk Assessment and Management 

Framework 
 
Development of BN Model V0.0 
The V0.0 of the BN Risk Assessment and Management model (CBTS-RAM) was developed 
through the activities shown in Figure 7, with an important component of literature review and 
identification of additional sources of evidence. It is worth noticing the inclusion of a qualitative 
‘pre-validation’ process using case studies to identify additional variables/processes and cause-
effect relationships inherent in the interaction of variables and processes represented in the 
resulting model. The six case studies used in the pre-validation were: 
 

• Shortage of personal protective equipment (PPE) in The U.S. 
• Global medicines Supply Chain disruption 
• COVID-19 spread in Europe mink farms 
• Migration caused by natural threats in Central and North America 
• PPE and customer satisfaction in Mexico 
• COVID-19 spread, PPE, and health workers deaths in Mexico 
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For each of the case studies, variables and processes not included originally in the model were 
identified, and added to it.  
 

 
Figure 7. Steps followed for V0.0 development 

 
Notably, the development of V0.0 of the model, included the identification of variables and 
processes that describe the Mitigating Strategies, supporting Milestone 5. 
 
This version of the model consists of a minimum viable model for two scenarios, first when the 
entities of the Supply Chain (i.e. Vendor/Supplier, Manufacturer, Retailer, Customer, Logistics 
Operator) are located in a single location (Figure 8), and second for the case when the entities of 
the Supply Chain are located in different regions. Complete versions of the model for the two 
scenarios were also developed. Appendix 1 includes high resolution PDF versions of the 4 models 
produced. 
 
In this version of the model, the identified groups of Threats were Natural, Anthropogenic and 
Zoonotic Diseases Spillover (COVID-19). For the Vulnerable Systems, the model considers the 
Community Health, the Health System Capacity, the Health of the Workforce (for both Healthcare 
and Supply Chain), and the Supply Chain. The Supply chain is disaggregated in its main entities, 
being Vendor, Manufacturer, Retailer, Customer, and Logistics Operator. Social, Environmental, 
and Economic Risks are also included, alongside Mitigating Strategies intended to reduce the 
Threat intensity, the vulnerability of the Systems, and/or the States of Risk directly. 
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Figure 8. Minimum conceptual model. Single location 

 
This set of activities were concluded on February, 2020. 
 
Update of BN Model to V1.0 
During the execution of the R7 and R13 (U.S.-Mexico risk taskforce to support the health supply 
chain systems for infrastructure and workforce threatened by the COVID-19 pandemic), a series 
of sources of evidence were identified to support the key groups of variables and processes 
depicted in Figure 8. From these, the BN model was updated to capture variables/processes present 
on sources of evidence such as:  
 

o CDC’s Social Vulnerability Index 
o Census’ Community Resilience Estimates  
o Mexico’s COVID-19 Social Vulnerability Index 
o Mexico’s Heuristic COVID-19 Mortality Risk 
o Impact of Natural Threats on Supply Chains 

 
The updates on different components of the model are listed below: 

• Natural Threats: Hail, Sleet, Atmospheric temperature, Soil physical properties, Soil 
mechanical properties, Tsunami, and Runoff were included. 

• Anthropogenic Threats: Unemployment, and Income were included as new variables 
• Vulnerable Systems: New subgroups of variables were introduced to capture the social 

vulnerability of a community across different dimensions such as housing and 
transportation, socioeconomic status, minority status and language  

• Vulnerable Systems: Public Hospitals, Private Hospitals, Public Intensive Care Unit 
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(ICU) Beds, Private Intensive Care Unit (ICU) Beds, Public Non-ICU Beds, Private Non-
ICU Beds were added as variables on the Health System Services group of variables.  

• States of Risk: Socioeconomic states of risk for State of Income, State of Unemployment 
and State of Poverty were included in the model to reflect an estimate of this variables in 
communities. 
 

The updated model became V1.0 of the CBTS-RAM model. Appendix 2 includes a High-res PDF 
version of this model. This showed the successful collaboration between R7 and R13, where R7 
expedited the identification of variables and processes relevant for the CBTS-RAM model, while 
providing guidance to R13 on the prioritization of variables and processed needed for collection 
into CBTS-DLS. 
 
Validation Process and BN Model V2.0 
A remote expert validation process was designed from March to May, 2020. The first step on the 
coordination of this event, was to identify potential experts to serve in the CBTS-RAM validation 
process. A structure of the proposed experts is shown in Figure 9. A total of 34 experts were invited 
to participate in this event, scheduled between May 11th and May 17th, from which 30 experts 
confirmed to be part of the process (~88%). The complete list of participating experts is shown in 
Table 1. 
 

 
Figure 9. Conceptual map of validation experts 

R7 – SGL: Stochastic Geomechanics Laboratory 
R10 – FAPRI: Food & Agricultural Policy Research Institute. University of Missouri 
 

Table 1. Experts that participated in the validation process  
Expert Name Expert Affiliation 

Zenon Medina-Cetina 

Texas A&M University 
Department of Civil & Environmental Engineering 
-Associate Professor 
Department of Petroleum Engineering (Joint appointment) 
Ocean Engineering (Joint Appointment) 
Geography (Joint Appointment) 

Greg Pompelli 
Texas A&M University 
CBTS 
-Director 

Matt Cochran 
Texas A&M University 
CBTS 
-Research director 
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Expert Name Expert Affiliation 

Heather Manley 
Texas A&M University 
CBTS 
-Executive director 

Maria Jose Perez-Patron 

Texas A&M University 
School of Public Health 
-Research Assistant Professor 
U.S. Census Bureau Research Data Center at TAMU 
-Associate Director 

Miriam Olivares 
Yale University 
Center for Science and Social Science Information 
-GIS Librarian 

Wyatt Thompson 
University of Missouri 
Food & Agricultural Policy Research Institute 
-Associate Professor 

Patrick Westhoff 
University of Missouri 
Food & Agricultural Policy Research Institute 
-Director and Howard Cowden Professor 

Amy Billinger Anneal Initiative 
Jeremy Jackson Anneal Initiative 

Bethany DeSalvo 
United States Census Bureau 
Social, Economic, and Housing Statistics Division 
-Survey Statistician 

Graciela Gonzalez Farias National Institute of Mathematics (CIMAT) 
-Director 

Norberto Hernandez National Institute of Mathematics (CIMAT) 
-Researcher 

Roman Castillo AMCO 
-Data Analyst 

Carlos Pineda 

Research Center in Geospatial Information Sciences 
-Health Economist 
National Institute of Public Health 
-Health Economist 

Ulises Marquez National Institute of Mathematics (CIMAT) 
-Researcher 

Pablo Lopez Mexican National Geo-Intelligence Laboratory (Centro-GEO) 
-Associate Researcher 

Sergio Palacio Carrera Riva 
Mexican Census Bureau (INEGI) 
General Integration, Analysis, and Research Direction 
-Director 

Elio Villaseñor  
Mexican Census Bureau (INEGI) 
General Integration, Analysis, and Research Direction 
-Director 

Oscar Sanchez Siordia 

Mexican National Geo-Intelligence Laboratory (Centro-GEO) 
-Director 
Grupo CONACYT COVID-19 
-Institutional Member 

Julie Loisel 
Texas A&M University 
Department of Geography 
-Associate Professor 

Maria Julia Marinissen 
U.S. Embassy   Mexico City 
U.S. Department of Health and Human Services 
-Health Attaché 

Thomas Wilkinson U.S. Department of Homeland Security 
Office of the Chief Medical Officer 
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Expert Name Expert Affiliation 
Countering Weapons of Mass Destruction 
-Chief Medical Information Officer 

Ivan Zapata 
U.S. Department of Homeland Security 
DHS Chief Medical Officer Team 
-Global Health Security Advisor 

Heather N. Chew 
U.S. Department of Homeland Security 
Countering Weapons of Mass Destruction 
-State and Local Public Health Advisor 

Jack Baldauf 

Texas A&M University 
Department of Oceanography 
-Professor 
-Senior Associate Vice President for Research 

Courtney Thompson 
Texas A&M University 
Department of Geography 
-Associate Professor 

Kevin Gamache 

Texas A&M University System 
-Chief Research Security Officer 
The Bush School of Government & Public Service 
-Lecturer 

Dennis Gorman 
Texas A&M University 
School of Public Health 
-Professor 

Juan Villa Texas A&M Transportation Institute 
-Research Scientist. Division Head 

 
 
As Table 1 shows, the multidisciplinary composition of the participating groups of experts 
provided a unique opportunity to address the complexity of decision-making involved in a given 
U.S. supply chain. This effort also reflected the collaborative nature between R7 and R13, since 
R13’s binational taskforce joined in full the validation process, because of the shared interest to 
expedite the identification of key variables and processes reflecting the state of risk a given supply 
chain. This validation process took place during May, and June 2021 with the scheduled presented 
in Figure 10. 
 

 
Figure 10. Validation Process Schedule 

 
o Workshop #1: Pre-elicitation presentation 

o Date: May 28th  
o Participants: 30 experts  
o Presentation of the objectives of the project, as well as the Risk Assessment and 

Management Framework 
o Presentation of the workshop mechanism and validation outcomes 
o Assignment for Workshop #2. Set of questionnaires on Threats and Vulnerable 

Systems 
o The questionnaires requested feedback on: 
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 Variables and Processes (Nodes) 
• Variables to be added 
• Variables to be removed 
• Variables to be merged 

 Cause-effect relationships (Arrows) 
• Relationships to be added 
• Relationships to be removed 
• Relationships to be inverted 

 Prioritization of variables and processes 
 

 
o Workshop #2: Validation Workshop 

o Date: June 4th  
o Participants: 23 experts 
o Questionnaire participation (Assignment): 67% 
o Breakout room session on Threats – 25 minutes 

 Breakout Room A: Zoonotic Diseases Spillover + Anthropogenic (Human-
Human COVID 19 Transmission) 

Zoonotic Diseases Spillover + Anthropogenic 
(Human-Human COVID 19 Transmission) 
Matt Cochran 
Heather Manley 
Maria Julia Marinissen 
Dennis Gorman 
Maria Jose Perez-Patron 
Graciela Gonzalez Farias 
Norberto Hernandez 
Roman Castillo 
Ulises Marquez 
Pablo Lopez 
Oscar Sanchez Siordia 
Thomas Wilkinson 
Heather N. Chew 

 Breakout Room B: Natural + Anthropogenic (Land use/Land Cover) 
Natural + Anthropogenic 
(Land use/Land Cover) 
Zenon Medina-Cetina 
Julie Loisel 
Kevin Gamache 

 Breakout Room C: Remaining variables on Anthropogenic Threats 

Anthropogenic 

Greg Pompelli 
Miriam Olivares 
Wyatt Thompson 
Patrick Westhoff 
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Amy Billinger 
Jeremy Jackson 
Bethany DeSalvo 
Sergio Palacio Carrera Riva 
Elio Villaseñor  
Courtney Thompson 
Ivan Zapata 
Carlos Pineda 
Juan Villa 

 
o Plenary session on Threats – 15 minutes  
o Breakout room session on Vulnerable Systems – 25 minutes 

 Breakout Room A: Community Health 
Community Health  
Matt Cochran 
Maria Jose Perez-Patron 
Graciela Gonzalez Farias 
Roman Castillo 
Ulises Marquez 
Pablo Lopez 
Oscar Sanchez Siordia 
Zenon Medina-Cetina 
Julie Loisel 
Miriam Olivares 
Bethany DeSalvo 
Courtney Thompson 
Dennis Gorman 

 Breakout Room B: Health System Services 
Health System Services  
Heather Manley 
Maria Julia Marinissen 
Thomas Wilkinson 
Heather N. Chew 
Kevin Gamache 
Elio Villaseñor  
Ivan Zapata 
Carlos Pineda 

 Breakout Room C: Supply Chain 
Supply Chain 
Greg Pompelli 
Wyatt Thompson 
Patrick Westhoff 
Amy Billinger 
Jeremy Jackson 
Juan Villa 
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Sergio Palacio Carrera Riva 
Norberto Hernandez 

 
o Plenary session on Vulnerable Systems – 15 minutes  
o Assignment for Workshop #3. Set of questionnaires on Impacts, States of Risk, and 

Mitigating Strategies. 
o The questionnaires requested feedback on: 

 Variables and Processes (Nodes) 
• Variables to be added 
• Variables to be removed 
• Variables to be merged 

 Cause-effect relationships (Arrows) 
• Relationships to be added 
• Relationships to be removed 
• Relationships to be inverted 

 Prioritization of variables and processes 
 
Between Workshop #2 and Workshop #3, the experts’ feedback from the questionnaires and the 
workshops, was translated into actionable modifications/adjustments into the model. The 
modifications were divided into ‘regular’ modifications and ‘complex’ modifications. Regular 
modifications deal with the inclusion or removal of variables, and inclusion or removal of cause-
effect relationships. Complex modifications deal with merging or disaggregating variables, 
multiple additions or removal of cause-effect relationships, and comments/feedback on general 
model structure.  Variables and processes identified in this step were added to the CBTS-RAM 
V1.0 of the model previous to Workshop #3.  
 

o Workshop #3: Validation Workshop 
o Date: June 11th  
o Participants: 19 experts 
o Questionnaire participation (Assignment): 54% 
o Breakout room session on Impacts and States of Risk – 25 minutes 

 Breakout Room A: Social Impacts and States of Risk 
Social Impacts/States of Risk 
Matt Cochran 
Maria Jose Perez-Patron 
Miriam Olivares 
Bethany DeSalvo 
Graciela Gonzalez Farias 
Roman Castillo 
Carlos Pineda 
Ulises Marquez 
Pablo Lopez 
Oscar Sanchez Siordia 
Heather Manley 
Maria Julia Marinissen 
Thomas Wilkinson 
Dennis Gorman 
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Ivan Zapata 
Heather N. Chew 

 Breakout Room B: Environmental Impacts and States of Risk 
Environmental Impacts/States of Risk 
Zenon Medina-Cetina 
Julie Loisel 
Courtney Thompson 
Kevin Gamache 

 Breakout Room C: Economic Impacts and States of Risk 
Economic Impacts/States of Risk 
Greg Pompelli 
Wyatt Thompson 
Patrick Westhoff 
Amy Billinger 
Jeremy Jackson 
Elio Villaseñor  
Sergio Palacio Carrera Riva 
Norberto Hernandez 

 
o Plenary session on Impacts and States of Risk – 15 minutes  
o Plenary session on Mitigating Strategies – 35 minutes  

 
Similarly, to Workshop #2, after Workshop #3, the expert feedback from the questionnaires and 
the workshops was translated into actionable modifications/adjustments of the model. The 
modifications were divided into regular  and complex. Regular modifications deal with the 
inclusion or removal of variables, and inclusion or removal of cause-effect relationships. Complex 
modifications deal with merging or disaggregating variables, multiple additions or removal of 
cause-effect relationships, and comments/feedback on general model structure.   
 
During this step, only the regular modifications were implemented into the model update. A 
comprehensive list of modifications from Workshop #2 and Workshop #3, can be found in 
Appendix 3. 
 
The resultant model constitutes the V2.0 of the Bayesian Network Model for Risk Assessment and 
Management. A high-resolution PDF of the V2.0 of the model can be found in Appendix 4. 

 
Milestone 5 – Risk Mitigating Strategies 
To expedite the identification of CBTS-RAM’s mitigating strategies a qualitative list was created 
in parallel to the development of the Risk Assessment Model (Milestone 4).  These mitigating 
strategies correspond to measures oriented to reducing the threat intensity, reducing the 
vulnerability, and/or reducing the overall exposure of the vulnerable systems. 
 
In addition, and as documented in the previous section, the validation Workshop #3 included a 
plenary session to discuss mitigating strategies specifically. During the plenary, expert feedback 
was collected on the previously identified strategies to remove, add, or combine some of them, as 
well as on the inclusion of mitigation measures that were not considered in the model. 
 
Among the mitigating strategies discussed, countermeasures to combat mis/disinformation were 
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identified, including Intelligence Analysis, Public Affairs/Crisis Communication, or Education. 
Other Active countermeasures added to the model were the Use of PPE, and Public Health 
Surveillance as activities to monitor, and control, the intensity of the pandemic threat. For Passive 
Countermeasures, strategies aimed at the economic reactivation were identified. This category 
includes Social Programs, Stimulus Payments, or Consumer Subsides among others. Finally, the 
importance of a Business Continuity Planning/Process was made clear as an additional strategy to 
Risk Management in Supply Chains. 
 
Table 2 presents the full list of qualitative Mitigating Strategies considered for V2.0 of the 
Bayesian Network Risk Assessment and Management Model. 
 

Table 2. Mitigating Strategies 
Group Subgroup Variable 

Active 
countermeasures 

Laws & 
Regulations 

Law enforcement  
Laws and regulations 
School regulations 
Travel regulations 
Social distancing regulations 
Transportation regulations 

COVID-19 active 
countermeasures 

Personal sanitation and cleaning 
Surface cleaning and disinfection 
Improve/implement ventilation system 
Testing 
Quarantine 
Contact tracing 

Food & water 
treatment 

Education to encourage the proper cooking of food 
Water treatment  

Strategies from 
expert feedback 

Intelligence analysis 
Public affairs/Crisis communication 
Education 
Use of PPE 
Public Health Surveillance 

Passive 
countermeasures 

COVID-19 passive 
countermeasures 

Essential services regulations 
Workplace regulations 
Vaccination 

Healthcare 
services 

management 

Credentialing and regulations 
Inventory management (Healthcare) 
Financial contingency plan  
Alternate care sites 
Emergency preparedness and response training 
Cybersecurity management 

Supply chain 
management 

Multi-modal transportation 
Cybersecurity management 
Supply diversification 
Inventory management 
Treatment facilities 
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Group Subgroup Variable 
Recycling & 

disposal 
management  

Collection centers 

Recycling and disposal 

Strategies from 
expert feedback 

Socio demographic policy for vaccination 
Social programs 
Income support 
Stimulus payments 
Consumer subsides 
Targeted protection 
Business continuity planning/process 

 
 
III.  Performance Discussion:  
 
The detailed list of activities that supported the research results included in the last section are 
described below. 
 
Biweekly updates corresponding to Output 1 will be registered in the form of text documents, 
while the monthly summaries will consist of Power Point presentations or word documents of the 
advances of the project. Both updates and summaries will be stored in a dedicated Microsoft Teams 
channel, and in the final repository designated according to the Data Management Plan. The 
dedicated Microsoft Teams channel will allow the research team to collaborate, expedite 
communications, manage the exchange of information, and improve the archiving of resources 
among other benefits. 
 
July 
 
Cross-Milestone activities - M3 (Risk-guided Platform), M4 (Risk Assessment Model), and 
M5 (Risk Mitigating Strategies). 

• Completed student recruitment and hiring process 
• Familiarized the students with the contents of the project proposal 
• Define research tasks with students 

 
August 
 
Cross-Milestone activities - M3 (Risk-guided Platform), M4 (Risk Assessment Model), and 
M5 (Risk Mitigating Strategies). 

• Reviewed the workplans of related DHS-R projects, and identified the areas of expertise 
of each group of experts. 

• Performed a preliminary literature review on the definition of Supply Chains, the main 
components, processes and flows, as well as the evolution of Supply Chain and Supply 
Chain Management concepts.  

• Performed a preliminary literature review on Supply Chain threats, and states of risks, 
associated with COVID-19. 

• Identified the intersection of Supply Chains concepts, and the components of the Risk 
Assessment and Management Framework 
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• Started the identification of relevant threats, vulnerable systems, impact metrics, and states 
of risk. 

 
Milestone 3: Risk-guided Platform  

Contributing to Task 3: Generation of the platform for curation and sharing of 
information collected 
• Started the communications mechanisms with subcontractors for the definition of CBTS-

DLS and acquisition of components 
 
September  
 
Cross-Milestone activities - M3 (Risk-guided Platform), M4 (Risk Assessment Model), and 
M5 (Risk Mitigating Strategies). 

• Developed a Microsoft Project Management System Project Masterplan   
• Started a Communication & Collaboration Environment on MS Teams  
• Reviewed Security Protocols and Privileges for everyone involved in the Team 
• Submitted DHS Form 11055 - Foreign Background Foreign National Screening Request  
• Definition of the mechanism of engagement with other Subject Matter Experts (SME) 

research groups, institutions, and collaborators, including but not limited to: 
o Anneal Initiative LLC  
o The Food and Agricultural Policy Research Institute at the University of Missouri 

(FAPRI-MU) 
o TAMU’s Center for North American Studies (CNAS)  

• Defined point of contact with TAMU’s Library Systems to define an ongoing collaboration 
to setup the Texas Data Repository (TDR) for future publishing and archiving of curated 
data  
 

Milestone 2: Data Acquisition and Management Plan.  
• Delivered Data Acquisition and Management Plan to DHS for feedback and review 

 
Milestone 3: Risk-guided Platform  

Contributing to Task 3: Generation of the platform for curation and sharing of 
information collected 
• Met and reviewed CBTS-DLS’ design, implementation, and operation plan with: 

o Contractors  
o TAMU Information Technology Risk  
o TAMU High Performance Research Computing (HPRC)  
o IT Engineering – Server Services 
o IT Engineering – Cloud Services   

• Completed installation of on-premise CBTS-DLS (Hardware)  
• Completed acquisition of Cloud services for CBTS-DLS. 

Milestone 4: Risk Assessment Model (CBTS-RAM) 
 Contributing to Task 5: Formulation of risk assessment model using Bayesian Networks  

• Initial State-of-the-art Literature Review on the World’s Supply Chain Research 
• Performed Literature Review of Supply Chain Definitions  
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o Defined the main terminology and definitions employed in the Supply Chain 
Management Practice  

• Performed Literature Review of COVID-19 in the World’s Supply Chain  
o Defined the main search criterium and generated a keyword-co-occurrence 

network  
• Performed a preliminary analysis on IBIS World COVID-19 Impact Tool 

October  
 
Cross-Milestone activities - M3 (Risk-guided Platform), M4 (Risk Assessment Model), and 
M5 (Risk Mitigating Strategies). 

• Identified a list of sources of evidence on the impact of COVID-19 on Supply Chains 
including Scientific databases, News aggregators, Industry reports and Statistics, and 
Financial data vendors  

o Identified five new premium information aggregators of news sources that 
TAMUS have already access to.  

• Supported the identification of processes and variables interacting in the Risk Assessment 
Model through the definition of a research hypothesis, methodology, and overall 
objectives by the use of web scrapping  

• Wrote and tested five different web scrapping scripts in R and Python as an initial proof 
of concept to validate the feasibility of our web scraping hypothesis 

• Organized a webinar about the IBIS World COVID-19 Impact Tool 
(https://my.ibisworld.com/us/en/lists/impact-tool/home) 

Milestone 3: Risk-guided Platform  
Contributing to Task 3: Generation of the platform for curation and sharing of 
information collected 
• Coordinated access to a two-week trial for Eikon, a Thomson Reuters product 
• Assessed Eikon API limitations and python-based gatherers 
• Communicated with TAMU libraries account manager to expand our export limit from 

100 to 10,000 results per day for ProQuest database 
• Started working on the automatization of data acquisition and analysis from publicly 

available sources to develop risk-based analytics 
• Generated preliminary results based on a refined query of news for the month of October. 

Results include word maps of titles, and summaries of news articles; top title words per 
week. 

• Met with subcontractors to accelerate our software development efforts to develop Risk-
based analytics  

Milestone 4: Risk Assessment Model (CBTS-RAM) 
 Contributing to Task 5: Formulation of risk assessment model using Bayesian Networks  

• Updated State-of-the-art Literature Review on the World’s Supply Chain Research 
• Updated Literature Review of COVID-19 in the World’s Supply Chain  

o Defined the main search criterion and generated a keyword-co-occurrence 
network  
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• Conducted a Literature Review of COVID-19 impact in the U.S. Supply Chains 
• Started the formulation of a BN Risk Assessment Model based on variables and 

processes identified from literature review, and corresponding to threats, vulnerable 
systems, impacts, and states of risk 

• Performed an analysis on IBIS World COVID-19 Impact Tool 

November  
 
Cross-Milestone activities - M3 (Risk-guided Platform), M4 (Risk Assessment Model), and 
M5 (Risk Mitigating Strategies). 

• Worked towards the identification of the main industrial sectors/supply chains (i.e. 
Vulnerable Systems) in the U.S. and their impact due to COVID-19 through the 
following activities:  

o Related export and import values of products to specific industries using NAICS 
and HS codes, among others 

o Performed a preliminary analysis of the historical information of trade statistics 
regarding: 
 Descriptive statistics of time series of main industrial sectors 
 First and second order statistics of time series per industrial sector 

• Secured access to commercially available Panjiva platform for Imports and Exports 
Information as a source of evidence for processes describing the impact of COVID-19, 
and converging threats, on Supply Chains 

• Completed preliminary assessment of Panjiva Platform  
o Designed, developed, and coded initial report for the Panjiva platform 

 Report generation based on Markdown for cross-platform compatibility 
 Currently generating a Markdown, Latex, and HTML output format 
 Mostly compatible with Python, R, C++, and other object-oriented 

programming languages  
• Completed assessment of Eikon-Refinitiv Platform. Defined deployment service and 

agreed on service fees.  
• Identified relevant ongoing US House Committee & International Trade Commission 

investigation and points of contacts. The redacted public hearing files are available for 
the registered public to view, which contain important information related to the project’s 
main focus, including key takeaway concerns and contact information from 
manufacturers, trade associations, and government officials.  

o Investigation No. 332-580 
 “COVID-19 Related Goods: The U.S. Industry, Market, Trade, and 

Supply Chain Challenges” 
o Co-Project Leader Samantha DeCarlo (202-205-3165 or 

samantha.decarlo@usitc.gov)  
o Co-Project Leader Andrew David (202-205-3368 or andrew.david@usitc.gov)   
o Investigation outcomes to be disclosed by Dec. 15th, 2020. 

Milestone 3: Risk-guided Platform  
Contributing to Task 3: Generation of the platform for curation and sharing of 
information collected 



 
CBTS COE  | Texas A&M University  |  Research Workplan Page 19  

• Generated descriptive statistics and first and second order statistics for a set of HTS codes 
using information from the Panjiva platform as a case study on the usefulness of Panjiva, 
and for the BN model formulation. The following HTS codes were included in the 
analysis: 

o 6210.10.5000 – PPE 
o 6307.90.6800 – Medical Protective Clothing 
o 6307.99.9889 – N95   
o 9019.20 – Medical ventilators 
o 9022.12 – CT scanners  

Milestone 4: Risk Assessment Model (CBTS-RAM) 
Contributing to Task 5: Formulation of risk assessment model using Bayesian Networks  
• Developed a preliminary version of the Bayesian Network Model for Risk Assessment 

through the following steps: 
o Definition of entities, processes and flows of Supply Chains 
o Identification of variables for each risk component, from the literature review and 

other sources of evidence 
o Construction of a Bayesian Network for the Risk Assessment of Supply Chains 

• Developed a minimum viable model and a complete model for different scenarios of Risk 
Assessment: 

o Scenario 1: All the components of the Supply Chain that are located in the same 
geographical region 

o Scenario 2: All the components of the Supply Chain that are located in different 
geographical regions  

Milestone 5: Risk Mitigating Strategies 
Contributing to Task 7: Development of a set of qualitatively risk mitigating strategies 
• Performed a preliminary identification of mitigating actions oriented to: 

o Reduced the threat intensity 
o Reduce the vulnerability of systems 
o Reduce the overall exposure  

December  
Cross-Milestone activities - M3 (Risk-guided Platform) - M4 (Risk Assessment Model), and 
M5 (Risk Mitigating Strategies). 

• Designed a validation process for the BN model for Risk Assessment & Management 
• Updated the Expert Mechanism Engagement for the BN model validation process 
• Defined a documentation process for the BN model, including the development, validation, 

and publication phases 
• Designed an expert feedback rubric for a test exercise on members of the R13 Taskforce. 

This rubric intended to gather feedback on: 
o Variables and processes 
o Cause-effect relationships 
o Sources of evidence 
o Prioritization of variables and processes  

• Identified two test scenarios to aid the BN model formulation and the development of Risk-
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Based analytics to be published in the Risk-Guided Platform: 
o PPE shortage 
o COVID-19 vaccination 

• The objectives for the test scenarios are: 
o Support the development of the comprehensive Risk Assessment model definition 
o Provide preliminary validation of V 0.0 of the model through a series of real-life 

case scenarios supported by evidence 
o Aid in the identification of reliable sources of information, evidence overlaps, gaps, 

and missing mitigation actions 
o Kickstart the identification, categorization, and prioritization of evidence following 

our risk-based framework and methodology 
• Performed literature review on COVID-19 vaccination, aimed to answer the following 

research questions for the test scenario: 
o What are the most important vaccines? What is their respective state of 

development? 
o What countries have pre-ordered vaccines? 
o What sources of information are publicly available? 
o Where are vaccines being manufactured?  What kind of supply chain will be needed 

to distribute vaccination effectively?   
o Is the BN model correctly capturing the most important relationships between 

SARS-CoV-2 vaccines producers, distributors and end-users? Including its supply 
chain?  

o What U.S. ports of entry have the most traffic?  
o Who are the most important companies involved in the manufacturing of such 

products? 
Milestone 4: Risk Assessment Model (CBTS-RAM) 

Contributing to Task 5: Formulation of risk assessment model using Bayesian Networks  
• Improved the preliminary version of the Bayesian Network Model for Risk Assessment 

through the following steps: 
o Analysis of Case Studies: 

 PPE shortage 
 Medicine Supply Chain Disruption 
 COVID-19 transmission in mink farms 
 Migration caused by natural threats and subsequent COVID-19 spread 
 PPE and customer satisfaction in Mexico 
 COVID-19 spread, PPE, and health workers deaths in Mexico 

o Identification of missing variables and processes  
o Identification of missing cause-effect relationships  

• Modified the minimum viable model and a complete model for different scenarios of 
Risk Assessment based on the lessons learned from the six case studies 

• Identified and listed the main groups and subgroups that constitute the model in each 
component of the risk framework: 

o Threats 
 Natural Threats 
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 Anthropogenic Threats 
 Zoonotic Diseases Spillover 
 Human-Human COVID-19 transmission 

o Vulnerable Systems 
 Community Health 
 Health of the Workforce 
 Health System Services 
 Supply Chain 

o States of Risk 
 Social 
 Environmental 
 Economic  

Milestone 5: Risk Mitigating Strategies 
Contributing to Task 7: Development of a set of qualitatively risk mitigating strategies 
• Continued the identification of mitigating actions oriented to: 

o Reduced the threat intensity 
o Reduce the vulnerability of systems 
o Reduce the overall exposure 

January 
Cross-Milestone activities - M3 (Risk-guided Platform), M4 (Risk Assessment Model), and 
M5 (Risk Mitigating Strategies). 

• Updated a validation process workflow for the BN model for Risk Assessment & 
Management, adapting it to the scientific method using the following steps: 

o Problem definition 
o Objectives 
o Hypothesis 
o Literature Review 
o Methodology 
o Case Studies 
o Experimental design and implementation 
o Results 
o Analysis 
o Conclusions 

• Established the Problem definition, Objectives, and Hypothesis of the validation process. 
• Designed a documentation process workflow for the BN model for Risk Assessment & 

Management. This process is comprised by the following phases: 
o Phase 1: Internal report on model development 
o Phase 2: Documentation required for the implementation of the expert validation 

process 
o Phase 3: Production of scientific journal papers  

• Designed an expert feedback knowledge elicitation rubric, based on the following sections: 
o Prioritization of variable subgroups for Threats, Vulnerable Systems, States of 

Risk, ad Mitigating Strategies 
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o Contact information of organizations and/or experts in selected subgroups of 
variables for the Risk components 

• Ask members of the R-13 project Taskforce to fill out the expert feedback rubric, and 
recorded their answers. The feedback rubric focused on the prioritization of groups and 
subgroups of variables of the BN model, with subgroups for Threats, Vulnerable Systems, 
Mitigating Strategies, and States of Risk. 

• Analyzed and summarize the responses from the R13 taskforce members  
• Arranged a seminar on Graphical Probabilistic Models with the participation of Dr. Marek 

Druzdzel. Professor Emeritus in the School of Computing and Information, University of 
Pittsburgh and Creator of the graphical modeling software GeNIe and SMILE, as a guest 
speaker 

• Completed contract with Eikon 
o Obtained access to the commercially available database Eikon-Refinitiv.  

   
Milestone 4: Risk Assessment Model (CBTS-RAM) 
Contributing to Task 5: Formulation of risk assessment model using Bayesian Networks  

• Finalized the most comprehensive version of the BN model for different geographic 
locations of the Supply Chain Entities (Vendor, Manufacturer, Retailer, Customer) 

• Created reference files for BN model documentation 
o High Resolution PDF 
o Table of variable groups and subgroups 

Milestone 5: Risk Mitigating Strategies 
Contributing to Task 7: Development of a set of qualitatively risk mitigating strategies 
• Finalized the complete version of the BN model for different geographic locations of the 

Supply Chain Entities (Vendor, Manufacturer, Retailer, Customer), including the 
identified mitigating strategies 

• Continued the identification of mitigating actions oriented to: 
o Reduced the threat intensity 
o Reduce the vulnerability of systems 
o Reduce the overall exposure 

February 
Cross-Milestone activities - M3 (Risk-guided Platform), M4 (Risk Assessment Model), and 
M5 (Risk Mitigating Strategies). 

• Updated a validation process workflow for the BN model for Risk Assessment & 
Management, adapting it to the scientific method using the following steps: 

o Problem definition 
o Objectives 
o Hypothesis 
o Literature Review 
o Methodology 
o Case Studies 
o Experimental design and implementation 
o Results 
o Analysis 
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o Conclusions 
• Identified technologies to be applied for the expert elicitation process, comprised by 

questionnaires and/or workshops. 
• Identified the case studies, in terms of groups of experts and BN models, to perform the 

validation.  
• Established the coverage of available experts within the CBTS-related R projects, 

alongside the taskforce members of the R13 project. 
• Drafted the first version of the experimental design for the validation process. This draft 

comprised two options: 
o Pre-elicitation presentation followed by a validation workshop on the minimum 

conceptual model for a single location. Groups of experts covering the components 
of the model will participate in the workshop. 

o Pre-elicitation presentation followed by a validation workshop on the complete 
model for a single location. Experts are divided in breakout rooms according to 
their expertise.  

• Completed the internal report on model development for CBTS member and stakeholders, 
with the following sections: 

o Problem definition  
o Objectives 
o Hypothesis 
o Methodology 
o Model Development 
o Case Studies 
o Model validation. 

This internal report includes a full description of the model structure in terms of risk components, 
groups and subgroups of variables, and corresponding variable definitions. The internal report 
includes HD versions of the Risk Assessment and Risk Assessment & Management models for one 
location, and for different locations for a total of 8 models.  

• Conducted a small-scale expert elicitation exercise with the R13- Taskforce members, in 
order to collect name of organizations, experts, or websites that can be used by the R7 team 
to perform the validation process. The information was collected for all the components of 
the Risk Assessment and Management model.  

• Processed and summarized the results from the expert elicitation exercise with the R13-
Taskforce members.  

• Identified the main stages, components and companies associated with the COVID-19 
vaccine manufacturing, packing and distribution in the United states for Pfizer, Moderna, 
J&J, and Novarax, 

• Identified geographical location of manufacturing facilities involved in the Pfizer and 
Moderna’s COVID-19 vaccine   

• Identified key imports associated with the vaccine manufacturing and distribution in the 
United States and Mexico   

 
Milestone 4: Risk Assessment Model (CBTS-RAM) 
      Contributing to Task 5: Formulation of risk assessment model using Bayesian Networks  
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Milestone 5: Risk Mitigating Strategies 

Contributing to Task 7: Development of a set of qualitatively risk mitigating strategies 
• Finalized the complete version of the BN model for different geographic locations of the 

Supply Chain Entities (Vendor, Manufacturer, Retailer, Customer), including the 
identified mitigating strategies 

March 
Cross-Milestone activities - M3 (Risk-guided Platform), M4 (Risk Assessment Model), and 
M5 (Risk Mitigating Strategies). 

• Completed the identification of experts to be invited to the Bayesian Network model 
validation. 

• Created a database with expert’s information, including affiliations, research background, 
and research interests. 

• Created a matrix of expert coverage, assigning individual experts to subgroups of the BN 
model, according to their  studies and research expertise. 

• Adjusted the BN model validation mechanism with the following activities: 
o Defined the version of the model to be validated (Complete model – Single 

location) 
o Modified the mechanism to a total of 3 sessions, or workshops, each of 1.5hrs 

comprised by a pre-elicitation presentation, and 2 further validation workshops 
o Defined the contents of the pre-elicitation presentation for an optimal development 

of the workshops 
o Defined a detailed agenda for each one of the workshops 
o Divided the experts in breakout rooms following the matrix of expert coverage and 

the agenda for the workshops  
o Proposed a deployment schedule for the validation 

• Completed a report about vaccination manufacturing and distribution in the U.S., capturing 
the identified main stages, components, and companies, including their geographical 
location associated with the manufacturing, packing, and distribution for Pfizer, Moderna, 
J&J, and Novavax's COVID-19 vaccine 

• Identified the official COVID-19 dashboards for the 50 States in the U.S. 
• Created a database of State Dashboards, listing the variables presented, and classifying 

them according to: 
o Type of evidence (Observation, Model predictions, Expert opinions) 
o Variable Characteristics (V, V(t), V(x), V(t, x)) 

• Submitted a poster abstract for the DHS Center of Excellence (COE) Summit. The poster 
is titled “Model Development for Bayesian Risk Assessment and Management of Supply 
Chains Impacted by COVID-19 and Other Converging Threats”  

• Identified two preprocessed aggregated databases related to COVID-19  
o COVID Act Now – Non-profit providing free API for non-commercial use   
o Wrote API bash script to download snapshots and timeseries on request  
o Downloaded and briefly assessed data from the White House Daily Community 

Profile Report   
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o Merged both databases and generated visual maps at a county level for the CDC 
SVI, Surgos’ CCVI, and estimated infection reproduction factor (Ro) as 
visualization examples   

o Continuing working on defining the methodology to integrate risk model and 
supply chains sources of information into an index   

April 
Cross-Milestone activities - M3 (Risk-guided Platform), M4 (Risk Assessment Model), and 
M5 (Risk Mitigating Strategies). 

• Adjusted the BN model validation mechanism with the following activities: 
o Defined the version of the model to be validated (Complete model – Single 

location) 
o Modified the mechanism to a total of 3 sessions, or workshops, each of 1.5hrs 

comprised by a pre-elicitation presentation, and 2 further validation workshops 
o Defined the contents of the pre-elicitation presentation for an optimal development 

of the workshops 
o Defined a detailed agenda for each one of the workshops 
o Divided the experts in breakout rooms following the matrix of expert coverage and 

the agenda for the workshops  
o Proposed a deployment schedule for the validation 

• Created a database of State Dashboards, listing the variables presented, and classifying 
them according to: 

o Type of evidence (Observation, Model predictions, Expert opinions) 
o Variable Characteristics (V, V(t), V(x), V(t, x)) 
o Risk Components (Threats, Systems, Impacts, States of Risk, Mitigating Strategies) 

• Identify the development platform of the U.S. State COVID-19 Dashboards 
• Identify those U.S. States that include aggregated indexes in their respective COVID-19 

Dashboards 
• Identified the COVID-19 Dashboards for the Mexican States  
• Compared the amount, and type of variables, included in the U.S. States Dashboards with 

COVID-19 metrics such as cases, and deaths per 100.000 inhabitants 
• Wrote a research brief on U.S., and Mexico, COVID-19 Dashboards, including a complete 

list of websites and number of variables reported in the different dashboards 
• Submitted a video presentation for the poster titled “Model Development for Bayesian Risk 

Assessment and Management of Supply Chains Impacted by COVID-19 and Other 
Converging Threats”. The poster and the video are part of the DHS COE Summit Poster 
Competition. 

• Review and assess several Weather Information Providers to serve as a source of evidence 
for the Natural Threat group of the BN Risk Assessment & Management model 

• Complete a matrix of the documents produced within R7, and the corresponding metadata, 
to upload the files to Oaktrust 

 
Milestone 4: Risk Assessment Model (CBTS-RAM) 
      Contributing to Task 5: Formulation of risk assessment model using Bayesian Networks  

• Performed a preliminary literature review on the impact of natural threats on Supply Chains 
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• Identify the variables included, and not included, in the BN model coming from the 
following indexes: 

o CDC’s Social Vulnerability Index 
o Census’ Community Resilience Estimates  
o Mexico’s Social Vulnerability Index 
o Mexico’s Heuristic COVID-19 Mortality Risk 

May 
Cross-Milestone activities - M3 (Risk-guided Platform), M4 (Risk Assessment Model), and 
M5 (Risk Mitigating Strategies). 

• Adjusted the BN model validation mechanism with the following activities: 
o Updated the contents of the pre-elicitation presentation for an optimal development 

of the workshops 
o Updated the detailed agenda for each one of the workshops 
o Updated the expert breakout room distribution following the matrix of expert 

coverage and the agenda for the workshops  
o Updated the deployment schedule for the validation 

• Drafted and sent invitations to experts to be part of the Bayesian Network model validation 
• Developed the pre-elicitation material to be presented in the first Workshop of the Bayesian 

Network Model validation 
• Carried out the first one, out of three, validation workshop. 
• Reviewed and assess several Weather Information Providers to serve as a source of 

evidence for the Natural Threat group of the BN Risk Assessment & Management model 
• Wrote a research brief documenting the review of Weather Information providers, 

assessing their utilities and potential as sources of evidence for the BN model variables 
related to natural threats 

• Wrote a research brief on the findings of the literature review, that summarizes the impact 
of natural threats on Supply Chains 

• Presented the poster titled “Model Development for Bayesian Risk Assessment and 
Management of Supply Chains Impacted by COVID-19 and Other Converging Threats” in 
the DHS COE Summit 

• Updated a matrix of the documents produced within R7, and the corresponding metadata, 
to upload the files to Oaktrust 

• Identified available sources for the variables included in Mexico’s ‘Semaforo 
epidemiologico’, particularly for U.S.-Mexico border states   

• Performed an analysis on historic information on border entry statistics from Mexico to the 
U.S. in terms of total passengers and type of vehicles. The analysis had a special emphasis 
in the time frame from January, 2019 to March, 2021.  

• Compared the behavior of total passenger border crossing from Mexico to the U.S. with 
daily cases, daily hospitalizations, and daily deaths in the State of California, and San 
Diego County. 
 

Milestone 4: Risk Assessment Model (CBTS-RAM) 
      Contributing to Task 5: Formulation of risk assessment model using Bayesian Networks  

• Completed a literature review on the impacts of natural threats on Supply Chains 
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• Updated the BN Risk Assessment and Management model, including variables from 
sources of evidence identified in the recent months during the development of activities in 
R7 and R13 such as: 

o CDC’s Social Vulnerability Index 
o Census’ Community Resilience Estimates  
o Mexico’s COVID-19 Social Vulnerability Index 
o Mexico’s Heuristic COVID-19 Mortality Risk 
o Impact of Natural Threats on Supply Chains 

• The updated model constitutes V1.0 BN RAM 
 

June 
Cross-Milestone activities - M4 (Risk Assessment Model), and M5 (Risk Mitigating 
Strategies). 

• Updated the breakout room distribution considering the confirmed participation of experts 
ahead of Workshop #2 – Validation Workshop. 

• Wrote a report  with BN model variable definitions as a support document for experts 
participating in the validation workshop 

• Created a set of questionnaires to gather expert feedback on: 
o Threats A – Zoonotic Diseases Spillover/Anthropogenic   
o Threats B – Natural Threats/Anthropogenic Threats 
o Threats C – Anthropogenic Threats 
o Vulnerable Systems A – Community Health 
o Vulnerable Systems B – Health System Services 
o Vulnerable Systems C – Supply Chain 
This set of questionnaires were sent  to experts as an assignment between Workshop 
#1 and Workshop #2. 

• Processed and summarize the questionnaire responses to present the results during 
Workshop #2 – Validation Workshop 

• Developed the material to be presented in Workshop #2 of the Bayesian Network Model 
validation 

• Conducted Workshop #2 of the validation process. The agenda of the workshop included; 
o Review of pre-elicitation presentation 
o Breakout rooms session – Threats 
o Plenary session – Threats 
o Breakout rooms session – Vulnerable System 
o Plenary session – Vulnerable Systems 
o Assignment for Workshop #3 

• Updated the breakout room distribution considering the confirmed participation of experts 
ahead of Workshop #3 – Validation Workshop. 

• Created a set of questionnaires to gather expert feedback on: 
o Impacts and States of Risk  A – Social/Socioeconomic 
o Impacts and States of Risk  B – Environmental  
o Impacts and States of Risk  C – Economic/Socioeconomic  
o Mitigating Strategies 
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This set of questionnaires were sent  to experts as an assignment between Workshop 
#2 and workshop #3 

• Consolidate the expert feedback from the first round of questionnaires and Workshop #2, 
and translated it to actionable BN model modifications 

• Modify the BN RAM model with the inclusion of variables of processes corresponding to 
the Threats and Vulnerable System components. During this step, no variables were 
removed or merged. Similarly, this model update did not include cause-effect relationship 
adjustments, or other more complex modifications suggested  

• Processed and summarize the questionnaire responses to present the results during 
Workshop #3 – Validation Workshop 

• Developed the material to be presented in Workshop #3 of the Bayesian Network Model 
validation 

• Conducted Workshop #3 of the validation process. The agenda of the workshop included; 
o Review of Workshop #2 
o Breakout rooms session – Impacts and States of Risk 
o Plenary session – Impacts and States of Risk 
o Plenary session – Mitigating Strategies 

• Consolidate the expert feedback from the first round of questionnaires and Workshop #3, 
and translated it to actionable BN model modifications 

• Modify the BN RAM model with the inclusion of variables of processes corresponding to 
the Impacts, States of Risk, and Mitigating Strategies. During this step, no variables were 
removed or merged. Similarly, this model update did not include cause-effect relationship 
adjustments, or other more complex modifications suggested. 
 
The resulting model constitutes V2.0 of the Bayesian Network Risk Assessment and 
Management Model 
 

IV.  Stakeholder Engagement:  
 
Project Champion – Tom McGinn DVM, Senior Health Advisor, Countering Weapons of Mass 
Destruction, Department of Homeland Security. 
 
After the change in Federal Administration, Ivan Zapata, DrPH, MS, Global Health Security 
Advisor, Department of Homeland Security became the Project Champion 
 
CBTS engaged with the project team and DHS champions, customers and stakeholders on a 
periodical basis.  Bi-weekly teleconferences and monthly updates took place over the course of the 
project.  
 
 
V. Transition Progress:  
 
A proposal has been submitted by the P.I to support the continuation of the project for an additional 
2 years (R7’s Year TWO and THREE). This extension aims at setting the stage to produce a much 
ambitious platform, user-specific, to be developed on subsequent phases of this project where full 
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quantitative risk assessment and management can be conducted, opening significant opportunities 
for transitioning to sector-oriented supply chains quantitative simulations of risk scenarios. 
 
VI. Project Risks:  
 
Before the start of the project the potential major limitation for a successful completion was the 
budget and time constraint due to the uncertainty on the identification and characterization of the 
RAM model, however the project was successfully framed and developed as a proof of concept to 
explore its potential expansion in the future, aligning with a typical model lifecycle (i.e. 
formulation, validation, calibration, testing, simulations, early warning system, and updating).  
This projected achieved successfully the CBTS-RAM formulation and expert-based validation. 
 
Due to the pressing need and opportunity provided by COVID19, the project originally limited 
one its milestones to a ‘platform development’ and to ‘qualitative risk analysis’, to produce the 
conceptual model for risk assessment and risk management, but would not require its quantitative 
use. The Data-Lake System (CBTS-DLS), and the qualitative Risk Assessment and Management 
(CBTS-RAM) model further advanced the original millstones due to the collaborative nature 
between R7 and R13, within year ONE of the project. 
 
Finally, for the model development, the effects of the COVID-19 pandemic restricted the options 
por in-person workshops with experts as intended in the workplan document. This was managed 
by the research team with the design and implementation of a remote validation process as 
described in section II. 
 
 
VII.  Project Timeline:  
 
Figure 11 presents the Project Timeline with the months of activities indicated by the red line. As 
Figure 3 and the previous sections show, all the projects and activities were executed on scheduled, 
with no delays. A no-cost extension has been requested to add one activity, which is related to the 
publication of journal papers, an activity not originally included in the workplan. 
 

Texas A&M University Year 1 
Tasks /Month 1 2 3 4 5 6 7 8 9 10 11 12 
Milestone 1.  Project kickoff             
Task 1.  Engagements with DHS customers and 

stakeholders              
Output 1. Bi-weekly updates, monthly 

summaries, and quarterly IPRs             
Milestone 2.  Data Acquisition and 

Management Plan in place             
Task 2. One-on-one interactions with experts 

representing each component of the trade 
supply chain infrastructure 

            

Task 3.  Generation of the platform for curation 
and sharing of information collected             

Milestone 3. Risk Guided Platform              
Output 2. Semi-annual report             
Task 4. One-on-one interactions with experts 

representing each component of the trade             
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supply chain infrastructure 
Task 5. Formulation of risk assessment model 

using Bayesian Networks             
Milestone 4. Risk Assessment Model              
Task 6.  Education of DHS and participating 

organizations on the risk-guided platform and 
the risk assessment model 

            

Task 7.  Development of a set of qualitative risk 
mitigating strategies               

Output 3. Risk Assessment and Management 
Bayesian Network including the proposed 
mitigating strategies 

            

Milestone 5. Risk Mitigating Strategies              
Output 4. Final report             
Milestone 6.  Project closeout             

 
Figure 11. R7 Proposed Project Timeline 

 
VIII.  Intellectual Property:  
 
Not applicable  


	Annual Report – Year ONE (06/22/2020 – 06/22/2021)
	R-7: Model Development for Risks posed by COVID-19 on U.S. Trade Supply Chain Infrastructure

