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Abstract 

Each day, at refineries around the world, process operating personnel are putting on protective 
clothing and stepping out into a world consisting of the biggest chemistry set an individual could 
imagine.  The role of operating personnel varies from plant to plant, company to company, but they all 
have one thing in common; they are all human and all suffer from fatigue, vigilance deprivation and 
human error.  Their role can be related to that of infantry soldier. Both monitor communication 
networks and instrumentation, interact with complex computer technology, and must participate in or 
coordinate multi-disciplinary forces under harsh and dangerous, often life threatening conditions.   

The US armed forces are revolutionizing their fighting forces and the way they fight wars with the 
application of advanced communication, information processing, sensor, and display technologies.  
The Force XXI soldier (21st Century Land Warrior) will carry a fully integrated fighting system that 
includes a body worn computer, multi-band- spread-spectrum-secure radio, multi-spectral sensors, and 
both head-mounted and hand held displays.  The objective of this technology revolution is to integrate 
the soldier into the digital battlefield information network and effect a quantum leap in soldier 
effectiveness and survivability as well as battle unit command and control.   

These same technologies and communication architecture's are immediately applicable to improving 
refinery operations in both abnormal and routine situations.  Field operators can have both their 
effectiveness and safety enhanced, particularly during abnormal situations, through the use of 
improved communication networks, Portable Information Processing Systems (PIPS), and portable 
hands free sensors and displays.  This paper will discuss how these developing technologies are 
applicable to both routine and abnormal situation management (ASM) and how personal systems can 
be fielded and integrated to create a new paradigm for refinery operation and process control.   

Introduction to Digital Battlefield  

Perhaps the most abnormal situation ever created by man is the battlefield of war.  All normal  infrastructures, 
whether transportation, communication, production, or social, are subject to immediate modification, 
operational dysfunction, and even destruction.  Individuals, small groups, and large groups of soldiers of the 
Joint Forces all are attempting to achieve multiple objectives in a coordinated fashion while simultaneously 
trying to restore safety or merely survive.  Overseeing the chaos and attempting to achieve high level 
operational goals and objectives are the commanders of these multi-disciplined forces of many sizes. 

   



 
Figure 1 Communication, command and control in the digital battlefield (from Battlefield Information 

Transmission System. 

Throughout history those armies that have been able to communicate effectively, move most efficiently, and 
operate as a single coordinated force have always achieved victory.  The objective of the Force XXI Digital 
Battlefield is to improve soldier effectiveness by improving communications and information processing to the 
point that each soldier and commander has exactly the information he or she needs to carry out the specific 
orders for his or her individual or group mission.  The Digital Battlefield will have multiple radio 
communication networks allowing information exchange with the correct content at the correct level, 
instantaneously.  Objectives and positions are transmitted automatically in the most user intuitive fashion 
through a full duplex system that tells individuals where to go and commanders the location of their soliders.  
Situational updates from soldiers and soldier carried sensors are transmitted to command and control centers 
through secure networks for processing by properly trained personnel to coordinate the maximum response in 
the minimum time.  The command centers are changing from local fixed command bunkers to mobile wireless 
command vehicles and distantly remote command centers linked directly to the battlefield through satellite 
communications.  Units in the field in the Persian Gulf can be effectively controlled by commanders monitoring 
world wide military activities in the Pentagon. 

Similarities to Abnormal Situations in Modern Refineries 

Those who are familiar with abnormal situation management , whether environmental, meteorological, or 
industrial, will recognize the similarities between the problems addressing the commanders on the battlefield 
and the leaders of teams responding to natural and industrial disasters:  massive amounts of information coming 
from many sources and many different kinds of sensors (human and mechanical, audio and visual), multiple 
levels of command and control trying to coordinate diverse response teams (medical, law enforcement, civilian, 

   



paramedics, safety teams) and dire consequences for both human life and property with each passing minute 
without effective response. 

Not surprisingly law enforcement, civilian emergency response, industrial emergency response, and military 
forces all rely on similar technologies and procedures for managing their respective abnormal situations.  Those 
technologies have until recently been limited to RF voice communications managed by procedures and 
regulations over multiple bands and typically monitored and distributed at a central location by individual 
trained to handle and respond to the information and data that accumulates at the control room.  Further, the 
better trained each individual is in his or her response to abnormal situations the more effective the team as 
whole and the less likely that the control room becomes a bottle neck for decision and action. 

Even less surprising, therefore, is the fact that the new technologies and command/control procedures that are 
being developed and implemented by the military are either very similar to or immediately applicable to 
abnormal situation management for industrial applications.   

Common Objectives 

The primary goal of Force XXI systems is to restore stable peaceful political state in the least amount of time 
with minimal loss of life.  The primary goal an ASM system is to restore the normal, optimal operational state 
in the least amount of time with minimum loss of property and profit.  Loss of life or loss of safe operation are 
always unacceptable and therefore human safety is a requirement during all ASM procedures, not a goal.  The 
key to achieving these goals is to improve the performance of the individual operators and to coordinate the 
operations of individuals and multiple teams to maximize the impact of all forces.  Portable Information 
Processing Systems (PIPS) and technologies will provide the performance improvements and infrastructures 
necessary to achieving these goals.  Table 1 shows similarities between the objectives of PIPS for soldiers and a 
specific industrial application -- refinery field operators.   

   



Table 1 The operational objectives for individuals of the Land Warrior and ASM Field Operator systems 
show strong similarities.  

21st Century Land Warrior ASM -- Refinery Field Operator 

Survivability   Operator Safety 
Lethality Effectiveness 
Situational Awareness Situational Awareness 
Individual Communication, Command 
and Control 

Individual Communication and Control 
during ASM 

 

These objectives are achieved through the integration of four main subsystems: multi-band wireless 
communications (radio for voice and digital data), portable information processing (computer/software), 
portable displays (head-mounted or hand held), integrated user interface (input and output devices).  Table 2 
summarizes how the proper integration of these subsystems meet the operational objectives for the refinery 
operator and thereby improve the operation of the refinery process itself. 

Table 2 Refinery operator objectives and operations can be improved and enhanced through the use of 
integrated Portable Information Processing Systems. 

Objective PIPS Improvement 

Operator Safety • On-line access to safety warnings, equipment status, plant 
condition 

• On-line access to safety check lists and safety procedures 
• On-line access to equipment and facilities condition data bases 

Effectiveness • On-line access to process control data for more rapid and precise 
field adjustments 

• On-line access to complicated procedures and instructions for 
process and maintenance operations 

• Automated data acquisition and downloading to plant operations 
and maintenance data bases 

Situational Awareness • On-line access to plant condition announcements 
• On-line GPS for self and work group locations 
• Hazard area warnings via personnel and asset tracking systems 

Individual Communication and 
Control during ASM 

• On-line access to all plant digital data 
• Integrated voice and data communications 
• Small unit coordination through on-line situational reports 

 

The PIPS equipment, whether military or industrial, must work under extremely harsh environmental 
conditions, must be extremely rugged, must be low power for long mission life, must be light weight for user 
acceptability, and must have intuitive, user centered design.  Figure 2 shows an early version of the integrated 
LandWarrior system.  The functional and technological similarities between the military and industrial 

   



applications make the transition of the LandWarrior and digital battlefield technologies to the adjacent 
industrial markets an obvious application for Honeywell's portable information processing system 
manufacturing. 

 

Figure 2 Land Warrior soldier system. 

The New Operational Paradigm: Digital Refinery 

In today's refinery operating paradigm dramatic, abnormal events get the focused attention of operational and 
financial managers alike because these events can endanger lives and dramatically impact operating revenues.  
However, as Figure 3 shows, the revenue impact of the less dramatic, less abnormal but still sub-optimal 
situations are far more prevalent and even more costly.  The Abnormal Situation Management (ASM) 
Consortium is working to change the existing operating paradigm.  The challenge the consortium faces is 
delivering cost effective solutions that will not only provide benefits during abnormal situations, but will 
provide good Return On Investment (ROI) during the long periods of normal operations.   
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Figure 3  The present operating paradigm for oil refineries must change, through the use of new procedures 
and technologies, to address revenue lost to sub-optimal daily operation. 

The new operating paradigm will remove the small incidents that eat away at plant profitability day by day, 
week by week, year by year.  This loss of profit is preventable and has been estimated to be in excess of $10B 
per year for the US and have a greater than $20B impact on the American economy.   

Although catastrophic incidents are few and far between they are very expensive, often take human life and can 
wipe out several years worth of a company's profits.  In response to these dangers, today’s operators tend to 
back the process away from critical, unstable operations (comfort margin) and they apply a safe operating zone 
that impacts efficiency and profitability.  The ASM program must help prevent or mitigate catastrophic 
incidents while simultaneously allowing more optimal operations through improved operator effectiveness and 
awareness.  

   



New Infrastructures 

The key to creating and supporting this new paradigm is the integration and use of digital communication 
networks and portable information processing.  Three new infrastructures must be put in place to support the 
use of PIPS by refinery operators: 

• wireless digital communication networks 

• integrated, user acceptable, body worn processing and display equipment 

• networked process control data bases and information. 

Wireless digital networks give every PIPS user access to the information he or she needs at the point of work 
execution in the refinery and give operational controllers access to the field information they need.  The 
portable, body worn processor system allows the field user to not only access but also interact with the plant 
information data bases and networks.  The computer system will also allow the users to acquire and transmit 
new information back to the plant data bases for up-to-the-minute plant and equipment status during both 
abnormal and normal operations.  Finally, integrated plant data bases will allow the users to access any 
information necessary to complete their tasks -- whether it is process control information, equipment status 
information, or even predicted weather information.  The linking and management of the ever increasing digital 
data information volumes will be critical to giving operators easy access to the information they need to 
perform their jobs. 

Digital Information  and Process Control  

In addition to these hardware and software installations, the operation of the refinery, like operations on the 
battlefield, must under go a change in paradigm.  Information and data bases cannot be tied to wired and fixed 
assets or distributed through single channel central access points.  Each operator must be given access to the 
information he/she needs to perform his/her task at any given moment in time, at any given point in space 
without burdening or relying upon the central operations.  Further, in order to maximize effectiveness and 
minimize response time, each user must be able to retrieve information using a data base navigation process 
that is completely intuitive and then the information must be displayed in his or her preferred format.   

Further, this mass distribution of information must be accompanied by a new approach to process control 
management.  The overall information network will become massively parallel and therefore primary control of 
the system must be able to rapidly delegate both responsibility and authority in order to not bottleneck the 
response of the operating team.  The end result will be a smaller operations team operating with much greater 
effectiveness, efficiency, and speed.  This is the new paradigm of the Force XXI Digital Battlefield and this will 
be the objective of the next generation of refinery worker information systems as developed by the ASM 
Consortium. 

   



The PIPS Solution: 21st Century Refinery Operator 

Honeywell has developed functional prototypes of portable information processing systems complete with head 
mounted displays and RF spread spectrum digital LANs.  Figure 4 shows a block diagram of such a system. 
Portable Information Processing Systems, have four main subsystems or functionalities as discussed above: 

• a body worn, battery powered PC 

• a wireless LAN modem 

• a head-mounted or hand held display 

• user input devices. 

These subsystems are common to PIPS for soldier applications, refinery worker applications, and even portable 
desktop applications.  Indeed, many of the electrical components that make up these systems are commodity 
electronic products and the systems are functionally similar to modern commercial laptop computers.  
However, the portable, user centered nature of these systems makes the design and implementation of the 
information processing and display much more complicated and even unique to each application. 

Hard Drive
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Display
Drive

Wireless  Modem
[ISM Band FHSS]

Aux

66 MHz 486 DX2 PC
8 MB RAM

Graphics Processor
Math Co-Processor

Voice D/A-A/D
RS-232
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Mount Harness

Removable
HMD

Microphone and
Speaker

Wearable Computer

Video

Audio

User interface
[Keypad/mouse]

 

Figure 4 Block diagram of prototype portable information processing system. 

   



Portable Display Design 

Perhaps the most critical sub-system in any PIPS is the display.  Users are familiar with and expect equal 
performance to high resolution, color CRT monitors.  Yet the PIPS cannot afford the bulk, power, cost of CRTs 
and further the display must be integrated into the user's vision system. 

During Honeywell's preliminary design studies and user surveys the obvious sensitivities to image size, 
resolution, and color were quickly identified by the operators.  However, the PIPS designer must also pay close 
attention to characteristics of the system that the user's only notice if the system is poorly designed.  
Characteristics like center of gravity and headgear balance, compatibility with existing safety equipment and 
eyeware, image contrast and dynamic performance, and system stability on the head during routine work and 
movement.  A portable, wearable display system like an HMD is the most user centered display that one can 
build and our preliminary user evaluations have helped us specify system characteristics that ensure user 
acceptance and comfort. 

Information Processing  

The information processing engine in most PIPS is a low power, wearable PC, typically an Intel x86 based 
processor with modular peripheral architecture.  Like the HMD, the computer is body worn and must therefore 
be compatible with tool belts, safety clothing, and existing radios and instrumentation.  Perhaps the most 
difficult aspect of installing a PC on an individual is cabling.  Our preliminary user reviews have reinforced our 
expectation of user discomfort with tethered hard hats, sewn-in wiring, and loose cabling that can restrict 
operator movement. 

Wireless Digital Communications 

The RF LAN is the medium in which a PIPS lives.  The RF LAN provides the system with it access to all 
information and must therefore be designed not only to provide proper field coverage, but also must provide the 
necessary bandwidth and user load capabilities to provide all users with the proper information in a timely 
manner.  Further, since the RF LAN is an enhancement to the existing refinery networks, it must be 
standardized and inexpensive.  In the long term, the RF LAN will become the PIPS user's connection with both 
the plant and remotely located control rooms, possibly control rooms that are operating at the corporate or 
international level. 

User Interface and Data Base Navigation 

The HMD is the physical implementation of the PIPS's visual interface; the User Interface is the modus 
operandi of the system.  A PIPS represents a new paradigm for user interaction with a computer system.  Desk 
born pointing devices (mouse) and data entry devices (keyboards) are not viable in a body worn system.  The 
operational environment (hot or cold, wet or dry) prevents the use of small key pads and pointers.  The 
operator's need for both hands while using the PIPS leads to voice interaction and even look-to-select 
technologies.  And over riding the whole architecture of the system is the need to intuitively navigate the 
information data bases using this new form of display and unfamiliar I/O devices. 

Honeywell's preliminary studies and user reviews point to the need for voice activated systems supported by 
large feature keypad devices integrated with soft key navigation.  Voice I/O must be integrated with routine 

   



voice communications and must be part of a redundant interface for use in areas that are not amenable to voice 
inputs (i.e. loud, very noisy locations).  The implementation of the User Interface hardware with data base 
navigation software is one of the focuses of the next phase of the ASM program. 

Critical System Design Considerations 

Finally, over-riding all of the sub-system design are four critical system criteria: low power for long battery life 
and lower weight, ruggedized and intrinsically safe hardware design, intuitive, synergistic user focused 
hardware and software design, and total user acceptance via system comfort and performance.  These four 
criteria must be addressed at each and every step of the development process to ensure that the final 
implementation of the PIPS in the refinery meets the objectives for the operator and provides a cost effective 
enhancement to refinery day-to-day operations. 

Storage of Local Readings 

•  Log/historize/trend outside readings 

• Storage of local reading would be useful to trend, especially for troubleshooting.  Also could pull up 
procedures on the spot, without returning to the control room. 

• Vibration monitoring (pumps) - tracking 

Process Information in the Field 

• Identify flows, temperatures, and valve positions from the field 

• Be able to pull up operating loops from the field 

• View graphics and PI&Ds 

• Be able to monitor pumps (i.e., RPMs, seal temps, discharge, and suction pressures) 

• I work outside and on board.  Having schematics in the field would be very helpful. Great for by-pass or 
manual valve adjustment (can watch flow).  Checking and making adjustment for excess air, tube skins, 
etc.  Good for verifying level checks.  Leaves board operator to concentrate on optimizing.  Lets outside 
operator know more about what is going on and why so s/he can participate more and not be blind. 

• Tower, drum, and reactor temps. 

• View and help control tower levels, flows, etc. 

Visualization 

• Infrared sensor in display for locating hotspots. 

Procedures 

   



• Lock Out Tag Out procedures 

• Valve matrix - Changing valves for different routings 

Logging 

• Problems encountered on previous shifts.  Be able to review a log while in field.  Pumps using oil, etc. 

System Overview (The Product from the Research) 

The GoldenEye™ or Wearable Personal Information Processing System (WPIPS) is the personal information 
access device used by remote personnel to access on-line process and maintenance data and procedures.  Figure 
5 shows the position of the WPIPS device in the plant information management system.   

Process Control and
System Maintenance Solutions

  AEGIS
 Equipment  Health Manager

Plant Information Networks

Wireless Digital 
Network

Remote Users
@ Point-of-Action

LCN

 

Figure 5  The WPIPS are remote access devices that allow the user to access Honeywell’s Process Control 
and System Maintenance Solution products in the field.. 

The WPIPS has two package configurations:  

• Handheld (EyeWand)projection display integrated with a cursor-based user input device connected to a 
belt-mountable Net PC with Web browser and a PC Card Spread Spectrum modem for RF LAN 
connection 

• Tablet based Net PC that uses a touch or pen-screen user interface with a Web browser and a PC Card 
spread spectrum modem for RF LAN connection 

   



The WPIPS gives the operator the ability to access a JAVA Web page running on a server connected to the 
Plant Information Network in a refinery or industrial facility.  The Web page can contain real time process data, 
maintenance information, and interactive/collaborative procedural checklists configured for easy access and 
manipulation by the field operator using the WPIPS. 

The WPIPS must be compatible with user safety equipment and work clothing.  The systems are all battery 
powered and must run a minimum of 4 hours with a goal of 8 hour battery life.  WPIPS manufactured for 
refinery applications must meet Class I Div II intrinsic safety requirements. 

Hand Held (EyeWand™) Display System Requirements  

Sub-System Overview 

The WPIPS EyeWand is a monocular see-around display system with an integrated hand operated mouse for 
user interface and navigation.  The EyeWand (Figure 6) must be useable with either eye and operable when the 
user is wearing chemical protective or cold weather gloves. 

 

Figure 6 GoldenEyeTM An I.S. lightweight wearable thin-client computer. 

Summary and Conclusions 

Effective abnormal situation management, whether military, environmental or industrial, requires good 
communications, efficient collection, processing, and distribution of information, and coordinated, properly 
informed response teams.  Rapid and effective response to abnormal situations will save lives and property.  
The military is now integrating new communication, computer, and display technologies into soldier systems 
that will create a quantum leap in both individual and team performance on the battlefields of the future.   

The challenge for refinery operations is to take advantage of the same revolutionary information processing, 
display, and communications technology to create and new, more effective role for the refinery worker.  PIPS 
users will realize operational improvements or enhancements in user safety, productivity, situational awareness, 
and command and control.  Supporting the new operator role will be a massively linked, wireless data base 
network with a new approach to information management in the refinery.  In the same way the introduction of 
Distributed Control Systems (DCS) created control rooms in refineries, the implementation of PIPS and digital 

   



information networks could centralize refinery control at a world wide, corporate level.  Portable digital 
information systems will change the way both abnormal and normal operations of refineries will be controlled 
in the future.  Honeywell is integrating portable information processing systems with process control 
infrastructures to create a new model for the 21st century refinery worker and a new paradigm for refinery 
process control.   

   


