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I. Introduction 

The events of September 11, 2001, have given new urgency to warnings that terrorist strikes 
could transform chemical plants into weapons of mass destruction. Of the estimated 15,000 
chemical sites 2 subject to EPA's Risk Management Plan ("RMP") requirements 3 under section 
112(r) of the Clean Air Act, 4 roughly 3,000 report that there are populations of 10,000 or more 
people within their calculated "vulnerability zone," and over a fifth of those, or some 700, report 
that 100,000 people are within that defined zone. 5 At perhaps 123 sites, it includes over a 
million people each. 6 The Army Surgeon General has estimated that a well-planned terrorist 
attack against a single chemical facility near a densely-populated area could kill or injure as 
many as 2.4 million people. 7 

These observations have accelerated the call for action, and have spawned sharp disagreement 
over what that action should be. Disagreement threatens paralysis; haste, inappropriate and 
ineffective measures. The reaction to September 11 has found familiar opponents contradicting 
not only each other, but even themselves. The disagreements have been in two main areas: the 
need for more mandatory requirements and whether public availability of RMP information 
affords what one observer dubbed "terrorism for dummies. ''8 

On the need for further measures, the chemical industry rushed to issue non-binding site security 
guidelines in October 2001,9 only to decide in June 2002 to make vulnerability assessments 
mandatory for members of the American Chemical Council ("ACC"). 1° EPA initially said that 
additional regulations were unnecessary. 11 However, EPA recently announced that it was 
sending a package of proposed regulations to the Office of Management & Budget for review 
prior to publication in the Federal Register. 12 Some have called for addressing the risk levels by 
reducing volumes of chemicals on site by reliance on just-in-time deliveries, 13 while others have 
pointed out that this practice results inl~reater risk: it disperses the chemicals to unprotected 
transportation terminals and rail sidings. Additionally, the Senate Committee on Environment 



& Public Works has passed a bill, S. 1602, that would extend the "general duty" of covered RMP 
facilities to require, on pain of criminal liability, all measures necessary to prevent criminal 
attacks on their plants. 15 The Ranking Minority Member of that Committee objected that this bill 
"would put the govemment in charge of chemical manufacturing and chemical manufacturers in 
charge of fighting terrorism. ''16 

The disclosure or protection of critical information has been no less contentious. EPA and the 
Administration have been withdrawing information from the public domain and taking down 
Intemet sites that posted chemical plant information. 17 At the same time, Greenpeace's Toxics 
Campaign and the Right-to-Know Network have been actively promoting the release of critical 
"worst-case scenario" information, or off-site consequences analysis ("OCA") data from RMPs. 18 
Greenpeace posted on the Intemet OCA data from three Dow Chemical plants, and it plans to 
publish similar information about chemical plants near New York, Philadelphia and Wilmington, 
DE. 19 

The President of the American Chemical Council says that the $450 billion U.S. chemical 
industry 2° is one of the safest industries in the world. 21 As safe as the industry may be, there is 
clearly room for improvement. The National Response Center logs approximately 25,000 
reportable spills and releases of oil or hazardous chemicals annually. 22 Not all of these reported 
spills and releases are within the chemical industry, and some involve oil rather than chemicals, 
but many of them do occur in the chemical industry. When data from several sources are 
combined, they indicate that in 1998 chemical production, handling and usage resulted in over 
100 deaths and almost 5,000 injuries in the U S 23 During that same year of 1998, by 
comparison, the 104 licensed commercial nuclear power reactors in the $44 billion nuclear 
power industry 24 reported among them a total of one release exceeding Nuclear Regulatory 
Commission criteria at 10 C.F.R.  § 50.73(a)(2)(viii). 25 This comparison suggests that the 
nuclear industry may hold some lessons for those trying to decide how the threat of terrorism 
against chemical plants should be addressed. Of course, chemical plants are far more varied in 
scale and process than commercial nuclear reactors and few can compare to the asset or revenue 
value represented by a functioning power reactor, but there are useful lessons to be drawn from 
the experience of the nuclear industry. 

This paper reviews briefly the current status of process safety regulation and programs in the 
chemical industry and describes publicly-available pending proposals for change. It then 
considers the present state of the debate on community right-to-know versus chemical 
information security and a legislative proposal to restrict availability of chemical-risk 
information. The paper then describes the comparable security programs in place in the nuclear 
industry and some important principles that have been established there. It concludes with 
recommendations of elements and approaches that we believe can advantageously be transferred 
to the chemical industry. An underlying premise of the paper is that the $450 billion chemical 
industry is an asset that is vital to the national security and worth protecting from the threats, not 
only of terrorists, but also from the zealots who would kill it to save us. As the industry itself 
must show, safety does not require such sacrifice. 

II. Site Security Measures 

A. Current Standards 



Current site security standards in the chemical industry are a combination of regulatory 
requirements and more-or-less voluntary industry standards. 

0 Regulatory_ Requirements 

The Occupational Safety & Health Act ("OSHA Act") imposes upon all covered employers a 
general duty to keep the workplace "free from recognized hazards that are causing or are likely 
to cause death or serious physical harm t o . . .  employees. ''26 In addition, pursuant to provisions 
enacted as part of the Clean Air Act Amendments of 1990 the Occupational Safety & Health 
Administration ("OSHA"), 27 OSHA has also promulgated chemical process safety management 
("PSM") standards 28 "to protect employees from hazards associated with accidental releases of 
highly hazardous chemicals in the workplace. ''29 The stated purpose of those PSM standards is 
to set requirements "for preventing or minimizing consequences of catastrophic releases of toxic, 
reactive, flammable or explosive chemicals. ''3° 

The OSHA PSM program begins with the compilation of information about hazards posed by the 
particular chemicals present above threshold quantities, the process technology, and the process 
equipment. 3~ It proceeds to a process hazard evaluation that considers process design and 
technology, operations and maintenance, abnormal activities and procedures, training programs, 
emergency preparedness and response and other elements. 32 The PSM program must itself 
include written operating procedures, employee training programs, pre-startup reviews where 
appropriate, integrity of equipment, emergency response planning and administrative controls 
including hot work permits, management of change procedures and compliance audits. 33 Aside 
from those provisions that are specifically designed to mitigate the effects of catastrophic 
releases, however, the PSM standards do not address risks or hazards from the threat of 
terrorism. They are focused on the prevention of chemical releases "that could occur as a result 
of failures in process, procedures or equipment. ''34 

The same 1990 Amendments that called for PSM standards also added to the Clean Air Act a 
new § 112(r) 35 to requireprograms to prevent, and to minimize the effects of, accidental releases 

3 6  of hazardous chemicals. Congress borrowed the concept of the "general duty" clause from the 
OSHA Act and extended it to create and impose a general duty on chemical facility owners to 
identify hazards, to design and maintain a safe facility, and to minimize the consequences of any 
accidental releases. 37 The general duty for a safe facility design includes "taking such steps as 
are necessary to prevent accidental releases. ''38 Pursuant to § l12(r), EPA promulgated 
comprehensive Chemical Accident Prevention ("CAP") regulations. 39 The CAP program takes 

4o PSM requirements and extends them offsite to public receptors. It applies to all facilities that 
41 have on site more than a threshold quantity of a regulated substance. The regulations divide 

covered facilities into three tiers, based on the offsite effects of prior releases, distance to public 
receptors, industrial classification, applicability of the OSHA PSM standard, and status of 
emergency response plans. 42 Chemical plants generally fall into the third category subject to the 
most rigorous requirements ("Program 3"), due to their industry category and applicability of the 
OSHA PSM standard. 43 The core requirement of the EPA CAP regulation, which applies to all 
covered facilities, is the requirement for a risk management plan ("R_MP"). 44 The  RMP must 
register all covered processes, provide detailed data on each and present a hazard assessment that 
includes a worst-case release scenario and off-site consequence analysis ("OCA"). 45 



The RMP must describe the worst-case accidental release, defined to mean simply "an 
unanticipated emission of a regulated substance or other extremely hazardous substance into the 
ambient air. ''46 Although this definition could be broad enough to include a release occasioned 
by a terrorist attack, the focus of the rule is on spills and releases caused by inadvertent events, 
mishandling, or failure of process equipment components such as piping, fittings, vessels or 
valves, not by intentional terrorists strikes. 47 

0 Industry Voluntary Standards 

The chemical industry is involved in several initiatives to address chemical site security issues. 
In January 2002, the American Chemistry Council ("ACC") made enhanced security measures 
mandatory for all of its approximately 180 member companies. 48 In June 2002 the ACC went 
even further, making vulnerability assessments pursuant to a Department of Justice ("DOJ") 
methodology or an equivalent methodology, mandatory for all of its members. 49 Although the 
ACC's members account for over 90 percent of the nation's chemical products by volume, its 
members represent only 10 percent of the approximately 15,000 chemical facilities in the U.S. 

a. The Site Security Guidelines for the Chemical Industry ("SSG") 

Through its trade associations, the chemical industry issued its first post-9/ll voluntary 
standards on October 23, 2001. The ACC, along with the Chlorine Institute ("CI") and the 
Synthetic Organic Chemical Manufacturers Association ("SOCMA"), issued Site Security 
Guidelines for the U.S. Chemical Industry ("SSG"). 5° The SSG were developed by chemical 
industry experts and company security professionals to help chemical companies build on their 
existing site security programs. The SSG outline important elements of security programs and 
encourage managers to tailor the suggested security practices to best fit their particular site. 
They do not provide an exhaustive list of security considerations nor address transportation 
security issues. They are a tool, not a standard. 

The principle areas addressed in the SSG are: (1) risk assessment and prevention strategies; (2) 
management issues; (3) physical site security issues; (4) employee and contractor security issues; 
and (5) information, computer and network security. Sample security policies are included in the 
SSG as a helpful resource for companies devising their own security policies. But the elements 
of the site security plan provided by the SSG do not claim to be only an in-depth discussion of 
these areas, but merely a brief description of each and the issues to be assessed. The SSG points 
the reader to the potential of different solutions and strategies. 

The SSG describe the types of risk assessments that a company should perform, including 
assessments in the areas of chemical hazards, process hazards, physical hazards, security issues 
and mitigation possibilities. 51 Once the threats, vulnerabilities and related consequences are 
assessed in these areas, the SSG suggest prevention strategies for consideration in addressing 
these issues. 

In line with the approach in EPA's CAP rule, the SSG suggest that the responsibility for security 
management at a chemical facility should be handled by one person. 52 This person would have 
plenary responsibility for security management functions. He would determine site security 
policies, increase employee and contractor awareness and training regarding security issues, 



establish and coordinate cooperative relationships with law enforcement and the community 
regarding security matters, develop and oversee incident reporting protocols, handle security 
breaches and their investigation as well as emergency response procedures, and periodically 

53 review the policies and procedures in each of these areas. 

The physical site security aspect of the SSG is concerned with protecting a facility and its 
people, property and physical information sources from outside attack and infiltration. 54 This 
involves security efforts to manage and control access to the site, to protect the perimeter of the 
site, to deploy and use intrusion detection methods, the use of security officers, and other 

55 measures. 

The SSG note that employees and contractor personnel may present site security threats. 
Therefore, hiring and termination policies should be established with this in mind. 56 These 
policies should include pre-employment and background screening as well as voluntary and 
involuntary termination procedures. 57 Workplace violence prevention policies and measures 
should also be established. 58 

The SSG recommend that information, computer, and network security measures should be in 
place to prevent any information about site operations contained in documents, computers, and 
networks, or transmitted by voice from being intercepted or accessed. 59 The SSG suggest an 
assessment of critical information, an assessment of threats, a vulnerability analysis, a risk 
analysis, and the use of countermeasures to address the risks and threats determined. 6° The 
results of this analysis should be reflected in company policies regarding how information is 
labeled, stored, conveyed, and accessed in all information communication and storage 
mediums. 61 Regardless of how lawful a company may be, however, information submitted to the 
government may be disclosed through the Freedom of Information act ("FOIA"), unless it is 
exempt. And no element of the SSG is mandatory for members of ACC, SOCMA or the CI. 

b. The Responsible Care Security Code ("RCSC") 

The SSG build upon the ACC's broad Responsible Care initiative for its members, which 
encompasses the areas of health, safety and the environment. The Responsible Care initiative 
was established almost 15 years ago and has gained wide acceptance. The ACC is scheduled to 
implement changes to the Responsible Care initiative beginning in January 2003. On the 
security front, on June 5, 2002, the ACC board approved the Responsible Care Security Code 
("RCSC") in order to continue the enhancement of industry-wide workplace safety and site 
security in the post-9/11 world. 62 

The RCSC contains obligations that include the following: (1) senior leadership commitment to 
continued improvement evidenced by published policies, the provision of the necessary 
resources, and accountability; (2) training and drills for employees, contractors, customers and 
suppliers; (3) decision-making processes that include consideration of using inherently safer 
approaches like materials substitution and process changes; (4) communication and information 
exchange with stakeholders on security issues; (5) proper investigation, evaluation, analysis, 
response, reporting and corrective action for security threats and incidents; and (6) internal audits 
for the continual improvement of processes. 



ACC members adhering to the standards have prioritized their facilities into four tiers of risk and 
have assessed security at all their facilities, according to risk prioritization. Once the security 
measures identified in the assessments are implemented by company members, the 
implementation of the security measures will be verified by independent third parties. The 
methodologies to be used in assessing chemical sites must be the methodologies developed by 
either the Sandia National Laboratories, the Center for Chemical Process Safety, or an equivalent 
approach. 

c. Chemical Sector Information Sharing and Analysis Center ("ISAC") 

The ACC and the National Infrastructure Protection Center ("NIPC") signed an agreement on 
April 24, 2002 in support of the Chemical Sector Information Sharing and Analysis Center 
("ISAC"), which has just been established and is based in Washington, DC at the FBI 
headquarters. This partnership agreement between the public and private sectors will facilitate 
the sharing of key security-related information between the NIPC agencies and chemical 
companies. Participation in ISAC is open to ACC members, members of other chemical industry 
associations, and other groups related to the chemical sector. Participation is offered free of 
charge. 

The NIPC, established in 1998, is the federal government's center for threat assessment, warning, 
criminal and security investigation and response. NIPC is charged with the protection of the 
nation's essential systems and services. The electronic communication network provided under 
ISAC will facilitate the quick exchange of information and analysis between NIPC and chemical 
companies regarding critical threats and incidents. ISAC will also provide chemical sites and 
related transportation facilities with timely information and alerts about possible threats so that 
preemptive measures can be employed. Additionally, ISAC will provide experts to the NIPC for 
consulting purposes as they are needed. 

The ACC's 24 hour emergency response communications center, the Chemical Transportation 
Center ("CHEMTREC"), will operate ISAC. CHEMTREC has 30 years of experience and 
resources to deal with emergency responders, manufacturers, distributors, transporters and local 
communities. Through CHEMTREC, companies can report any incidents directly to the NIPEC. 

d. The Chemical Facility Vulnerability Assessment Methodology 
("VAN") 

On June 17, 2002, the Department of Justice ("DOJ") issued the initial version of the Chemical 
Facility Vulnerability Assessment Methodology ("VAM"). 63 The final version is forthcoming. 64 
The VAM is a security assessment tool that provides a methodology for assessing the security of 
chemical facilities. The tool is geared towards addressing the threat of terrorist or criminal 
activities or attacks that may have a nationally significant impact or may cause a release of 
hazardous chemicals that injures facility employees or community members. 65 The use of the 
VAM is focused on chemical facilities required to submit risk management plans, but the tool 
was developed to be useful in preventing impacts of a lesser magnitude as well. 66 

The prototype VAM was developed by the Office of Justice Programs' ("OJP") National Institute 
of Justice ("NIJ"), which is the DOJ's agency for research and development, and the Department 



of Energy's Sandia National Laboratories ("SNL"). 67 SNL boasts expertise in security and 
counter terrorism and extensive experience in protecting nuclear weapons and radioactive 
materials. 68 The ACC had been waiting for the VAM to be released. 69 Now this DOJ tool, or an 
equivalent approach, can be used in order to satisfy the mandatory security enhancements 
required of all ACC members, v° 

The VAM compares relative security risks.  71 Risk is analyzed as a function of 3 factors: (1) the 
severity of the consequences of an event, (S); (2) the likelihood of attack by an adversary, (LA); 
and (3) the likelihood that an adversary would be successful in causing a catastrophic event, 
(LAs). 72 Recommendations are then made for measures that can be developed to reduce any risks 
determined to be unacceptable under this analysis. 

The VAM calls for a 12-step process which is" (1) screen for the need for a vulnerability 
assessment; (2) define the project; (3) characterize the facility; (4) derive severity levels; (5) 
asses threat; (6) prioritize cases; (7) prepare for analysis; (8) survey the site; (9) analyze system 
effectiveness; (10) analyze risk; (11) make recommendations; and (12) prepare the final report. 73 

The first step of the VAM is to determine whether a vulnerability assessment is needed for a 
chemical facility or not, based on the potential consequences of a terrorist attack on that 
facility. TM If an entity has several chemical facilities, the screening step includes a prioritization 
of those facilities that are determined to need a vulnerability assessment into one of four levels, 
based on the number of people that might be affected by the Worst-Case Scenario from the toxic 
substances R_MP. 75 If the loss of a facility will have a national impact, the vulnerability 
assessment information may need to be classified. TM If the facility has a total onsite inventory of 
chemicals covered under 40 CFR 69.30 that is at or above threshold quantities, a vulnerability 
assessment is probably needed in order to avert unacceptable off-site consequences that may 
result from a terrorist attack. 77 Vulnerability assessments should be conducted beginning with 
the facilities with the higher priority ranking, with number one being the highest priority 
ranking. 78 

After the screening process, the second step is to define the vulnerability assessment in terms of 
the characteristics of the facility or facilities being assessed, which includes defining the purpose 
of the assessment, the tasks to be completed, the resources and the team to be used as well as the 
schedule to be followed. 79 

The third step is to characterize the facility's operating states and condition which requires 
gathering a vast amount of information and developing a thorough description of the facility 
itself, the processes used in the facility, and the existing physical security features at the 
facility, s° During this step, a list of reportable chemicals for undesired events must be made. 
The VAM provides a Facility Characterization Matrix to help organize security factors for each 
step in a facility's processes, which helps determine the risks involved in each processing node 
and aids in their prioritization in order of most to least critical. 81 Process flow charts must also 
be developed. 

The fourth step is to determine the severity of the consequences of each undesired event at each 
facility, the "S" factor of analysis. 82 The VAM provides a chart of severity levels that range from 
one to four with one being the most severe. 83 Each undesired event should be assigned a severity 



level based on the consequences involved. 84 Chemical facilities that are required to submit RMPs 
will most likely have a severity level of one. 85 

A description of the threat must be developed before a vulnerability assessment can be made. In 
order to perform this fifth step, information on the threat must be obtained on  the type of 
adversary involved and the adversary's motivations, capabilities, and potential actions. 86 
Adversaries are generally grouped into three categories" (1) outsiders, including terrorists, 
criminals, extremists, gangs or vandals; (2) insiders, including employees taking both voluntary 
and involuntary actions; and (3) outsiders in collusion with insiders. 87 The information gathered 
on these potential adversaries forms the basis of adversary scenarios which are developed and 
used to predict a spectrum of threat and are assigned a "likelihood of attack" level on a scale of 
one to four based on past statistical data, the "(LA)" factor. 88 

The sixth step is to prioritize cases by developing a matrix that combines the likelihood of attack 
by levels, the "(LA)" factor, versus the severity of the consequences by levels, the "S" factor, to 
derive the likelihood and severity factor, (Ls), ranking matrix. 89 

An analysis of the site's protection system effectiveness is the seventh step. 9° A site's physical 
protection system should be able to detect any adversaries and then delay them long enough for a 
response force to arrive at the point of interception and neutralize them. 91 A series of protective 
devices should be in place to deter an adversary in their mission. 92 The effectiveness of these 
devices and measures will determine the likelihood of adversary success factor, (LAs). 93 A 
priority ranking matrix should then be developed comparing this factor to the likelihood of attack 
and severity factor, (Ls). 94 This  matrix is later used to estimate risk levels. Mitigation features 
which reduce the consequences of an undesired event, like automatic system shut down, can be 
used to address areas where the risk of undesired events is high or the effectiveness of protection 
systems is low. 95 

In step eight, the information and exhibits developed in the previous steps is reviewed by the 
entire assessment team for accuracy and is verified. 96 A walk-through site survey is conducted 
as a part of this evaluation. 97 

Step nine requires analyzing and estimating the effectiveness of both physical and process 
protection systems and features to assess their effectiveness in avoiding undesired events. 98 An 
additional estimate of mitigating forces is made if the undesired event cannot be prevented 
through physical and process control systems. 99 Adversary attack and success scenarios are 
analyzed as a part of these estimates, i°° 

Step ten is a risk analysis based on all three factors, likelihood of attack, likelihood of success, 
and severity of consequences, which were developed in steps one through nine. a°~ Risk levels, 
ranging from one to four, are established for each adversary group and undesired event based on 
the previously determined risk levels for these three factors, l°a Risks categorized higher than 
risk level four, risk levels one through three, should be decreased. Recommendations for 
decreasing these higher risks are made in step eleven. These risk reduction recommendations 
include recommendations on low-cost, high-return upgrades in the areas of adversary detection 
and delay, response, mitigation, and safety features that better address vulnerabilities. 1°3 



Vulnerabilities that all undesired events have in common should be addressed first. TM Risk 
reduction upgrades should provide balanced protection throughout the site and protection 
features should be layered in order to delay the adversary. 1°5 

The twelfth and final Step is the preparation of a final report which summarizes the results of the 
previous eleven steps of chemical site assessment and analysis. 1°6 

B. Proposed Approaches to Chemical Industry Safety 

1. Administration/Office of Homeland Security Proposals 

On October 8, 2001 President Bush issued the Executive Order Establishing the Office of 
Homeland Security ("OHS") and the Homeland Security Council. 1°7 Their functions are outlined 
to include addressing the hazards posed by chemicals, specifically, (1) the coordination of the 
development of monitoring protocols for the detection of a chemical hazard release; (2) the 
coordination of the containment and removal of chemicals in the event or threat of a terrorist 
attack; and (3) the coordination of efforts to mitigate the effects of a terrorist attack should one 
take place. 1°8 

The Homeland Security Presidential Directive-3 was issued by President Bush on March 12, 
2002 establishing the Homeland Security Advisory System ("HSAS") 

to provide a comprehensive and effective means to disseminate 
information regarding the risk of terrorist acts to Federal, State, and local 
authorities and to the American people. Such a system would provide 
warnings in the form of a set of graduated "Threat Conditions" that would 
increase as the risk of the threat increases. At each Threat Condition, 
Federal departments and agencies would implement a corresponding set of 
"Protective Measures" to further reduce vulnerability or increase response 
capability during a period of heightened alert. 109 

The HSAS is binding on the executive branch but is voluntary for all other levels of govemment 
110 and the private sector. 

The HSAS consists of five color-coded Threat Conditions progressing from low threat condition 
to high threat condition. 111 The risk levels represent both the probability that an attack will occur 
and thepotentialgravityofthatattack. 112 Threat Conditions will be determined by the 
Attomey General in consultation with the Assistant to the President for Homeland Security and 
may be assigned for the nation as a whole or for a particular geographic area or industrial 
sector. 113 The assigned Threat Conditions will be reviewed regularly and adjustments made as 
appropriate. 

Each Threat Condition has a correlating set of Protective Measures that are to be implemented to 
reduce vulnerability to a terrorist attack or increase the ability to respond during a heightened 
Threat Condition. These Protective Measures are cumulative as the Threat Condition level 
increases in severity. The Low Threat Condition level includes the Protective Measure of 



institutionalizing a process to assure that all facilities and regulated sectors are regularly assessed 
for vulnerabilities to terrorist attacks and that all reasonable measures are taken to minimize any 
vulnerabilities. TM Because the Protective Measures are cumulative, all threat levels contain this 
element of vulnerability assessments. 1~5 

The ACC sent Attorney General John Ashcroft a letter dated April 26, 2002 offering its support 
and making five recommendations for the HSAS. 116 The first recommendation was that the OHS 
should "consider a formal process to integrate known interdependencies into the HSAS" so that 
critical information can be provided and shared amongst interdependent industries, within the 
chemical business, for example. 117 Secondly, the ACC recommended that a vulnerability 
assessment system be used instead of a threat-based system for the chemical industry and other 
capital-intensive infrastructure sectors. 118 The ACC also recommended that the OHS retain the 
response flexibility in the proposed HSAS that allows the private sector to respond as appropriate 
to each increased threat level. 119 Fourthly, the ACC encouraged the support of communication 
programs like ISAC that facilitate the exchange of information between government and the 
private sector. ~2° Lastly, it urged the OHS to designate an agency to be the lead organization. TM 

2. The Corzine Bill, S. 1602 

In the wake of September 11, Senator Jon Corzine introduced S. 1602 on October 31, 2001. The 
Chemical Security Act of 2001 was introduced to address the threat of terrorist or criminal 
attacks on chemical sources and facilities. 122 On July 25, 2002 the Senate Environment and 
Public Works Committee unanimously approved a version of that bill. 123 

a. Site Security Measures 

The bill would require EPA, to promulgate regulations within one year to place certain chemical 
facilities into a "high priority" category based on the severity of the threat posed by an accidental 
or criminal release from that chemical facility. TM One year later, EPA would have to implement 
regulations that would require every owner and operator of a high priority category chemical 
source to conduct vulnerability assessments, identify potential hazards, and take preventative 
measures to control and minimize the possible consequences of any related release. 125 

The bill would impose on facility owners and operators a general duty to prevent terrorists 
attacks directed at them. Specifically, they would be required to: (1) use appropriate hazard 
assessment techniques to identify the hazards that may be posed by any release by accident or by 
criminal act; (2) prepare a plan of actions and procedures to prevent any accidental or criminal 
release by ensuring safer design and maintenance of the chemical source; and (3) minimize the 
potential consequences of any such release that may o c c u r .  126 Harm arising from a terrorist 
attack would show that the owner of the facility violated its general duty. Since the requirement 
is backed by criminal penalties, this feature of the bill has prompted the industry to object that it 
would make criminals out of victims of terror ism.  127 

All plans, due one year after implementation of the regulations, would be reviewed by the EPA 
and the Homeland Security Department. ~28 Facilities would be required to comply with these 
plans within 18 months of submitting them to the EPA. 129 Once approved, compliance with 
these plans would be certified by the EPA. 13° Both the vulnerability assessments and the plans 



would be required to be reviewed every three years and would be considered classified. TM 

regulations would be reviewed and revised within five years of promulgation. 132 
The 

The bill gives EPA the authority to do what it deems necessary, including administrative and 
court orders, to address any danger or threat of a potential accidental or criminal release that it 
determines to be an imminent and substantial danger to the public health, welfare or 
environment. 133 The same authority applies should a chemical source fail to provide requested 
information or access to covered premises. TM The EPA would also have the power to require 
any person to keep records, make reports, provide information, and grant entry to any chemical 
source. 135 The bill would make records and information obtained by the EPA, excluding 
information pertaining to national security and trade secrets, available to the public. 136 Civil and 
criminal penalties would be available for violations of the Act. 137 

b. The Chemical Industry's Reaction 

The chemical industry maintains that federal imposition of standards is unnecessary since it is 
already engaging in its own self-regulation. Like S. 1602, ACC initiatives and suggested 
methodologies are aimed at the same goals of reducing and counteracting threats posed by 
accidental or criminal acts directed at chemical sites. The ACC argues that it has a long history 
of meeting difficult deadlines for establishing measures to protect the safety of employees, 
neighboring communities and the environment and that the federal government should accept the 
industry's security initiatives instead of trying to impose similar ones by law. 138 

The ACC argues that use of its industry standards will accomplish chemical security goals faster 
and more effectively than enactment of S. 1602.139 The adoptation of S. 1602 may halt or delay 
chemical companies beyond 2005 in their progress towards greater site security under ACC 
initiatives, while they await new federal regulations geared to accomplish the same essential 
goals as the ACC initiatives. 14° However, the substitute version of S. 1602 passed by the Senate 
Committee tries to avoid this problem by providing that facilities would be permitted to submit 
plans to the EPA for a determination on compliance with the Act before the regulations were 
published. 141 If the plans are determined to be in compliance with the law, no further revisions 
of the assessments or plans would be required. 142 

c. The Administration's Views 

In May 2002 the EPA was drafting legislation that would contain some of the requirements 
found in S. 1602, but by June EPA had changed its position and decided to issue guidelines and 
not attempt to give them the force of law. 143 By July, the Bush Administration was stating that it 
would generally prefer voluntary measures and hoped to avoid legislation as a means to 
achieving chemical site security, but it had not expressed an official position on S. 1602.144 
More recently, an EPA official acknowledged that the EPA does have a problem with some of 
the provisions in the proposed legislation, including S.1602 and its companion bill H.R. 5300.145 
At a July 10, 2002 Senate Environment and Public Works Committee heating on the proposed 
Office of Homeland Security, the director of Homeland Security, Tom Ridge, agreed that the 
chemical industry acknowledges its responsibility to protect chemical facilities, employees and 
community. ~46 However, he went on to state that the administration is in favor of avoiding 
legislation as the means of enhancing chemical site security, but "we need to keep our options 



open. ''147 On the same da~ a top White House officially also proclaimed the administration's 
desire to avoid legislation. 

By early August, however, an agency official reportedly stated that EPA plans to issue 
regulations to require chemical facilities to perform vulnerability assessments and to make 
"mandatory fixes. ''149 EPA is still considering the classification of facilities into tiers in order to 
prioritize the facilities that pose a greater risk. ~5° While a proposed rule is expected in the near 
future there are doubts about EPA's authority to adopt such a rule. TM Reportedly, EPA is 
considering using the same compliance milestones contained in the ACC's recently-adopted 
Security Code. 152 

The EPA official said the Agency moved away from voluntary security measures and toward 
federal regulation because it wants to ensure that the entire industry is participating. 153 The 
official acknowledged the ACC's efforts to address security needs but stated that approximately 
15,000 facilities are at risk and ACC members represent only 1,000 to 1,500 of them. 154 For one, 
EPA does not have the resources to certify all required assessments, therefore EPA would not 
include that provision in its regulations. 

d. Other Views 

Some committee Republicans still have concerns regarding some of the bill's provisions even 
though it was passed unanimously. 155 Senator James Inhofe (R-Okla.) expressed his concerns 
that the EPA does not have the capacity or the expertise to review the security plans and that 
those assessments and plans may not be secure after they are received by the EPA. 156 The 
Committee approved an amendment offered by Senator Bond to limit access to assessments and 
plans to authorized individuals, such as local emergency planners. 

3. The Companion House Bill, H,R. 5300 

The companion bill to S. 1602, H.R. 5300, the Chemical Security Act of 2002, was introduced 
by Representative Frank Pallone Jr. on July 26, 2002. Like S. 1602, this bill would require EPA, 
to promulgate regulations within one year of passage to place certain chemical facilities into a 
"high priority" category based on the severity of the threat posed by any unauthorized release 
from that chemical facility. ~57 

Also within one year after the enactment of H.R. 5300, EPA would have to implement 
regulations that would require every owner and operator of a high priority category chemical 
source to consult with local law enforcement, first responders, and employees in conducting 
vulnerability assessments. ~58 Hazards posed by an unauthorized release would be required to be 
identified using appropriate hazard assessment techniques. ~59 A prevention, preparedness and 
response plan would also be required to be prepared in light of the assessments of vulnerability 
and hazards. ~6° This plan would have to include safer design and maintenance actions and 
procedures in order to reduce the potential hazards identified. 161 The head of the Department of 
Homeland Security would supply chemical facility owners and operators with relevant threat 
information according to the assessments and plans prepared by that facility. 162 EPA would have 
to review and revise these regulations, if necessary, within five years of promulgation. ~63 



Owners and operators of chemical sources designated "high priority" would be required to certify 
to the EPA that they conducted assessments and completed prevention, preparedness, and 
response plans according to regulations. ~64 Written copies of the assessments and plan would 
have to be submitted to the EPA. ~65 Between three and five years after submitting these to the 
EPA, both the vulnerability assessments and the plans would have to be reviewed by the owner 
or operator of the chemical source to assess the adequacy of the assessment or plan. 166 The 
owner or operator would then have to certify this review to EPA, as well as any changes deemed 
appropriate. 167 

Under H.R. 5300, information submitted to EPA would be exempt from production to the public 
under Title 5 section 552 of FOIA. 168 Additionally, within a year of enactment, EPA would be 
required to develop the necessary protocols to protect copies of the assessments and plans it 
received under the measure. The protocol must provide that information be kept in a secure 
location, that only EPA-designated persons would have access to it, and that no copies be made 
available to anyone else. 169 

EPA would be required to review all assessments and plans submitted under the Act in order to 
determine the compliance of the assessments and plans with the regulations. ~7° EPA's 
compliance determination would have to be made in writing and include a checklist of the four 
elements of a safer design and maintenance that are outlined in the bill. 171 Determinations are to 
be a decision by the EPA that (1) the assessment or plan does not comply with regulations (2) a 
threat exists beyond the scope of the plan submitted; or (3) the current implementation of the 
plan is insufficient to address the results of the assessment or a threat. The EPA is to establish a 
schedule for the review and certification of assessments and plans which is to be within three 
years of the deadline for submission of such assessments and plans. 172 

In order to avoid delaying implementation of the CAP's ACC program, chemical sources would 
be allowed to comply with the regulations even before the proposed regulations are published. ~73 
EPA could review assessments and plans and determine compliance with the Act's 
requirements. 174 The EPA may certify compliance if the assessments and/or plans submitted 
were determined to be in compliance with requirements. 175 If they were not in compliance, EPA 
could require revisions to any assessment or plan submitted. ~76 Chemical sources would be 
required to bring their assessments and plans into compliance with regulations with 30 days of 
receiving notice that their assessment or plan was not in compliance, otherwise, EPA could issue 
an order directing the source to comply, lv7 The EPA may also issue a compliance order if a 
chemical source had not complied with a request for entry or information. ~78 

If the Office of Homeland Security were to determine that a terrorist threat existed outside of a 
chemical source's plan, or that current implementation of a source's plan were insufficient, it 
would have to notify the s o u r c e .  179 If the response by the chemical source were insufficient after 
notification, the Head of Homeland Security would also have to notify the source. 18° The EPA 
or Attorney General would be able to take any necessary measures to protect the public health or 
welfare. 18~ 

EPA would have the same fights of entry and access to information as provided in S. 1602.182 
Administrative, as well as civil and criminal, penalties would be available. ~83 



3. A Comparison ofS.1602 and H.R. 5300 

Some basic provisions of S. 1602 and H.R. 5300 are similar. Both provide for the designation of 
chemical facilities into a "high priority" category based on the threat posed, vulnerability 
assessments for these "high priority" facilities, the use of appropriate hazard assessment 
techniques, and the development of a plan of actions and procedures to prevent and address the 
threat of chemical release. 184 Differences that make H.R. 5300 preferable to S. 1602 are 
highlighted in Part V of this paper. 

III. Information (In)Security Measures 

A. Protection of Sensitive Information 

1. EPA's approach under Section 112(r) of the Clean Air Act: 
"Terrorism for Dummies"? 

Congress stipulated in § 112(r) of the Clean Air Act that the RMPs it required "shall be available 
to the public under [§ 114(c)]" of the Clean Air Act. 185 Section 114(c) provides broadly that 
"any reports, records or information" obtained by EPA "shall be available to the public. ''186 The 
only exception is for information that EPA determines "would divulge methods or processes 
entitled to protection as trade secrets. ''187 Consequently, as it developed and issued the § 112(r) 
regulations, EPA communicated its intent to make RMPs, including the OCA information they 
contained, publicly available on the Intemet. ~88 Not only was that action consistent with the 
statute, but it would further the general public interest in communities' fight- to-know of 
chemical hazards, according to EPA's reasoning. 189 

The chemical industry and law enforcement agencies, notably the FBI, raised objections that the 
OCA information could provide handy blueprints for terrorism. 19° They raised grave concerns 
over posting that information on the Intemet, where it could be accessed anonymously from 
anywhere in the world. As a result of these objections and similar concerns, EPA omitted the 
OCA information from the RMPs that it nevertheless proceeded to post on the Intemet. Yet the 
OCA information remained available in electronic format and could be obtained under the 
Freedom of Information Act. TM And those who obtained it could themselves readily post it on 
the Internet. 

Congress enacted a one-year moratorium on access to the OCA information under FOIA in the 
Chemical Safety Information, Site Security and Fuels Regulatory Relief Act ("CSISSFRA"). 192 
It directed the President, within one year, to assess the relative risks and benefits of making the 
full OCA information publicly available and to decide how best to make that OCA information 
available to the public. ~93 It spelled out particular requirements and limitations on the methods 
and extent of access to be provided. ~94 

Pursuant to the delegation of this authority, EPA and the Department of Justice jointly proposed 
and published final regulations within that one-year period. 195 Those regulations provided for 
OCA information not to be posted on the Intemet, but to be made available to the public upon 
request at 50 reading room locations to be established by EPA around the U.S. EPA and DOJ 
found that other information available on the Interact did not pose the same risk as OCA 
information, because it did "not furnish the type of targeting data (such as the distance a 



chemical release would travel and the population that lives within that area) that could be used to 
plan terrorist events. ''196 The rule provides for "read-only" access by any individual to paper 
copies of OCA information on up to 10 facilities per month, without regard to location.  197 In 
addition, an individual may access OCA information for any number of facilities in the vicinity 
of his home or work. In addition, the rule encouraged designated local and state emergency 
planning and response authorities to make paper copies of OCA information available to the 
members of the local community on a "read-only" basis. 198 Thus EPA and DOJ sought to assure 
and advance the community's fight to know. 

It is not at all clear that the community wanted to know. During the 21 months that EPA's 50 
reading rooms around the country made copies of OCA information from the § 112(r) RMP's 
available to the public, there were 33 visits to all of them combined, and 25 of those were to the 
Washington, D.C. reading room. 199 That means the other 49 saw 8 visitors altogether. 

Q Other Approaches to National Security Information 

a .  Classified National Security Information 

Established legal doctrine protects from the disclosure of information that is related to the 
national security. Despite its general thrust toward the disclosure of information held by the 
government, the Freedom of Information Act, 2°° exempts from disclosure information authorized 
by an Executive Order to be kept secret "in the interest of national defense or foreign policy. ''2°1 
In keeping with the tenor of the times, the current Executive Order governing classified National 

202 203 Security Information represented a liberalization over its predecessor. Yet it recognizes that 

[T]hroughout our history, the national interest has required that certain 
information be maintained in confidence in order to protect our citizens, 
our democratic institutions and our participation within the community of 
nations. Protecting information critical to our nation's security remains a 
priority . . . .  [D]ramatic changes have altered, although not eliminated, 
the national security threats that we confront. TM 

Unfortunately, the current Executive Order does not reach as far or wide as the "dramatic 
changes" in national security threats it recognizes. 

The Executive Order extends to "classified national security information" or just "classified 
information," for short. 2°5 The determination depends upon a decision by a duly-designated 
"classification authority ''2°6 that unauthorized disclosure of the information would result in 
"damage to the national security." That term is defined to mean 

harm to the national defense or foreign relations of the United States from 
the unauthorized disclosure of information, to include the sensitivity, 
value and utility of that information. 2°7 

Information that could facilitate terrorist attack on chemical plant targets obviously could result 
in harm to the national defense. Of the specific classes of information that may be classified, 
those most germane to chemical plant RMP data and vulnerability analyses would be: (1) 



scientific, technological, or economic matters relating to the national security; and (2) 
vulnerabilities or capabilities of systems, installations, projects or plans relating to the national 
security. 2°8 

Although chemical plants and their vulnerabilities may be relevant to the national security, and 
the disclosure of information about them may result in damage to the national security, that 
information may not be eligible for protection as "classified" under the current Executive Order. 
Its protection is limited to information that is "owned by, produced by or for, or is under the 
control of the United States Govemment. ''2°9 

b l  The State Secrets Privilege 

In addition to protection from disclosure by the Executive Order and statutes, 2~° national security 
information is protected from discovery in litigation by the judicially-created "state secrets 
privilege." The modem version of this doctrine was set forth by the United States Supreme 
Court almost 50 years ago in United States v.  Reynolds. TM If it is properly invoked, this privilege 
allows the Government to withhold information from discovery if "there is a reasonable danger 
that compulsion of the evidence will expose military matters which, in the interest of national 
security, should not be divulged. ''2~2 Where the privilege applies, it is absolute. It prevails, even 
where it completely prevents a litigant from proving its case. 

In Kasza v. Browner, 213 for instance, the widow of a former employee at an Air Force installation 
had brought a citizens' suit for alleged hazardous waste violations. 214 The Air Force invoked the 
state secrets privilege and moved for summary judgment because the plaintiff had no other way 
to prove her case. 2~5 After a private review of the sensitive information, the district court upheld 
the assertion of the privilege and granted the Air Force's motion to throw out the c a s e .  216 The 
court of appeals affirmed. It explained that, while the result might be harsh, "[T]he state secrets 
doctrine finds the greater public good -- ultimately the less harsh remedy -- to be dismissal. ''2~7 
Thus, under the state secrets doctrine, information will be protected in the interest of national 
security, even if it means that an individual may lose on a legitimate claim. 218 

B. Proposals for Change 

• Administrative Steps 

Following the events of 9/11, Caps PA removed RMP data from the Intemet and closed off 
access to the Caps OCA data in the reading rooms. 2a9 In March it restricted access to the non- 
public portions of its extensive Envirofacts database that had previously been opened to 
environmental researchers and academics. 22° Also in March, White House chief of Staff Andrew 
Card instructed all executive agencies and departments immediately to reexamine all their public 
documents for information that could aid terrorists or threaten national security. 221 In a 
concurrent memorandum from DOJ and White House information security officials, agency 

222 heads were directed to include within the review "sensitive but unclassified" information. The 
existence of such a category of information and any legal basis for its protection was attacked by 
right-to-know advocates. 223 A spokesman for the Federation of American Scientist expressed 
concern that the category of "sensitive but unclassified" was ill-defined and could become a 
catch all that invited abuse. 224 



Q Proposed Community Protection from Terrorism Act, S. 2579 

In an apparent attempt to extend national security logic to OCA portions of RMP information, 
Senator Bond introduced S.2579 in June. Entitled the "Community Protection from Terrorism 
Act," the bill begins with a series of findings, including 

[G]overnment-mandated publicly available information on worst-case 
scenario accidents at chemical facilities provides a blueprint that terrorists 
may use to plan and carry out terrorist attacks; [and] 

[w]hile communities have a fight to know about the use of chemicals in 
their communities, [they] have the fight not to allow terrorists to use such 
information to destroy the communities. 225 

The bill would amend § 112(r) of the Clean Air act by replacing subparagraph (7)(H), the 
provisions added by Congress in 1999 to forestall EPA's posting of OCA information on the 
Interact .  226 

The replacement proposed by S.2579 would take two major steps to protect OCA information. 
First, it would provide flatly that OCA information, regardless of when obtained or developed by 
EPA, "shall not be made available" under the Freedom of Information Act.  227 Second, it would 
prohibit access to OCA information by any member of the public, except as provided in the 
bill, 228 and "notwithstanding any other provision of law (including any regulation). ''229 It would 
authorize only read-only access to a paper copy of OCA information that has been sanitized of 
facility identity and location. 23° It would also mandate restricted access procedures that require 
government-issued identification and a signature from any member of the public seeking 
access. 231 The EPA employee granting access would be required to record the date and identity 
of each source for which OCA access was sought. 232 In addition, EPA would be required to 
establish an information technology system in consultation with the Attorney General to provide 
r e a d - o n l y  access.  233 And it would make unauthorized disclosure by any official user a cr ime.  234 

The bill would preempt state law regarding OCA information obtained pursuant to § 112(r) but 
leave unaffected any state OCA information collected separately under state law. 235 

IV. Nuclear Industry Approach 

The chemical industry is embarking on a journey that ultimately will lead to increased security- 
related expectations and capabilities to protect from and respond to a hypothetical security threat. 
This section of the paper reviews measures that already have been taken by the commercial 
nuclear power industry to thwart similar threats. Many of the approaches taken by the nuclear 
industry are the result of many years of analysis and negotiation with the federal government 
regarding the definition of the threat and who is accountable and responsible for protecting 
public health and safety regarding the threat. In sum, there is no need for the chemical industry 
to start from the beginning regarding how to respond to this issue. Quite the contrary-- the 



commercial nuclear industry has provided a general roadmap for industries that may be 
susceptible to low probability threats that may have high impact outcomes. 

A l l  Legal and Regulatory_ Authority 

0 Applicable Laws and Regulations 

Existing federal statutes and regulations set strict standards for commercial nuclear plant 
operators to protect the public health and safety. 236 Section 161 of the Atomic Energy Act of 
1954 grants broad authority to the U.S. Nuclear Regulatory Commission ("NRC") to issue rules 
and to take actions necessary to ensure public health and safety and the national defense. 237 The 
NRC has specific responsibility to ensure that the peaceful uses of nuclear energy "make the 
maximum contribution to the common defense and security and the national welfare, a n d . . .  
provide continued assurance of the Government's ability to enter into and enforce a~eements 
with nations or groups of nations for the control of special nuclear material" ("SNM"). 

Pursuant to its authorities, the NRC regulates all phases of licensees' operations, including: (1) 
accounting systems for SNM and source materials, and (2) security programs and contingency 
plans for dealing with threats, thefts, and sabotage relating to SNM, high-level radioactive 
wastes, nuclear facilities, and other radioactive materials and activities that the NRC regulates. 
Programs that promote the common defense and security and protect public health and safety by 
guarding against theft and sabotage are generally referred to as "safeguards" and "security" 
programs. Specifically, 10 C.F.R. Part 73 contains the majority of security and safeguards- 
related requirements for commercial nuclear facilities. 

Security programs for commercial nuclear power reactors are designed to protect against a 
specified level of threat called the Design Basis Threat ("DBT"), 239 which characterizes the 
adversary force against which NRC licensees must design their physical protection systems and 
response strategies. The DBT must be well-defined, so that licensees do not have to design and 
protect against myriad, ever-changing scenarios. The current DBT assumes a suicidal, well- 
trained paramilitary force, armed with automatic weapons and explosives, that is intent on 
forcing its way into a nuclear power plant to commit radiological sabotage. 24° The DBT also 
assumes that the attackers will have insider knowledge of plant systems and plant security plans 
and even insider assistance. This assumed threat forms the basis for security response plans and 
training drills. The DBT premise is key to limiting what an NRC-licensed facility must do in an 
effort to deter potential threats. 

As part of its oversight responsibilities, the NRC regularly tests these DBT-based plans and drills 
and reviews the adequacy of the DBTs. In close coordination with the national intelligence and 
law enforcement community, the NRC also continually assesses the threat environment. 

a. Tests & Exercises 

The NRC has conducted force-on-force security exercises, formally known as Operational 
Safeguards Response Evaluations ("OSRE"), 241 at nuclear reactor sites since 1991, and it carried 
out similar tests before that time. An OSRE is a simulated commando-style raid, designated to 



identify shortcomings in security personnel performance or strategy. The drills and exercises are 
based on a pre-defined level of danger presented by the aggressor, i.e., the regulatory DBT. The 
OSRE program identifies areas where security can be improved and enhanced. As a result, the 
industry recognizes that force-on-force drills are an important means to assess security readiness. 
Identification of a weakness during an exercise typically leads to immediate corrective or 
compensatory measures. 

Following the September 11 attacks, OSRE force-on-force exercises were temporarily suspended 
because, in the heightened threat environment, the conduct of exercises would be a significant 
distraction to the site security forces. The NRC staff is currently preparing options for 
Commission consideration on how to reinstate security exercises. In the interim, table-top style 
drills are being initiated in preparation for resumption of the physical exercises. In the future, the 
NRC and the industry may look at beyond-design basis threats and the ability of licensee actions 
to mitigate any hypothetical damage caused by a beyond-DBT attack. 

b. Current DBT Reassessment 

In consultation with other Federal agencies, the NRC is currently considering long-term 
revisions to the DBT to reflect changes in the threat environment. It has long beensettled that 
threats posed by enemies of the state are the responsibility of the Federal Government, not the 
applicant-operator. The NRC made this clear by rule" 

An applicant for a license to construct and operate a production or 
utilization facility, or for an amendment to such license, is not required to 
provide for design features or other measures for the specific purpose of 
protection against the effects of (a) attacks and destructive acts, including 
sabotage, directed against the facility by an enemy of the United States, 
whether a foreign government or other person, or (b) use or deployment of 
weapons incident to U.S. defense activities. 242 

This division of responsibility was challenged by an intervenor in the construction permit 
proceeding for the Turkey Point plant in south Florida, who urged the licensing board to consider 
the potential effects of sabotage or enemy attack due to the proximity of the site to Communist 
Cuba. The Commission found that enemy-of-the-state threats were not within the scope of the 
threats for which licensees would be responsible to provide protection, and it denied intervenor 
Siegel's contention. He appealed to the D.C. Circuit, which held that "the Commission was well 
within the limits of the powers delegated to it by Congress when it decided to limit petitioner's 
cross-examination [on the risk of an enemy attack or sabotage] in the license proceeding, and to 
embody the policy of limitation in its regulation. ''243 The court recognized that protection 
against enemy attack would be an impossible burden to place on the applicant: 

Did the Commission step over the bounds of the authority committed to it 
by excluding the dangers latent in possible enemy action from the inquiry 
into the merits of a license application? If it did, then it would appear that 
anyone seeking permission to employ nuclear energy for peaceful 
industrial uses must shoulder a burden of showing that his proposed 



facility is adequately protected, now and throughout its entire life, against 
the various kinds of attacks which might be made upon it by foreign 
enemies of the United States. What the Commission has essentially 
decided is that to impose such a burden would be to stifle utterly the 
peaceful utilization of atomic energy in the United States. Such a decision 
hardly seems to us to conflict with the Congressional purposes underlying 
the Act, nor to exceed the scope of the authority given the Commission by 
Congress to realize those purposes. TM 

Since Siegel, the nuclear industry has enjoyed a stable, consistent division of security 
responsibility between the licensee's and the Federal Government's protection responsibilities 
regarding a localized security threats versus an enemy-of-the-state type attack. 

Potential revision of the DBT to change that allocation is one of the most debated issues in the 
industry following the terrorist attacks. Some public interest groups believe that the DBT should 
be revised to include 9/11-type activities involving larger, fuel-laden airliners. While nuclear 
facilities are among the most hardened commercial industrial facilities within the United 
States, 245 none has been specifically designed to withstand a deliberate, high-velocity, direct 
impact of a modem, large commercial airliner. 246 Consequently, any fundamental change to the 
DBT may have a profound effect on the industry. If substantial fundamental changes with 
associated high costs are required of commercial nuclear plant operators, there is a risk that some 
plants may no longer be economically feasible for continued facility operation, z47 

0 Pending Congressional Bills 

Currently, security-related actions at specific commercial nuclear facilities are taken by the 
private licensees of the nuclear facilities with oversight and enforcement by the NRC. 248 
Commercial nuclear power plants have rigorous emergency preparedness programs that include 
security forces 249 and biennial, evaluated exercises. 25° In the event of a serious problem, 
including a terrorist attack around a nuclear power plant, the plans and procedures that have been 
routinely exercised would be activated. 

Nevertheless, pending legislation in both houses of Congress seek to federalize security forces at 
commercial nuclear facilities and to modify the DBT to include act-of-war threats. On 
November 29, 2001, the two most significant pieces of pending legislation dealing directly with 
security-related issues at nuclear power plants were introduced. H.R. 3382, the "Nuclear 
Security Act of 2001," was introduced in the House by Congressman Edward Markey (D-MA). 
The bill was referred to the House Committee on Energy and Commerce with little action at the 
time of this writing. 251 The companion bill in the Senate, S. 1746, was introduced by Senator 
Harry Reid (D-NV) and was referred to the Committee on Environment and Public Works. 252 
Based on the text of the proposed legislation, bothbills would increase the nuclear industry's 
security-related burdens, if not actual security. 253 

The bills would require the NRC to establish and maintain a federal security force at each power 
reactor facility. This concept has been discouraged by both the regulator and the regulated. 
NRC Chairman Richard Meserve has raised a conflict of interest issue regarding the oversight of 
the force and how both implementing and overseeing nuclear plant security forces may 



compromise the objectivity of the NRC in fulfilling its mission. TM Additionally, the schemes 
proposed by the bills pose a threat to the overall command and control activities of the 
responding forces to a security or other off-normal situation. Currently, the security forces report 
to the licensee organization and coordinate efforts with various other entities within that 
organization, such as the control room crews and maintenance crews, to mitigate accidents or 
defend and restore functions in the plant following a potential attack. Under the proposed bills, 
the federalized security force would be an independent organization taking orders from the NRC. 
This division would create potential communications barriers and delays in coordinating 
important protective and recovery actions. 

Another adverse feature in both bills is the requirement to reconsider the DBT, including 9/11- 
type attacks, on a periodic basis. These bills, as proposed would reverse the policy in Siegel and 
risk imposing on industry the responsibility for enemy-of-the-state threats. Any marked 
expansion of the DBT, if enacted, would present the possibility for a re-engineering of many 
facilities, not only once, but every three years. 

For decades, the major focus area for the NRC and the industry's commercial licensees was to 
enhance and ensure protection against industrial accidents. Recent events have caused nuclear 
security concerns to become a major contender in the arena for NRC and industry resources. 

0 Key Elements of Nuclear Plant Security 

The security scheme at commercial nuclear facilities consists of programs, procedures, physical 
protection zones with associated physical barriers, specially-trained and screened personnel, law 
enforcement-type firearms and equipment, access authorization and control mechanisms, fitness- 
for-duty screening, continuous behavior observation, and coordination with federal and local 
agencies. 255 For the sake of simplicity, we describe these means below in two categories" 
personnel and hardware-related. 

1. Personnel-Related 

Commercial nuclear power plant licensees maintain a highly trained, well-equipped security 
force to guard each facility. Security personnel, many of whom have prior law enforcement or 
military experience, are subject to extensive background checks 256 and rigorous training 
requirements. 257 Annual force-on-force training covers such topics as threat assessment and 
tactical response, response force deployment and interdiction, protection of specified vital 
equipment and protected areas, multiple target acquisition and engagement, and the use of 
armored body bunkers, ballistic shields, and other specialized security equipment. 258 

Personnel screening is augmented at nuclear facilities by a computer system used to control 
access to badge personnel at individual sites. Many licensees share access to a protected 
computer data base called PADS (Plant Access Database System). This system allows tracking 
and sharing of access authorizations and denials at various nuclear facilities. Each site also has 
its own self-supported computer system increasingly equipped with biometric technology which 
governs who can access what areas of the plant. Finally, everyone granted unescorted access 
must pass a test focused on general nuclear concepts and site-specific requirements. 



As a further protection for the public, each nuclear power plant has an extensive and well-honed 
emergency response organization ("ERO") and systems in place to respond to and mitigate any 
emergency that may arise.  259 The security force is a vital element of this emergency response 
organization; however, the ERO consists of both non-security personnel and security personnel. 
During any significant security-related event at a facility, one of four Emergency Action Level 
classifications ("EALs") will be declared, and the ERO will staff various facilities to mitigate 
adverse actions associated with the plant's emergency response plan. 26° The plans are tightly 
integrated with local, state, and federal regulatory and emergency authorities. 261 The emergency 
planning zone for actions to be taken typically includes an area within the 10-mile radius of the 
plant (i.e., an area encompassing roughly 3 14 square miles). 

0 Physical Barriers/Hardware/Technology 

A number of physical defenses exist to counter a security-related threat. Nuclear plants, by their 
very design, provide a redundant set of physical barriers designed both to keep radiation and 
radioactive materials in and to keep intruders o u t .  262 A facility built to protect against high 
winds, earthquakes, and tornado-generated missiles has fortress-like qualities. The reactor core 
is protected by a sealed containment structure constructed of several feet of reinforced concrete 
walls, a steel liner, additional concrete walls within the structure for separation of important 
structures, and a several inches-thick high-tensile strength steel reactor vessel. The metal 
cladding on the fuel itself also serves as an additional protective barrier. In addition, there are 
multiple systems of the safety equipment needed to safely shut down the reactor. 

Nuclear plant sites have three distinct zones, each of which has different levels of physical 
defense. 263 The largest zone, called the "owner-controlled area," includes all of the property 
surrounding the facility over which the licensee exercises legal control. The owner controlled 
area serves as an effective buffer zone around the critical areas of the plant and may be fenced. 

The second zone, encompassed within the owner-controlled area, is the "protected area." This is 
a physically enclosed area surrounding the plant into which access in controlled. TM Physical 
barriers include barbed wire and razor wire fences, microwave and electronic intrusion detection 
systems, closed circuit television systems, isolation zones, extensive lighting, system monitoring 
by redundant alarm stations, and vehicle barrier systems. Access to the protected area is 
restricted to a select subset of site personnel with a need for entry. To access the protected area, 
employees and visitors must pass through metal and explosives detectors. X-ray machines are 
also used to screen material brought into the protected area by employees and visitors. 265 In 
addition, employees must utilize a card-reader system and typically a hand-geometry device to 
confirm their identity before entering the protected area. 

The third, innermost zone is the "vital area." It contains vital equipment essential for operating 
the plant safely and for shutting down and cooling the plant safely. 266 Additional barriers are in 
place to protect vital areas of the plant, including concrete floors, walls, and ceilings; locked and 
alarmed metal doors; and key-card access doors. Access to the vital area is even further 
restricted to a select subset of site personnel. Access lists are routinely reviewed to confirm the 
continuing need for access. Defensive contingency plans used by security forces are geared 
towards protection of these critical areas. 



3. Post 9/11 Measures 

For decades before September 11, 2001, U.S. nuclear power plants were among the best 
defended and most hardened facilities of the nation's critical infrastructure. Within hours of the 
9/11 attacks, the NRC issued the first of a series of security advisories to power reactor 
licensees. 267 That advisory placed the facilities on the highest level of security-related alert, as 
established by the NRC in a 1998 Genetic Letter which provided a hierarchy for security-related 
states of readiness. 268 Approximately 30 of these "advisories" have been issued to ensure that 
licensees are apprised of the current threat situation and informed of voluntary actions requested 
by the NRC to reinforce existing security measures. In February, the NRC moved to make these 
additional measures mandatory, and in April it established the Office of Nuclear Security and 
Incident Response ("NSIR"). NSIR serves as a centralized security organization by 
consolidating certain NRC security, safeguards, and incident response responsibilities and 
resources formerly divided among other o f ~ c e s .  269 

Although no confirmed threats have been made regarding U.S. nuclear facilities, President 
Bush's January 29, 2002 State of the Union address included a brief mention of U.S. nuclear 
facility diagrams being among the items found by U.S. forces during a sweep of a terrorist camp 
in Afghanistan. 27° Licensees have taken a variety of protective measures in conjunction with 
NRC guidance. These included actions to harden site access, to increase security resources, and 
to improve operational readiness and coordination (with local law enforcement agencies) 
capabilities. 

a. NRC Interim Compensatory Measure Order 

On February 25, 2002, the NRC issued an interim Order TM to each power reactor licensee. 272 
The actions prescribed, officially known as Interim Compensatory Measures ("ICMs"), are to be 
taken pending the completion of a more comprehensive review by the NRC of safeguards and 
security program requirements. The purpose of the Order was to provide for a more prescriptive, 
rather than voluntary, method to ensure that many of the measures discussed in the earlier 
security advisories were being implemented. The Order was an exercise of authority that 
assuaged concerns of certain members of Congress and intervenor groups regarding the 
adequacy of NRC authority and action in response to the threat of terrorist attacks. 

While many of the specifics regarding the NRC Order are classified as safeguards information 
and therefore cannot be disclosed to the public, issues addressed by the Order generally include 
security officer staffing levels, protection against potential vehicle and waterborne threats, 
protection of spent fuel, enhanced access authorization controls, and mitigation efforts in the 
event of an attack. Licensees had to provide legal responses to the Order within twenty days, 
and full implementation of those commitments to the ICMs is expected to occur on or before 
August 31, 2002. 

bB NRC Licensee Response 

Since September 11, many licensees have conducted security briefings for state and local 
officials to reinforce the coordination and response plans in the event of an emergency. Nuclear 
plants have also extended the point of initial screening of persons and vehicles entering the plant 



site from the protected area boundary to some point within the owner-controlled area. This 
initial screening includes an identification check, confirmation of the purpose for entering the 
site, and a thorough vehicle inspection for visitors or vehicles capable of being used as part of a 
revised ground-blast standard. In addition, armed security forces have extended their patrols to 
include a larger portion of the owner controlled area. These patrols are coordinated with onsite 
personnel to enhance detection and to deter potential threats. 

The industry has responded in earnest to the specific ICMs. It has expended large (and 
unforeseen) amounts of capital to comply with the provisions of the Order. No licensee has 
formally challenged an Order or requested a heating related to the imposition of the Order. 
Unfortunately, these efforts might be preempted by a revised DBT that imposes even more 
burdensome enemy-of-the state requirements on facilities. 

C. Information Control 

1. Safeguards 

Safeguards Information is a special category of sensitive, unclassified information authorized by 
the Atomic Energy Act of 1954, as amended, to be protected. 273 Safeguards Information ("SGI") 
concerns the physical protection of operating power reactors, spent fuel shipments, strategic 
SNM, or other radioactive material. While SGI is considered to be sensitive unclassified 
information, its handling and protection more closely resemble the handling of classified 
Confidential information than other sensitive unclassified information. 274 

The categories of individuals who are permitted access to SGI and the protections afforded SGI 
are provided in 10 C.F.R. § 73.21. Controls over SGI include training of individuals prior to 
access and a "need-to-know" prior to that access. SGI materials cannot be discussed over normal 
telephone lines and cannot be transmitted over typical Interact connections. Nor can SGI be 
mailed by normal means. Written SGI materials must be appropriately marked and kept in a 
locked and rated safe if left unattended. Any violation of these requirements could subject the 
individual to civil and criminal penalties. 275 

Information classified by the NRC and by power reactor facilities at a level beyond SGI is 
primarily classified in two rarely used categories" 

• National Security Information ("NSI")" Information classified by an Executive Order, the 
compromise of which would cause some degree of damage to the national security. 

• Restricted Data ("RD"): Information classified by the Atomic Energy Act of 1954, as 
amended, which if compromised would assist in the design, manufacture, or utilization of 

276 nuclear weapons. 

The lowest level of classified information is Confidential; the next is Secret. Confidential and 
Secret information will also be either NSI or RD, and may be marked C-NSI or S-RD, for 
example. The NRC seldom deals with Restricted Data because the NRC does not regulate 
nuclear weapons production. Much classified material at NRC and at power reactors is classified 
by order of other government agencies (e.g., Department of Energy). The NRC is not 
empowered to declassify such information without the permission of the originating agency. 



Additionally, information about a licensee's physical protection program not otherwise 
designated as SGI (or otherwise classified as restricted or protected information) is required by 
10 C.F.R. § 2.790(d) to be protected in the same manner as commercial or financial information 
(i.e., they are exempt from public disclosure under of the Freedom of Information Act. 5 U.S.C. 
§ 552(b)). Therefore, many avenues exist in the regulations for protection of potentially 
sensitive information. 

2. Internet 

In an abundance of caution, the NRC restricted public access to its web-site on October 11, 2001, 
and then began to restore limited access in a deliberate sequence. 277 The reason given for the 
restriction was to limit access to material items of information that a terrorist organization could 
potentially use to target or select a nuclear facility. A review of intemet-accessible information 
by the NRC is still in progress, and select information periodically becomes available to the 
general public. A full evaluation of the approximately 50,000 web-pages is expected to conclude 
at or near the end of 2002. 

A letter from the NRC Commissioners to the NRC Staff provides guidance to evaluate whether a 
document or other item of information should be released. 278 This guidance relates to yet 
another classification of material that is considered Sensitive Homeland Security Information 
("SHSI"). This category is considered for removal from public disclosure, even if the 
information may not have been considered SGI. Examples of information meeting this new, 
protected information category include: plant drawings and construction details, schematics, and 
related information that could be used by an adversary to determine facility vulnerabilities. 
Need-to-know has replaced right-to-know as a guiding principle. 

DO Special Measures for Public Nuclear Liability 

Another feature that distinguishes the nuclear industry is a statutory insurance pool and caps on 
public nuclear liability. Congress passed the original Price-Anderson Act in 1957279 to provide 
an insurance scheme for the emerging nuclear industry and to limit liability for any off-site 
damage to persons or property. Any legal damage awards above that limit would be covered by 
the government. This action was deemed necessary to enable private companies to enter into the 
industry without the fear of unlimited liability from a major nuclear incident. Following several 
amendments to the Act and adjustments for inflation, the amount of liability coverage for a 
single incident, and therefore, the liability limit, today is approximately $9.4 billion. 28° 

Coverage is provided by two layers, one commercial insurance and the other funded 
retrospectively as a pool by all reactor operators. Each operator of a large nuclear power plant 
licensed by the NRC must maintain an amount of primary financial protection against public 
liability claims equal to the maximum amount of liability insurance available at reasonable cost 
and on reasonable terms from private sources (the "primary insurance amount"). TM As of this 
writing, the primary insurance amount is $200 million. 282 

Each large reactor licensee also must participate in a secondary insurance plan, under which a 
deferred (i.e., retrospective) premium of not more than $83.9 million, subject to a surcharge of 



up to $4.195 million for a total of $88.095 million, for each nuclear reactor may become payable 
following a major nuclear accident (the "secondary insurance amount"). 283 

In addition, the Commission is authorized to enter into contracts to indemnify each licensee from 
public liability arising from nuclear incidents for the difference, if any, between the sum of the 
licensee's primary and secondary insurance and the liability imposed. TM 

The Price-Anderson Act lapsed on August 1, 2002. While existing licensees remain covered, 
any new licensees would not receive the protection. Although both houses of Congress have 
passed separate bills 285 reauthorizing Price-Anderson, the provisions are nested in the same 
energy bills that contain the controversial provisions dealing with the Alaska National Wildlife 
Refuge ("ANWR") drilling issue. Therefore, approval of a compromise bill into law is being 
delayed. Price-Anderson has lapsed and been reinstated before. 286 It is expected to be reinstated 
following the current lapse as well. 

EO Nuclear Industry Cohesiveness 

Perhaps much of the nuclear industry's survival and success in dealing with Congress and the 
regulatory agencies is attributable to its cohesiveness. The relative homogeneity of its product 
and plants, along with federal preemption, have undoubtedly helped foster that cohesiveness. 
But the nuclear industry formed an organization, the Nuclear Energy Institute ("NEr'), through 
which it can voice one opinion to both the NRC and to other government bodies, such as 
Congress, on matters inherently important to owners and operators of commercial nuclear 
facilities. 287 With member participation, the NEI develops policy on key legislative and 
regulatory issues affecting the industry. 288 NEI then serves as a unified industry voice before 
Congress and federal regulators. Such an approach provides strength in numbers, and promotes 
consistency among facilities owned by many different entities with differing priorities. In 
addition, NEI shields its membership from accusations directed towards individual members 
when politically charged issues are being addressed. 

NEI has over 260 corporate members, which include operators of nuclear power plants, design 
and engineering firms, fuel suppliers, and service companies. The success of NEI is based in 
great part on total participation by all commercial nuclear power plant owners. The organization 
is headquartered in Washington, D.C., and employs a staff of about 120. Its 60-member board of 
directors includes representatives from the nation's 42 nuclear utilities, plant designers, 
architect/engineering firms, and fuel cycle companies. 289 Members provide financial resources 
for the organization, as well as participants to assist in various project initiatives. 

Members of NEI have formed a Security Working Group ("SWG") to share information and to 
interface more effectively with the NRC following the events of September 11, 2001. The SWG 
routinely proposes oversight standards and generates interpretive documents to ensure a more 
uniform application of the existing regulations, regulatory guidance, and draft criteria to which 
power reactor licensees will be held in the future. The SWG is viewed by the industry as 
beneficial due to its proposing more realistic requirements to the NRC Staff, rather than the 
Staffs potentially drafting ultra-conservative, and perhaps unrealistic security-related criteria. 
This same philosophy holds true regarding other working groups sponsored by NEI (e.g., a group 



devoted to license renewal work). Although the NRC still retains control over final regulations 
and guidance documents, the cooperative and proactive efforts through NEI have led to more 
appropriate and more well-defined standards. 29° 

V. Conclusion 

Protection from terrorist attacks is an inherent aspect of providing for the common defense of the 
Nation. The Preamble to the U. S. Constitution declares that among the purposes of establishing 
the Federal Govemment were to "insure domestic Tranquility [and] provide for the common 
defence [sic]." To that end, Article I, Section 8 vests in Congress the power "to pay the Debts 
and provide for the common Defence [sic]." It is, therefore, Congress that is empowered "To 
raise and support Armies"; "To provide and maintain a Navy"; "To provide for calling forth the 
Militia to execute the Laws of the Union, suppress Insurrections and repel Invasions"; and "to 
provide for organizing, arming, and disciplining the Militia. ''291 The threat of terrorist activity is 
akin to the risk of insurrection or of an invasion of foreign forces bent on hostilities against the 
United States. The NRC rule upheld in the Siegel decision properly recognizes that an industry 
should not bear the burden of defending against enemies of the state. Congress should learn 
from that example. It should reject the proposal in Corzine's bill S.1602 to impose on the 
chemical industry a general duty to prevent acts of terrorism. 

Three characteristics of CAPs H.R. 5300 differentiate it from S. 1602 and make it a far 
preferable measure to its Senate counterpart. First, H.R. 5300 would not created a general duty 
for facility owners and operators to prevent terrorist attacks on their facilities. Therefore, H.R. 
5300 would not risk making criminals out of those who, despite their best efforts, become 
unwitting victims of terrorism. Second, H.R. 5300 would protect sensitive information from 
disclosure and dissemination. H.R. 5300 provides that information submitted to the EPA would 
not be made available to the public under the Freedom of Information Act. 292 Additionally, the 
EPA and the Department of Homeland Security are to develop the protocols necessary to protect 
the information the EPA receives under the Act from being accessed by unauthorized parties. 293 
No such information security protocols are required to be developed under S. 1602. 

Third, in contrast to the adversarial relationship set up by its Senate counterpart, H.R. 5300 
would foster cooperation between government and industry. Under H.R. 5300 the head of the 
Department of Homeland Security would be required to supply chemical facility owners and 
operators with relevant threat information based on the assessments and plans prepared by the 
facilities themselves. Additionally, if the Department of Homeland Security were to determine 
that a terrorist threat existed or that the implementation of a current facility's plan were 
insufficient, the facility would be notified of this threat or insufficiency so that the situation 
could be addressed. This type of information-sharing and compliance assistance fosters 
cooperation between government and regulated facilities. 

The common defense far outweighs any desire to make sensitive OCA data common knowledge. 
Information that could assist terrorists in targeting attacks against chemical plants must be 
accorded protection from uncontrolled dissemination by whatever avenue, whether the Internet, 
reading rooms, or release by state or local emergency planning and response authorities. This 
protection might be created by Executive Order extending national security classification to such 



information, or it could be done by congressional action. The category of information 
recognized by the NRC as "sensitive but unclassified" would lend itself especially well to the 
protection of that OCA information. While the procedures for its protection are not as 
cumbersome as for classified information, the restrictions on its dissemination seem especially 
appropriate. The concept of "sensitive but unclassified" information has already surfaced in the 
Administration's post-9/ll proposals. Whether by legislation or executive action, the OCA 
information should continue to be exempt from disclosure under FOIA, by means of either 
recognizing that it falls into an existing exempt category or by reliance upon the exemption in 
§ 112(r)(7)(H)(iii)(II) of the Clean Air Act. In addition, § 112(r)(7)(iii) should be amended to 
clarify that the information that "shall be made available to the public" does not include 
information that comprises a blueprint for terrorists. 

Congress should consider establishing a retrospective insurance pool for the chemical industry 
on the model of the program under the Price-Anderson Act. It would be intended to cover 
catastrophic losses and public liability arising from terrorist strikes directed against chemical 
facilities. The threat of claims and liability arising from terrorist attacks has interrupted the 
availability of insurance coverage at a reasonable price. Bills that have passed both Houses of 
Congress would provide a Federal backstop by capping insurance companies liability for a 
limited time. While they differ in particulars, such as the amount of the Federal share and the 
exclusion of punitive damages, both bills are temporary palliatives aimed primarily at the 
commercial real estate market. 

The chemical industry needs a more enduring insurance and terrorism liability protection 
program. The Price-Anderson model of two-tiered coverage comprised of a primary layer of 
commercial insurance protection and a secondary layer of a retrospective-premium pool 
commends itself. Beyond those layers, public liability in the event of a terrorist strike should be 
capped or covered by the Government. Qualification for the retrospective premium pool, the 
liability caps or Government backstop insurance could be conditioned upon compliance with 
defined industry standards. Of course, given the complexity and diversity of the chemical 
industry, no one-size-fits-all standard would be appropriate. Because of the need for an 
insurance program for the chemical industry and the nature and magnitude of such a program, we 
urge Congress to create a national commission to evaluate the needs and options and to 
formulate a recommendation. 

These recommendations would represent an ambitious agenda for the chemical industry. They 
cannot be realized without a concerted and cohesive push by the industry speaking with one 
voice. The nuclear industry has taken the initiative to work in partnership with the NRC to 
develop regulatory requirements and reform initiatives, when appropriate. The nuclear industry 
has learned through its experiences at Three Mile Island TM and subsequent regulatory initiatives 
that it cannot wait for a government entity to determine its destiny when a politicized challenge 
to industry viability is involved. To do so leads to requirements that are unrealistic and 
therefore, very difficult to satisfy. 295 The nuclear industry has realized that (1) it knows the 
industry much better than the regulator, (2) it understands its facilities' vulnerabilities much 
better than a regulator, and as a result (3) the industry is much more likely to develop viable and 
effective solutions. The chemical industry is no different in these respects than its nuclear 
counterparts. 



The nuclear industry does, however, enjoy a definite advantage. It has persuaded the NRC to 
draw the line on ratcheting up regulatory requirements. Politically-charged, reactive rules are 
seldom the final solution. The regulator may adopt an initiative, demand compliance, only to 
alter its course later. For example, after Three Mile Island, the NRC issued a plethora of 
regulatory requirements and guidance documents that were thought to address plant 
vulnerabilities and to respond to the public outcry. Many years after the accident, and well into 
the implementation of these requirements and guidance, the industry recognized that it could not 
respond to every regulatory whim. The NRC was compelled to issue 10 CFR 50.109, otherwise 
known as the Backfit Rule .  296 The Backfit rule applies to the NRC itself, not its licensees. It 
prevents the NRC from modifying its positions, unless the increased benefit is shown to justify 
the cost. 

The nuclear industry's experience suggests that the chemical industry must take the leadership 
role to promote site security to accomplish an acceptable result. Working with, instead of apart 
from, EPA would better ensure that the upcoming rulemaking is tenable and achieves mutually 
agreed-upon objectives. An umbrella organization in the chemical industry could assist EPA in 
developing the rulemakings, show EPA the limitations of the industry, and stand with it as 
challenges arise. Also, this same industry organization could coordinate the industry's response 
to EPA initiatives, Congressional fact-finding, and expert testimony situations. Current 
circumstances that appear to be adverse to the industry, with proper effort, could be an 
opportunity for constructive compromise and positive results. 
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