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ABSTRACT

Various techniques have been proposed in the literature to improve erasure code computation
efficiency, including optimizing bitmatrix design and computation schedule, common XOR oper-
ation reduction, caching management techniques, and vectorization techniques. These techniques
were largely proposed individually, and in this work, we seek to use them jointly. To accomplish
this task, these techniques need to be thoroughly evaluated individually, and their relation better
understood. Building on extensive testing, we develop methods to systematically optimize the
computation chain together with the underlying bitmatrix. This led to a simple design approach of
optimizing the bitmatrix by minimizing a weighted computation cost function, and also a straight-
forward coding procedure: follow a computation schedule produced from the optimized bitmatrix
to apply XOR-level vectorization. This procedure provides better performances than most exist-
ing techniques (e.g., those used in ISA-L and Jerasure libraries), and sometimes can even compete
against well-known but less general codes such as EVENODD, RDP, and STAR codes. One partic-
ularly important observation is that vectorizing the XOR operations is a better choice than directly
vectorizing finite field operations, not only because of the flexibility in choosing finite field size
and the better encoding throughput, but also its minimal migration efforts onto newer CPUs.

A delayed parity generation technique for maximum distance separable (MDS) storage codes
is proposed as well, for two possible applications: the first is to improve the write-speed during
data intake where only a subset of the parities are initially produced and stored into the system,
and the rest can be produced from the stored data during a later time of lower system load; the
second is to provide better adaptivity, where a lower number of parities can be chosen initially in
a storage system, and more parities can be produced when the existing ones are not sufficient to
guarantee the needed reliability or performance. In both applications, it is important to reduce the
data access as much as possible during the delayed parity generation procedure. For this purpose,
we first identify the fundamental limit for delayed parity generation through a connection to the

well-known multicast network coding problem, then provide an explicit and low-complexity code
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transformation that is applicable on any MDS codes to obtain optimal codes. The problem we
consider is closely related to the regenerating code problem, however the proposed codes are much
simpler and have a much smaller subpacketization factor than regenerating codes, and thus our
result in fact shows that blindly adopting regenerating codes in these two settings is unnecessary
and wasteful.

Moreover, two aspects of this approach is addressed. The first is to optimize the underlying
coding matrix, and the second is to understand its behavior in a system setting. For the former, we
generalize the existing approach by allowing more flexibility in the code design, and then optimize
the underlying coding matrix in the familiar bitmatrix-based coding framework. For the latter,
we construct a prototype system, and conduct tests on a local storage network and on two virtual
machine based setups. In both cases, the results confirm the benefit of delayed parity generation

when the system bottleneck is in the communication bandwidth instead of the computation.
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1. INTRODUCTION AND LITERATURE REVIEW ! 2

1.1 Erasure Coding

The exploding amount of digital data being produced by users and collected by various source
in this information age poses significant challenges to modern large-scale data storage systems. As
the scale of data storage system grows, storage device failures or other system breakdowns become
more and more common. System designers must plan ahead and build sufficient fault-tolerance
capability in the system, in order to effectively deal with such uncertainties.

This fault-tolerance requirement in data storage systems implies that redundancy must be in-
troduced in the stored data.

A leading technique to achieve strong fault-tolerance in data storage systems is to utilize era-
sure codes. Erasure codes have been widely used in various data storage systems, ranging from
disk array systems [5], peer-to-peer storage systems [6], to distributed storage systems [7, 8], and
cloud storage systems [9]. The root of erasure codes can be traced back to the well-known Reed-
Solomon codes [10], or more generally, maximum distance separable codes [11]. Roughly speak-
ing, erasure codes allow a fixed number of component failures in the overall system, and it has the
lowest storage overhead (i.e., redundancy) among all strategies that can tolerate the same number
of failures. One such example is Quantcast File System (QFS) [12], which is an implementation of
the data storage backend for the MapReduce framework; it can save 50% of storage space over the
original HDFS which uses 3-replication, while maintaining the same failure-tolerance capability.

Erasure codes have been recognized as a viable solution to replace simple data replication in
distributed data storage systems (e.g., [13, 14]), because they can reduce storage overhead, and
at the same time provide superior data reliability. As data intensive applications, i.e., big data

analytics, become mainstream in both industrial and academic settings (e.g., [15, 16, 17]), large

1©2018 IEEE. Partly Reprinted, with permission, from S. Mousavi, T. Zhou and C. Tian, "Delayed parity genera-
tion in MDS storage codes", 2018 IEEE International Symposium on Information Theory (ISIT), June 2018

2©2020 ACM. Partly Reprinted, with permission, from T. Zhou and C. Tian. 2020. "Fast Erasure Coding for
Data Storage: A Comprehensive Study of the Acceleration Techniques". ACM Trans. Storage 16, 1, Article 7 (March
2020), 24 pages. DOLhttps://doi.org/10.1145/3375554



scale data storage systems (sometimes referred to as cloud storage) based on erasure codes are
gaining more and more momentum [18, 12, 19], and existing solutions are also incorporating
erasure codes in their new or future releases [20, 21].

The parity data written in the system is generated from the raw information data, which needs
to be transported and written onto the individual storage devices. In contrast, for systems without
any data redundancy (no protection), only the raw information data needs to be transported and
written. This additional amount of data induces more traffic and more disk 10, and the write speed
is consequently slower in such systems than systems without any data redundancy. One question
that we are interested in is whether the data write speed can be improved in such erasure-coded

data storage systems.
1.2 Acceleration Techniques

It has long been recognized that encoding data into its erasure-coded form will incur a much
heavier computation load than simple data replication [22], thus more time-consuming. In order to
complete the coding computation more efficiently, various techniques have been proposed in the
literature to either directly reduce this computation load [23, 5, 24, 25, 26, 2], or to accelerate the
computation by better utilizing the resources in modern CPUs [27, 28]. However, the relationship
and possible joint optimization among these techniques is still an unanswered question.

As part of this dissertation, I’ll find out the relationship among these accelerating techniques,
as well as jointly optimized for better coding throughput, especially encoding throughput.

Erasure codes rely on finite field operations, and in computer systems, the fields are usually
chosen to be GF(2"), that is, an extension field of the binary field. Using the fact that such
finite field operations can be effectively performed using binary XOR between the underlying
binary vectors and matrices [29], Plank et al. [2] proposed efficient methods to encode using the
“bitmatrix” representation. Several techniques were introduced in the same work to reduce the
number of the XORs in the computation, and the overall encoding procedure can be viewed as a
sequence of such XOR operations, i.e., organized in a computation schedule. Huang et al. [26]

(see also the Liberation codes [30] where a similar idea was mentioned) made the observation



that some chains of XORs to compute different parity bits may have common parts, and thus by
computing the common parts first, the overall computation can be reduced. A matching strategy
was proposed to identify such common parts, which leads to more efficient computation schedules.
Further heuristic methods to reduce the number of XORs along these lines were investigated by
Plank et al. [31], and lower bounds (albeit rather loose in most cases) on the total number of XORs
have also been found [32].

Though with the same goal of reducing the computation load in mind, the coding theory com-
munity addresses the issue from another perspective, where specific code constructions have been
proposed. Several notable examples of such codes can be found in [23, 5, 24, 25]. These codes
usually allow only two or three parities, instead of the flexible choices seen in generic erasure
codes.

In contrast to the approaches discussed above where the computation load can be fundamen-
tally reduced, a different approach to improve the encoding throughput is to better utilize the ex-
isting computation resources in modern computers, i.e., hardware acceleration. Particularly, since
modern CPUs are typically built with the capability of ‘““single-instruction-multiple-data” (SIMD),
often referred to as vectorization, it was proposed that instead of using the bitmatrix implemen-
tation, erasure coding can be efficiently performed by vectorizing finite field operations directly
[28]. Also related to this approach of optimizing resource utilization, Luo et al. [27] noted that
the order of operations in the computation schedule of the bitmatrix-based approach can affect the
performance, due to CPU cache miss penalty, and thus steps can be taken to optimize the cache
access efficiency.

Although these existing works have improved the coding efficiency of erasure codes to more
acceptable levels, which often make the IO bandwidth the constraining factor, the sheer amount of
data in modern data storage systems implies that even a small improvement of the coding efficiency
may provide significant cost saving and be an important performance differentiator for service
providers. For example, the three-parity erasure code encoding function and decoding functions

in the open-source Quantcast QFS system [12] were heavily optimized, and its high coding effi-



ciency is viewed as one of its main advantages over competing systems. Secondly, virtualization
has been widely adopted for cloud computing, and erasure coding on such cloud platform will
be more resource-constrained than on the native platform, thus reducing the computation load is
very meaningful. Thirdly, more advanced storage devices such as SSD have vastly improved 10
performance, whose bandwidth may soon compete with the CPU computation throughput. Last
but not least, reducing computation cost can also lead to direct reduction in energy consumption,
which can contribute to significant savings in the operating cost in large scale systems. Against

this general backdrop, in this work we seek to answer the following questions:

1. Which methods are the most effective, i.e., can provide the most significant improvement?
Particularly, how to make a fair comparison of the two distinct approaches of optimizing

bitmatrix schedules and vectorization?

2. Can and should these techniques be utilized together, in order to maximize the encoding

throughput?

3. If these techniques can be utilized together, which component should be optimized and how

to optimize them?

In the process of answering these questions, we discovered a particularly effective approach
to accelerate erasure encoding: selecting bitmatrices optimized for the weighted sum of the num-
ber of XOR and copy operations, taking into consideration of the reduction from the common
XOR chains, then using XOR-level vectorization for hardware acceleration. Within the proposed
strategy, the packet size selected in the coding procedure can impact the coding performance sig-
nificantly, and we also identify a simple strategy to determine its (almost) optimal value. A simple
decoding procedure is also proposed with such optimized packet size in consideration. Extensive
evaluation tests were then conducted on multiple CPU platforms, which show that the coding pro-
cedure we propose can provide significant improvement on the coding throughput compared to the
existing approaches, such as those used in Jerasure libraries [2, 27, 28] and ISA-L library [33],

ranging from 20% to 1000% under general coding parameters. Moreover, in some cases, the pro-
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posed approach can compete with the well-known EVENODD code [23], RAID-6 code [30], RDP
code [24], STAR code [25], and triple-parity Reed-Solomon code in Quantcast-QFS [12], which
were specifically designed for fast encoding and only for restricted parameters.

One particularly important observation we make in this work is that instead of vectorizing the
finite field operation directly, which was made popular by Jerasure 2.0 [28] and also adopted by
the open source library ISA-L [33], we should vectorize the XOR operation based on the bitmatrix
representation. In the bitmatrix representation, different binary extension fields can be vectorized
in a similar manner, whereas vectorizing finite field operations usually requires the field size to
have certain special relation with the computer byte size, which is part of the reason that only
GF(2%),GF(2'), GF(2%) are allowed in Jerasure 2.0 and only GF'(2®) is supported in ISA-L.
Since operation in a smaller finite field is usually simpler than in a larger field, allowing flexible
finite field size directly translates to throughput improvement. This advantage, together with the
better optimized computation chain, leads to the overall throughput advantage. In addition, this
approach has an important practical advantage: vectorizing general finite field operations involves
specially designed algorithms for different field sizes based on the availability of the CPU-specific
vectorization instructions, and thus the implementation requires a larger set of relevant operations
using such instructions; in contrast, vectorizing XOR operations essentially involves only one
instruction, which can be done either with the vectorized XOR instruction, or to some extent by
delegating this vectorization task to the compiler, i.e., through the compiler auto-vectorization
function. As newer versions of CPUs and instruction sets are introduced, the proposed approach
only requires minimal migration effort, since most of the bitmatrix implementation is completely

hardware-agnostic.
1.3 Delayed Parity Generation

Another coding technique for erasure codes, referred to as delayed parity generation (DPG),
is defined where only a subset of the parity symbols are produced during the initial data intake,
with the rest to be produced from the stored data at a later time. This technique is applicable in

two scenarios. The first scenario is when the initial data write speed is critically important, and



DPG can be used to improve it by offloading part of the computation and transmission, hopefully
to a time of lower system load. The second scenario is when there is uncertainty on the suitable
number of parities to be used in the storage code in the system; the system administrator may
wish to choose a small number initially to speed up system deployment and reduce cost, and only
produce more parities when it turns out, after a period of system operation, these existing ones are
insufficient to guarantee the required reliability or performance.

It is beneficial and important to reduce data access as much as possible during delayed par-
ity generation. A naive approach is to download the raw information data completely and then
generate the additional parities, which is clearly not efficient. In this work, we investigate MDS
codes with optimal data access for DPG. It turns out that the problem can be viewed as a special
case of the multicast network coding problem [34, 35]. Through this connection, we establish the
optimal data access by invoking the well known multicast network coding result [34, 35] on an
equivalent data delivery network. On the other hand, although this network coding connection is
sufficient to establish the existence of such optimal codes for delayed parity generation, it does
not provide an explicit and efficient code construction. Our main contribution of this work is an
explicit and low complexity construction based on a strategic transformation on any MDS codes
(such as the Reed-Solomon codes) [36]. The proposed code is partly inspired by the recently pro-
posed generic transformation on data storage codes for optimal repair bandwidth and rebuilding
access [37], however the proposed code is simpler than that in [37].

Readers familiar with regenerating codes may immediately recognize that regenerating codes
[38, 39, 40, 41, 42, 43, 44, 45], particularly minimum storage regenerating (MSR) codes, can be
used in the scenario of interest, by viewing the node regeneration process as the delayed parity
generation process. In fact, this was indeed advocated in [46, 47, 48] as a solution to the second
application discussed above. However, regenerating codes are in fact unnecessary and wasteful
in the scenarios of our interest. More precisely, in regenerating codes, the requirement is that
the system can regenerate any failed nodes (the number of which is less than a certain threshold)

using the minimum amount of data traffic (or data access) from the surviving ones, however, in



the problem that we are considering, the requirement is that the system can generate a single
fixed set of new parity nodes with the minimum amount of data access from the existing ones.
Somewhat surprisingly, this relaxation in the problem setting does not lead to a reduction in the
minimum amount of data access, however it does lead to other benefits, such as a much reduced
subpacketization factor and less coding computation.

Indeed, it was established in [44, 49] that regenerating codes with optimal repair traffic and disk
10 require a subpacketization (the number of symbols in each node) at least equal to the number of
parity nodes raised to the power of the number of data nodes divided by the number of parity node;
in contrast, the construction we propose has a subpacketization equal to the number of parities.
This reduction is extremely important in practice since firstly, this implies a much simpler code
and lower computation burden, and secondly, the subpacketization factor dictates the minimum
amount of data stored on each node, i.e., codes with a high subpacketization factor can only be
used for large data files. Moreover, the code we propose in this work uses a small alphabet, in clear
contrast to most known regenerating codes [38, 39, 40, 50, 41, 44, 42]. 1t should also be noted that
the fundamental limits derived for regenerating codes in [38] do not directly apply in our problem
due to the relaxed setting, and thus we need to derive new outer bounds for it.

Although the motivation is to improve the data write speed (data commit speed) in large scale
erasure-coded systems, the problem turns out to be closely related to the so-called adaptivity (or
scaling) of erasure-coded data storage systems [46, 47, 48]. The goal of such systems is to allow
the adaptation of the number of parities in the erasure-coded systems when data has already been
committed to the said system. One can show that the two problems are in fact equivalent in a sense,
which we shall explain in the latter part of this paper. Interestingly, previous efforts [46, 47, 48] on
the adaptivity in fact took the approach of directly applying regenerating codes, which, for the same
reason as we have just explained, is rather unnecessary and wasteful. Thus, the codes proposed in
this work can also be used to provide adaptivity or scaling in erasure-coded systems with a much
lower subpacketization factor, and much lower computation complexity, than the solutions based

on generating codes previously given in the literature.
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Figure 1.1: The first stage parities are generated from the raw data, while the delayed parities are
generated by reading part of the data and the first stage parities.
reprinted with permission from [1]

This delayed parity generation (DPG) scheme could be summarized that the basic idea is to
only generate and write a subset of the parity symbols together with the raw data, but delay the
generation of the remaining parity symbols to a later time. These delayed parities are then gener-
ated and written, when high reliability is needed or when the system load is lighter, by accessing a
subset of the information written in the first stage; see Fig. 1.1.

Since the time between initial data write and delayed parity generation is a design parameter,
the loss of the reliability during that short time period can be controlled and is compensated by the
potential gain in performance. This approach is particularly suitable for systems where computa-
tion resource is less constrained, but the network or IO bandwidth is constrained under workload
fluctuation. Since CPUs have become more powerful over the years, we anticipate that bandwidth
will continue to be the constraining factor in the overall data storage pipeline.

From a practical perspective, we consider two issues related to the application of delayed parity
generation in distributed data storage systems. The first issue is to optimize the underlying codes
for delayed parity generation. A generic code construction to facilitate delayed parity generation
was proposed in [1] as a transformation on any existing storage code. However, it is not opti-
mized for performance. There were significant efforts in the literature [29, 26, 2, 28, 27, 32, 31]
on optimizing conventional erasure codes for better encoding performance. In order to leverage

these existing techniques, we first provide a generalization of the delayed parity generation code,



and then optimize it in the well-known bitmatrix-based framework; we refer to this approach as
BB-DPG (bitmatrix-based DPG). The optimized codes help the system avoid being computation
bounded. The second issue is to understand the impact of delayed parity generation in a system
setting. For this purpose, we use a prototype implementation to verify whether this approach can
indeed offer performance improvement. The prototype system is tested on a local network, as well
as on virtual machine based testing platforms. In general, we observe that when the system bottle-
neck is the communication bandwidth, delayed parity generation can indeed provide performance

improvement during the data write process.



2. BACKGROUND'!

2.1 Erasure Codes and Reed-Solomon Codes

Erasure codes are usually specified by two parameters: the number of data symbols k to be
encoded, and the number of coded symbols n to be produced. The data symbols and the coded
symbols are usually assumed to be in finite field GF'(2") in computer systems. Such erasure codes
are usually referred to as the (n, k) erasure codes.

To be more precise, let k linearly independent vectors gg, g1, - - ., g1 (of length n each) be
given, whose components are in the finite field GF'(2*). Denote the data (sometimes referred to
as the message) as u = (ug, u1, ..., ur_1), whose components are also represented as finite field

elements in GF'(2"). The codeword for the message w is then

vV =1Upgo + u1g1 + -+ Up—19k—1-

This encoding process can alternatively be represented using the generator matrix G of dimension

k X n as
v=u-G, 2.1
where - ) )
90 90,0 go1 - Gon-1
g1 g1,0 g1 0 Gin-1
G = ==
| Jk—1 | | Jk—1,0 k=11 " Gk—1,n—1|

For scalar codes, the k raw data symbols are written as a row vector d of length k, each entry

1©2020 ACM. Partly Reprinted, with permission, from T. Zhou and C. Tian. 2020. "Fast Erasure Coding for
Data Storage: A Comprehensive Study of the Acceleration Techniques". ACM Trans. Storage 16, 1, Article 7 (March
2020), 24 pages. DOL:https://doi.org/10.1145/3375554
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of which is in a certain finite field. The overall encoding process can be viewed as multiplying the
vector d with a generator matrix G of dimension k-by-(k + m), the entries of which are also in .
When the left k-by-k submatrix of G is an identity matrix (such codes are referred to as systematic
codes [36]), the product can be written as the concatenation of two vectors [cf, P, where the length

m vector p'is referred to as the parities. Mathematically, this can be expressed as
[d.p)=d-G=d-[I P]. 2.2)

In order to achieve the best data storage efficiency, the matrix G needs to be chosen such that
the submatrix of any k£ columns of G is full rank. In other words, having any & out of the k£ + m
symbols in the vector [cf, p] allows recovery of the original data vector d, through a matrix inversion
operation. Thus, when the symbols in [CZ p] are distributed to different storage devices (nodes), loss
of m such devices (nodes) will not cause any data loss. There are many different methods known
to choose the matrix P; see e.g., [14, 51].

An erasure code can be defined as follows. With a given k storage nodes, additional m parity
nodes will be generated. All these n = k£ + m nodes have the probability to be failed. The storage
system will be able to recognize the nodes failure and the term erasure is used to describe the this
failure. An erasure code will define how the m parity nodes are generated and how to recover the
data from non-erasure nodes in those k + m nodes. This is usually written as (k +m, m) or (n, m)
erasure code.

The procedure of generating the m parity nodes is named encoding and the k£ nodes which
contains original data are named systematic nodes whereas the procedure of recovering the original
data from survived nodes if nodes failure happens is called decoding.

In most data storage applications, the erasure codes have the maxmium distance separable
(MDS) property, meaning that the data can be recovered from any £ coded symbols in the vector
v. In other words, it can tolerate loss of any m = n — k symbols. This property can be guaranteed,

as long as any k-by-k submatrix of (G, which is created by deleting any m columns from G, is

11



invertible.
2.1.1 Reed-Solomon Code

The original Reed-Solomon code relies on a Vandermonde matrix to guarantee this invertibility,

i.e.,

1 1 1
Qo a; Qp—1

== 2 « o o 2 .« o 2
k—1 k—1 k—1
Qo a; Ap_1 |

where a;’s are distinct symbols in GF'(2%).
Using a generator matrix of the Vandermonde form will produce a non-systematic form of the
message, i.e., the message w is not an explicit part of the codeword v. We can convert GG through

elementary row operations (see e.g., [11]) to obtain an equivalent generator matrix G’

Lo -+ 0 poo - Pom-1
e
_O 0 ... 1 pro1o - Pk—1,m-1

where the left portion is the identity matrix [; of dimension k-by-k, and the right portion is the

“parity coding matrix" P. As a consequence, we have

V=1Uu- G/ = (u()aul) co o, Ug—1,Po, P10 7p’m—1)7 (24)

where

(p07p17'“ 7pm—1) = (UO,Ul,"' 7uk—1) - P. (25)

12



The matrix P is sometimes also referred to as the coding distribution matrix [52].
2.1.2 Cauchy Reed-Solomon Codes

Instead of reducing from a Vandermonde generator matrix, we can also directly assign the
matrix P such that the invertibility condition can be satisfied. One well-known choice is to let
P be a Cauchy matrix, and the corresponding erasure code is often referred to as Cauchy Reed-
Solomon (CRS) codes [29].

More precisely, denote X = (z1,...,x%)andY = (y1,...,ym), Where x;’s and ;s are distinct
elements of GF'(2*). Then the element at the i-th row and the j-th column in the Cauchy matrix is
1/(x; +y;). Itis clear that any submatrix of a Cauchy matrix is still a Cauchy matrix. Particularly,

let C'y be an order-¢ square submatrix of a Cauchy matrix:

1 1 1
T1+y 1+ Y 1+ Ye
1 1 1
C,= |T2t¥y T2+ T2+ Ye | |
1 1 1
| Te+U1 Tet Y2 Tn + Yo |

then C is invertible, and the elements of the inverse of the Cauchy matrix C, ! have an explicit
analytical form [29].

One advantage of using Cauchy Reed-Solomon code instead of the classical Reed-Solomon
code based on Vandermonde matrix is that inverting an order-n Vandermonde-based matrix is of
time complexity O(n?), while inverting a Cauchy matrix has a time complexity O(n?). Following
[2], we adopt Cauchy Reed-Solomon codes in this work, instead of the Vandermonde matrix based

approach.
2.2 Encoding by Bitmatrix Presentation

Finite field operations in GF'(2¥) can be implemented using the underlying bit vectors and

matrices [29], and thus all the computations can be conducted using direct copy or binary XOR.
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Figure 2.1: Encoding in bitmatrix representation for k = 5, m = 2, w = 3. The parity coding

matrix is first converted to its bitmatrix form (blue as bit 1, and gray as 0), and the encoding is

done as a multiplication of the length-15 binary vector and the 15 x 6 binary matrix. Adapted
from [2]. reprinted with permission from [3]

Based on this representation, reducing erasure code computation is equivalent to reducing the
number of XOR and copying in the computation schedule. Various techniques to optimize this

metric have been proposed in the literature, which we also briefly review in this subsection.
2.2.1 Convert Parity Matrix to Bitmatrix

Each element e in GF'(2") can be represented as a row vector V'(e) of 1 x w or a matrix M (e)
of w x w, where each element in the new representation are in GF'(2). V (e) will be identical to
the binary representation of e, and the i row in M (e) is V (e2 ). If we apply this representation,
the parity coding matrix of size £ x m will be converted to a new parity coding matrix of size
wk x wm in GF(2), i.e., a binary matrix. Using the bitmatrix representation, erasure coding can
be accomplished by XOR operations, together with an initial copying operation. The details can
be found in [29], however, a simple example of bitmatrix encoding is shown in Figure 2.1, where
the matrix multiplications are now converted to XORs of data bits corresponding to the ones in the
binary parity coding matrix, together with some copying operations.

The number of 1’s in the bitmatrix is the number of XOR operations in encoding procedure,

14



if we use this bitmatrix representation to implement the MDS coding process. Choosing differ-
ent X = (z1,...,x,) and Y = (y1,...,ym) vectors will produce different encoding bitmarices,
which have different numbers of 1’s and thus different numbers of XOR operations in the com-
putation schedule. In [52], exhaustive search and several other heuristics were used to find better
assignments of the (X,Y’) vector such that the number of 1’s in the bitmatrix can be reduced.
It was shown that these techniques can lead to encoding throughput improvement ranging from
10%-17% for different (n, k, w) parameters, over that using the bitmatrices without applying such

heuristics.
2.2.2 Normalization of the Parity Coding Matrix

A simple procedure to reduce the encoding computations is to multiply each row and each col-
umn of G = [/, P] by certain non-zero values, such that some of the coefficients are more suitable
for computation (e.g., to make some elements be the multiplicative unit 1), which is referred to
as bitmatrix normalization [2]. Clearly this does not change the invertibility property of the orig-
inal generator matrix. More precisely, for any parity coding matrix P, we can use the following

procedure:

1. For each row-7 in P, divide each element by p; o, after which all elements in column-0 will

be the multiplicative unit in the finite field.
2. For each column-j except the first:

(a) Count the number of ones in the column (in the bitmatrix representation of this col-
umn).
(b) Divide column-j by p; ; for each 7, and count the number of ones in this column (in the

bitmatrix representation).

(c) Using the p; ; which yields the minimum number of ones from the previous two steps,
let the new column-j be the values after the division of p; ;. In other words, we nor-
malize column-; with the element in the column which induces the minimum number

of ones in the bitmatrix.
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Figure 2.2: Bitmatrix normalization, (a) Normalize the first column to all 1’s in finite field, as
described in step 1; (b) Normalized the second column to keep the one with the minimum total
number of bit 1’s, as described in step 2; (c) Step 2 applied to all the rest columns

An example given by Plank et al. [2] shows that for m = 3, this procedure can reduce the number

of ones in the bitmatrix to 34 ones from the original 46. This method is rather straightforward to

implement and does not require any additional optimization. A visualization of this procedure is

shown in Fig. 2.2.
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2.2.3 Smart Scheduling

The idea of reusing some parity computation to reduce overall computation can be found in
the code construction proposed by Plank [30], and this idea materialized as the smart scheduling
component in the software package [2]. The underlying idea is as follows: if a parity bit can be
written as the XOR of another parity bit and a small number of data bits, then it can be computed
more efficiently. The following example should make this idea clear. Suppose the two parities are

given as

Do = Ug D ug B ug Duy, p1=ugDuz®duz®dus. (2.6)

A direct implementation to generate p; will use 3 XOR operations, but by utilizing py, p; can be
computed as

P1 = po D us D us,

which requires only two XORs. This technique requires slightly more effort to implement and op-
timize than the previous technique, however the computation schedule can essentially be generated

offline and thus it also does not contribute significantly to the encoding computation.
2.2.4 Matching

The idea of smart scheduling in fact has a related form. Huang et al. [26] recognized that
instead of restricting to reusing computed parity bits, any common parts of the XOR chains in
computing the parity bits can be reused, which reduces the total number of XOR computations.
A grouping strategy was consequently proposed to optimize the number of necessary XORs. The
proposed method focuses only on common XOR operations involving a pair of data bits, but not
common operations involving three or more data bits. This is because common operations of three
or more data bits are scarce in practical codes, and at the same time identifying them can be time
consuming.

The core idea of the proposed approach by Huang et al. (common operation first) is to represent

17



the demand data pair of parities in a graph, each vertex of which corresponds to an input data bit,
and the weight of edge between vertex 7 and j represents the number of parities demands u; © u;.
A greedy procedure is used to extract a sub-graph with the edges of the largest weights, then the
maximum cardinality matching algorithm can be used on the sub-graph to find a set of edges, where
none of them have shared vertices. Each edge such found indicates a pair of input data bits whose
XOR is common in some XOR chains. The algorithm then removes these edges and vertices from
the original graph, and repeat this subgraph extraction and matching procedure on the remaining
graph. This technique requires further effort to implement and optimize than smart scheduling, but
the computation schedule can also be generated offline.

In the matching phase on the sub-graphs, two different strategies were introduced:
1. Unweighted matching. This method views all edges in the graph as having the same weight.

2. Weighted matching. This method uses the heuristic of making the matching covers as few
dense nodes in the sub-graph (defined as degrees of nodes) as possible, by adjusting the
assignments of the weights on the edges according to the sum of degrees of both ends in the

original graph.

In our work, an implementation of Edmond’s blossom shrinking algorithm in the LEMON graph
library [53] is utilized to implement these matching algorithms.

Generalizing the matching technique, a few more heuristic methods to reduce the number of
XORs were investigated by Plank et al. [31]. However, these methods themselves can be extremely
time-consuming (taking hours or even days), and the observed improvements in coding throughput
appear marginal. Therefore, we do not further pursue these heuristic methods in this work.

A simple example could be find in Fig. 2.3. When we compute the three green parity bits,
they all need the XOR of two message bits corresponding to the red bit 1’s in the coding bitmatrix,
we call it a pair. This matching technique can help find these pairs, pre-compute them and re-use

them. To help reduce the total number of operations in a coding scheme.
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Figure 2.3: Matching pair in coding scheme

2.3 Optimizing Utilization of CPU Resources

Speeding-up erasure coding computation can also be obtained through more efficient utilization

of CPU resources, such as vectorization and avoiding cache misses.
2.3.1 Vectorization for Hardware Acceleration

Modern CPUs typically have SIMD capability, which can dramatically improve the computa-
tion throughput. Most of the computation in erasure coding can be done in parallel, including XOR
operations and more general finite field operations, since the same operations need to be applied
on an array of data.

Directly vectorizing finite field operations has been previously investigated and implemented
for finite fields GF(2%), GF(2'%), and GF(2%?) [28]. This was accomplished through specially
designed table lookup method for each field size, and then invoking the 128-bit SSE vectorization
instruction set for Intel®, AMD, and ARM CPUs. More recently, 256-bit AVX2 vectorization in-
structions and 512-bit AVX-512 vectorization instructions are becoming more common in newer
generations of CPUs. The popular ISA-L library [33] developed by Intel® also adopted the ap-

proach of vectorizing finite field operations directly, which includes implementation for the finite
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Figure 2.4: Vectorization

field GF(2®) but for more diverse vectorization widths (128-bit, 256-bit, or 512-bit).

It should be clear at this point why the finite fields GF(2%), GF(2'%), and G F(23?) were chosen
to be vectorized: these finite fields are better aligned with the number of bits in a computer byte.
In contrast, when the bitmatrix representation is used, since the operation is essentially on one of
the bits in the binary extension field, there does not exist any particular constraint or difference in
the implementation for different field sizes.

We note that the open source libraries evaluated in [54] did not use vectorization and in fact
advanced SIMD instructions were not widely available at the time. However, the new version of
Jerasure [28] and ISA-L libraries are indeed based on this technique. As a consequence, the perfor-
mance tests we conducted in this work will need to take into considerations this new development
in the field.

In Fig. 2.4, we demonstrate two types of vectorization, XOR-based vectorization and GF-based
vectorization. For XOR-based vectorization, it focus on compute the bit-wise XOR of two groups
of input data bits. The group length could be arbitrary chosen as long as it’s a multiple of CPU
vectorization register width (128-bit, 256-bit or 512-bit). GF-based vectorization, on the other
hand, can perform symbol-wise addition and multiplication of two groups of input data symbols.
Each symbol is one element in finite field, which is typically GF(2%), GF(2'%), and GF(2%?).
XOR-based vectorization is deployed in our proposed code and GF-based vectorization will be

included when comparing the coding throughput.

20



2.3.2 Reducing Cache Misses

The order of computing operations can affect the coding performance due to cache misses, and
more efficient cache-in and cache-out can be accomplished by choosing a streamlined computation
order. A detailed analysis of the CPU-cache handling and the effects of different operation orders
were given by Luo et al. [27]. The conclusion is that increased spatial data locality can help
to reduce cache miss penalty. Consequently, a computation schedule was proposed where a data
chunk is accessed only once sequentially, each of which is then used to update all related parities.
More precisely, this strategy will read the data symbol u first, update all parities which involves uy,
then uy, us, ..., ugp_1. In contrast, the naive strategy of computing the parity symbols pg, p1, ..., Pm—1
sequentially suffers a performance loss, which was reported to be roughly 23%~36%.

This strategy could help increasing data locality, in another word, increasing cache hit rate, it

has two sequence of XOR operations: 1) parities first; 2) data first.

1. Parities first strategy will calculate each parity first, it reads all data necessary for calculating
p1, then calculate p;. Repeat this procedure to all parities. This strategy will potentially make
duplicate readings of the same data memory address, which may cause cache replacement

and cache miss penalty.

2. Data first strategy will read d; first, then update all parities which demands d;. Repeat this
procedure to all data. This strategy could help increasing data locality, in another word,

increasing cache hit rate.

This reordering of XOR operations could reduce data read as well as cache miss rate. It’s
results shows up to 36% improvement by just reordering the sequence of operations.

In our implementation, we reorder the schedule by the appearance of each data to achieve
this spatial locality. Theoretically, for XOR ¢ symbols, only ¢ — 1 XOR operations is needed. In
implementation, however, we need to set the destination memory to the first source symbol. This
happens in both calculation of intermediate results in the matching phase as well as parities. In

our application, we reorder the schedule by the appearance of each data, then modify the operation
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of the first appearance of each destination from XOR to memory copy (memcpy in standard C
library). In our specified test environment, memcpy is around twice faster than 128-bit vectorized

XOR operations, and ~ 30% faster than 256-bit vectorized XOR operations..

22



3. ACCELERATING TECHNIQUES !

3.1 Effects of Individual Techniques and Possible Combinations

As mentioned earlier, the first step of our work is to better understand the effects of the existing
techniques in speeding up the erasure coding computation. For this purpose, we first conduct
tests on encoding procedures with each individual component enabled. The relation of different
techniques will be discussed later, which allows us to utilize them together in the proposed design

procedure.
3.1.1 Analyzing Individual Techniques

The existing techniques we consider individually are: XOR bitmatrix normalization (BN),
XOR operation smart scheduling (SS), common XOR reduction using unweighted matching (UM),
common XOR reduction using weighted matching (WM), scheduling for caching optimization
(§-CO), and direct vectorization of XOR operation (V-XOR). The first four techniques can be
viewed as optimization on the bitmatrix such that the total number of XOR (and copy) operations
is reduced, as discussed in Section 2.2. The last technique, though has not been systematically
investigated in the literature, is in fact a rather natural choice and is thus included in our test. The
latter two methods aim to better utilize the CPU resources such that the computation can be done
more efficiently without reducing fundamentally the computation load.

We conducted encoding throughput tests for a range of (n,k,w) parameters most relevant
for data storage applications, the results of which are reported in Table 3.1, in terms of the im-
provement over the baseline approach of taking a simple Cauchy Reed-Solomon code without any
additional optimization. For the first four techniques, the improvement is measured in terms of the
reduction of the number of XOR operations in the schedule, while for the latter two, the improve-

ment is measured in terms of the encoding throughput increase. Multiple tests are performed for

1©2020 ACM. Partly Reprinted, with permission, from T. Zhou and C. Tian. 2020. "Fast Erasure Coding for
Data Storage: A Comprehensive Study of the Acceleration Techniques". ACM Trans. Storage 16, 1, Article 7 (March
2020), 24 pages. DOIL:https://doi.org/10.1145/3375554
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Table 3.1: Performance improvements by individual techniques,
reprinted with permission from [3]

(n, &, w) # of XORs: # of XORs: reduction Throughput increase
T baseline BN SS UM WM S-CO | V-XOR
(7,5,3) 45 31.11% | 11.11% | 28.89% | 28.89% || 0.25% | 43.87%
(7,5,4) 79 34.18% | 24.05% | 32.91% | 31.65% || 0.59% | 49.98%
(7,5,8) 267 49.06% | 26.59% | 34.46% | 34.08% | 0.09% | 66.13%
(8,6,3) 60 31.67% | 13.33% | 31.67% | 31.67% || 0.09% | 48.58%
(8,6,4) 104 42.31% | 17.31% | 31.73% | 31.73% || 0.14% | 53.86%
(8,6,8) 362 53.31% | 33.70% | 34.53% | 34.81% || 0.05% | 72.72%
(9,6,4) 152 32.89% | 19.74% | 32.89% | 32.89% || 0.10% | 57.02%
(9,6,8) 549 44.63% | 29.14% | 38.25% | 38.25% || 0.45% | 76.66%
(10,6,4) 200 27.50% | 22.00% | 36.00% | 36.00% || 0.18% | 62.25%
(10,6,8) 736 40.90% | 28.80% | 38.59% | 38.59% | 0.20% | 79.70%
(10,7,4) 168 26.79% | 13.10% | 31.55% | 32.14% || 0.18% | 59.35%
(10,7,8) 633 49.13% | 24.49% | 37.60% | 36.81% | 0.51% | 77.28%
(11,8,4) 192 27.60% | 20.83% | 33.85% | 32.29% || 0.00% | 64.85%
(11,8,8) 771 41.37% | 22.05% | 38.00% | 37.61% | 0.31% | 80.12%
(12,8,4) 256 23.44% | 23.44% | 35.94% | 35.94% || 0.28% | 68.04%
(12,8,8) 1028 36.38% | 24.81% | 39.79% | 39.79% | 0.30% | 81.80%
(14,10,4) 324 19.14% | 16.36% | 35.49% | 35.80% || 0.06% | 71.66%
(14,10,5) 488 23.98% | 20.29% | 36.27% | 36.07% | 0.39% | 75.80%
(14,10,6) 728 28.85% | 20.88% | 37.77% | 37.77% || 0.16% | 79.52%
(14,10,7) 890 26.9% | 11.46% | 37.53% | 37.53% || 0.33% | 80.44%
(14,10,8) 1234 32.58% | 17.26% | 38.74% | 38.74% || 0.49% | 82.59%
(16,10,4) 496 18.95% | 21.77% | 37.70% | 37.70% || 0.41% | 76.90%
(16,10,8) 1920 30.16% | 21.98% | 40.89% | 40.89% || 0.00% | 86.54%
Average over 35.36% | 20.22% | 35.36% | 35.34% || 0.31% | 70.64%

all tested cases
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each parameter, and we report the average over these runs. In the last row of Table 3.1, the average
encoding throughput over all the tested parameters is included.

All tests in this section are conducted on a workstation with an AMD Ryzen 1700X CPU
running at 3.4GHz, 16GB DDR4 memory, which runs the Arch Linux operating system and the
compiler is GCC 8.3.0. During compilation, -O3 optimization and AVX2 instruction sets are
enabled. Using different compilers and different compiler options may yield slightly different
coding throughputs, but will not change the relative relationship among different coding methods,
when the same compiler and compiler options are used across them.

It can be seen that among the first four techniques, BN usually provides roughly 35% improve-
ment over the baseline on average in terms of XOR operations. The variation among different
(n, k,w) parameter settings is not negligible, which is likely caused by the specific field chosen
and the number of possible choices of (X, Y") coefficients in the Cauchy Reed-Solomon codes. In
comparison, smart scheduling can provide a more modest ~ 20% improvement. Both versions of
matching algorithms can also provide significant improvements over the baseline, however, there
is not a clear winner between the two versions of the matching algorithms. We emphasize again
that here the gain is measured in terms of the reduction in the number of XORs, however in real
systems, the precise throughput gain is more complex with several other factors such as packet_size
and cache management also impacting the performance. It should also be noted that these proce-
dures are usually not performed online during data encoding, but done in an offline fashion during
the design stage.

Between the latter two techniques, S-CO can provide a neglegible gain of ~0.3%, while V-
XOR is able to improve the coding throughput by ~70%. In fact, among all the techniques, V- XOR
appears to be able to provide the most significant performance improvement. The improvement by
S-CO observed in our work is considerably less significant compared to the 23-36% improvement
reported by Luo et al. [27], which we suspect is due to the improvement in cache size and cache
prediction algorithm in modern CPUs. The packet size parameter (i.e., how large a data block

is being processed together each time) in fact affects this value significantly. This impact by the
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Table 3.2: Combination of individual strategies, reprinted with permission from [3]

i J
. no XOR reuse (0)
BN disabled (0) $S (1)
UM (2)
BN enabled (1) WM (3)

packet size parameter will be revisited in more details later on in Section 3.3.5. The improvement
by V-XOR requires some further explanation. Here the XOR operation in the baseline reference
procedure is implemented using “long int” data type pointers, and thus each XOR operation can be
viewed as a mini vectorized operation on 64 bits. Some readers may realize that when the flag -O3
is enabled in GCC, the compiler will attempt to auto-vectorize computations whenever possible.
However, in our implementation and platform, it turns out that this auto-vectorization does not
succeed, when no further intervention is adopted. The relation between auto-vectorization and
explicit vectorization will be revisited in Section 3.3.4.

The performance of directly vectorizing finite field operations [28] is not included in the set of
tests above, because it belongs to a completely different computation chain. It does not utilize the
bitmatrix representation at all, and thus completely bypasses all other techniques. This observation
in fact raises the following question: can vectorizing XORs within the bitmatrix framework be a
better choice than vectorizing finite field operations directly? Surprisingly, the question has not
been answered in the existing literature. As we shall discuss in the next section, our result suggests

that the answer to this question indeed appears to be positive.
3.1.2 Combining the Individual Techniques

Equipped with individual improvements reported above, we are interested in whether and how
these techniques can be combined to achieve more efficient erasure encoding. The techniques we
test can be categorized into three tiers: the bitmatrix tier, the scheduling tier, and the hardware-

related tier, as shown in Figure 3.1.
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Figure 3.1: Operation tiers of the individual techniques, reprinted with permission from [3]

Since these techniques mostly reside in different tiers, they can be applied in tandem. The
only exception is among the SS, UM, and WM techniques, since they are essentially optimizing
the same component in the computation chain. As such, we need to choose the technique or
techniques to adopt. Additionally, although BN is able to provide improvement and can be applied
together with other techniques, it is essentially also a procedure to optimize the bitmatrix, and the
set of tests does not indicate whether it is still going to be effective when combined with SS, UM,
or WM. The S-CO technique is basically independent of the other techniques, and thus we can
always invoke it for any combined strategies. Similarly, V-XOR can be applied directly together
with all the other techniques. In fact, because of the significance of the improvement offered by
V-XOR, its inclusion should be a priority when using the techniques jointly.

We use a pair of indices (4, j) to enumerate the eight possible combinations of bitmatrix-based
techniques, where ¢ € {0,1} and j € {0,1,2,3}, as shown in Table 3.2. For example, strategy-
(1,3) means both BN and WM are used. These combinations are the candidate strategies, within

the bitmatrix framework, that we need to select from.
3.2 Selecting Coding Strategy under Optimized Bitmatrices

Our next task is to select one of eight strategies which can offer the best performance. The
complication here is that since different choices of the (X,Y’) vector in Cauchy Reed-Solomon

code can lead to different computation load during erasure coding computation (see [52]), the
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(X,Y) coefficients need to be optimized. In other words, the strategies should be evaluated with
such optimized bitmatrices. For this purpose, we first conduct heuristic optimizations to minimize
the cost function of the total number of XOR and copy operations, under these eight strategies, the
result of which is used to determine the best strategy. At the end of the section, we discuss possible

improvement to the cost function.
3.2.1 Bitmatrix Optimization Algorithms

For a fixed choice of (X,Y’) which determines the Cauchy parity coding matrix P, a given
(1, j)-strategy will induce a given number of total computation operations, including XORs and
copyings. Let us denote the function mapping from (X, Y’) to this cost function as ¢; ;(X,Y"). To
compute, for example, ¢; 2(X,Y'), we first conduct bitmatrix normalziation on the Cauchy matrix
induced by (X, Y'), then apply the unweighted matching algorithm to obtain the number of XOR
operations and the number of copying operations in the encoding computation, and finally compute
the total number of the operations. Our goal here is thus to find the choice of (X,Y") vector that
minimizes this cost function. Due to the complex relation between the choice of (X, Y") vector and
the cost function value, it is not possible to find the optimal solution using standard optimization
techniques. Instead, we adopt two heuristic optimization procedures: simulated annealing (SA)
and genetic algorithm (GA).

In simulated annealing, there are several parameters that need to be set, however, we found that
the results in this application is not sensitive to them. The only parameter of material importance
is the annealing factor A, which control the rate of cooling. For the genetic algorithm, we defined
the population as a set of (X,Y’) vectors. There is also a set of standard parameters in genetic
algorithm (such as the crossover rate and the mutation rate), but the most important factor appears

to be the crossover procedure in this setting.
3.2.1.1 Optimization Algorithm Details

Note that for the strategies where normalization, smart scheduling, or matching algorithms are

used, these cost functions are computed after these procedures are conducted. Thus the mapping
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from the (X,Y") vector to the cost functions can be rather complicated, and there does not exist
an explicit expression for this mapping. As detailed in the sequel, simulated anneal and genetic
algorithms are used to find better (though not necessarily optimal) (X, Y") assignments.

For easier understand the results, we normalized the encoding cost by the cost that no op-
timization applied, which is the "Natural" data in the figure. These test results show that nor-
malization should always be applied, matching outperforms smart scheduling, weighted matching
works better than unweighted matching in more cases. Among all these combinations, performing
normalization then unweighted matching has the best performance in most cases.

The result shows that we can achieve ~ 5% to ~ 25% reduction of encoding cost if searching
mechanism applied.

Besides k, m,w in Reed-Solomon code, we introduced a new parameter set S. Then we for-
malize the searching mechanism to:

For a given k, m,w, .S input, the searching algorithm starts from a random sequence X,Y,
where len(X) = k,len(Y) = m, X, Y € GF(2"), Then we perform algorithm specified iteration,
trace the minimum encoding cost and stop if the minimum value hasn’t changed for S consecutive
iterations.

In simulated annealing algorithm, parameter Rate,...,: indicates the initial acceptance rate of
a successor which have worse value than current minimum. This rate will decrease as the time

AT 'where A is the annealing factor.

grows. We choose the annealing function e~
Another searching algorithm is based on the hypothesis that some number or number combi-
nation in GF'(2") leads to less encoding cost over others. A genetic algorithm will be fit in this

situation. It has following parameters.

1. person, we define a person contains a vector of distinct symbols on GF'(2*) with length n,
where the first k£ symbols is used as X array and rest m symbols as Y array as defined in

Cauchy Matrix.

2. Rategeecr, for each iteration, the top Rateg . of population will be selected as potential

parents. When the population reach the maximum population, the lowest Rategsee.: of pop-
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ulation will be randomly weeded out until the population is less or equal to the maximum

population.
3. Ratecrossover» fOr any pair of parents, they have a rate of Rate,ossover t0 generate their child.

4. Rateuiation, In €ach iteration, every people has a chance of Rate,,yqtion to change a random

number in the data array to another unused number of that people.

5. max_ population, the maximum population.
In crossover phase, we’re using two methods to generate there child.

1. Random crossover: A set of symbols on GF(2") are collected which each number occurs
at least once in one of the parent, then we pick random (k + m) symbols in that set as the
data array of child, A small test shows using this method. The probability that the child’s

performance is better than at least one of its parent is ~ 2%.

2. Common elements first crossover: based on our hypothesis, we’re assuming that some num-
ber is better than others. In this method we will consider the numbers occur in both parents
first as the element of child. Using this method, we observed that ~ 25% of children has

better performance than at least one of their parents.

The second approach tends to provide better new bitmatrices, which appears to match our
intuition that some assignments are better than others, and keeping the good traits in the children

may produce even better assignments.
3.2.1.2 Parameter Effect

For better understanding these optimization algorithms, some quick tests about different value
of algorithm parameters is performed. In each test, we modify only one of the parameters and fix
all others. The results are shown in Tab. 3.3 and Tab. 3.4. We pick 10 total different values for each
parameter in a reasonable range and record the obtained coding schedule length. All the numbers
in the results are the percentage of the worst case when changing one parameter over the overall

best result, in term of length of schedule.
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Table 3.3: Parameter effect of Simulated Annealing Algorithm

(n,k,w) 9,6,4) (12,8,4) (16,10,4)
annealing factor | 88.32% 93.48%  96.50%
S 88.25% 93.51% 96.66%
Rategecept 88.18% 93.59%  96.60%

Table 3.4: Parameter effect of Genetic Algorithm

(n,k,w) 9,64) (12,84) (16,10,4)
Rateoioe 83.10% 93.40% 97.37%
Ratewossover | 88.10% 93.19%  97.62%
Ratemuation | 88.10% 92.97%  97.84%
max_population | 88.10% 93.01%  97.55%
S 88.10% 93.24% 97.69 %

From observing the speed of encoding, changing the parameters is not showing much difference

of performance.
3.2.1.3 Bitmatrix Optimization Results

In Table 3.5, we include a subset of (n, k, w) parameter choices we have attempted using the
two optimization approaches together with the case when (X, Y") vector is assigned according to
the sequential order in the finite field; the other test results are omitted for conciseness. It can be
seen that the genetic algorithm provides better solutions than simulated annealing in most cases,
and for this reason we shall adopt GA in the subsequent discussion.

Due to the heuristic nature of the two algorithms, the readers may question whether the op-
timized (X,Y") choice can indeed provide any performance gain. It can be seen in Table 3.5,
that both SA and GA can provide significant improvement on the total number of operations by
finding good bitmatrices. In the ranges of tests, we typically observe improvements of between
5%-25%, in terms of the total number of XOR and copy operations. In Figure 3.2, we further

plot the amounts of cost reduction for different (n, k, w) parameters, from the baseline approach of
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Table 3.5: Comparison of the total number of XOR and copy operations for all (7, j)-strategies,
when the bitmatrices are obtained without optimization, by simulated annealing, and by the
genetic algorithm, respectively, as the three columns in each box,
reprinted with permission from [3]

(2,7) | (n,k,w)=(8,6,4) | (n,k,w) =(9,6,4) | (n,k,w)=(10,6,4) | (n,k,w) = (12,8,4) | (n, k, w) = (16,10,4)
0,00 | 112 77 77 164 122 117 216 173 162 272 232 232 520 462 464
O, | 94 170 68 134 102 100 172 137 134 212 190 188 412 368 368
©0,2)| 90 72 68 127 103 101 164 134 132 204 186 180 376 344 345
©0,3) | 90 72 68 127 102 101 164 132 132 204 184 182 376 343 345
(1,0) | 68 58 58 114 99 98 161 142 141 212 198 198 426 419 419
(1,1) | 64 58 58 99 90 89 138 120 120 189 174 171 365 352 352
(1,2) | 64 58 57 98 87 87 133 118 118 176 165 164 326 317 316
(1,3) | 64 58 57 98 90 87 132 118 118 175 164 164 326 316 316
(4,7) | (n,k,w)=(8,6,8) | (n,k,w)=1(9,6,8) | (n,k,w)=(10,6,8) | (n,k,w) =(12,8,8) | (n,k,w) = (16,10, 8)
0,0) | 378 291 247 573 467 425 768 611 582 1060 880 841 1968 1685 1681
0,1) | 256 234 225 413 393 349 556 518 479 805 740 684 1546 1432 1374
0,2) | 286 227 217 408 346 321 532 474 450 726 636 591 1304 1180 1170
(0,3) | 286 216 197 408 357 329 532 460 450 726 636 627 1304 1180 1170
(1,0) | 185 151 142 328 286 262 467 434 419 686 613 563 1389 1293 1246
(1,1) | 164 155 133 285 270 230 411 383 371 593 557 544 1264 1184 1133
(1,2) | 167 143 134 272 244 225 377 343 335 520 487 462 998 951 922
(1,3) | 167 144 130 273 249 233 377 337 337 520 473 467 995 941 932

without any optimization. It can be seen for most (1, k, w) parameters, meaningful (sometime sig-
nificant) gains of ~ 5% to ~ 25% can be obtained. Thus, although the two heuristic optimization
methods cannot guarantee finding the optimal solutions, they do lead to considerably improved
bitmatrix choices.

In these results, we observed that Genetic algorithm using weighted operations as cost function
could outperform other combinations 1%~10%. Depends on this observation, we use the output

array X and Y of Genetic algorithms and weighted encoding cost for further test.
3.2.2 Choosing the Best (7, j)-Strategy

We can now select the best (i, j)-strategy, using the optimized bitmatrices obtained by the
genetic algorithm. In Figure 3.3, the cost function values of different (i, j)-strategies are shown,
under various (n, k,w) parameters. Here again we have chosen a subset of representative test
results, and omitted others for the sake of conciseness. It can be seen that the strategies (1,2)

and (1, 3) are the best among all the possibilities, and they do not show any significant difference
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Figure 3.2: Cost reductions obtained by the genetic algorithm for different (n, k, w) parameters
(sorted by n).

between themselves.
3.2.3 Refining the Cost Function

We have so far used the total number of XOR and copying operations as the cost function in
the optimization of bitmatrices. However, this choice may not accurately capture all the compu-
tation operations, and as such, we next consider three possible cost functions: 1) the total number
of XORs, 2) the total number of operations, including XORs and copyings, and 3) a weighted
combination of the number of XORs and that of copying operations. In the last option, we set the
weights according to the empirical testing result of these operation on the target workstation: the
time taken for copying (memcpy) and that for XORing the same amount of data are measured. On
our platform, the weight given to XOR is roughly 1.5 times the weight given to memory copying.
To distinguish from the cost function ¢; ;(X,Y"), we write this last cost function as ¢} ;(X,Y).

The effectiveness of these three cost function is evaluated and shown in Table 3.6 by using

the genetic algorithm to find the optimized bitmatrices. The resulting bitmatrices obtained under
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Figure 3.3: Total number of XOR and copying operations for all (7, j)-strategies with optimized
bitmatrices, reprinted with permission from [3]

the three cost functions are used to encode the data with the (1, 3)-strategy, and we compare the
encoding throughput values. It can be seen that the third cost function is able to most accurately
capture the encoding computation cost in practice. The improvements obtained by the refined cost
function caj (X,Y), in most cases, are modest, ranging from 0% — 10%, and occasionally it does

cause a minor performance degradation than the cost function ¢; ;(X,Y").
3.3 The Proposed Design and Coding Procedure Details

From the previous discussion, the proposed bitmatrix design procedure is quite clear: perform a
suitable optimization procedure (the genetic algorithm is used in this work) with the weighted cost
function ¢ ,(X,Y’) or ¢} 5(X,Y’). The proposed design then naturally utilizes this selected (X, Y")
vector to produce the corresponding bitmatrix by normalization, then generate the computation
schedule from the resulting bitmatrix using the selected matching algorithm and optionally follow-
ing the cache-friendly order. The computation schedule succinctly encapsulates the sequence of
copying and XOR operations, and can be generated offline. Correspondingly, the proposed coding
procedure follows this computation schedule during run-time, but performs the vectorized copying

and XOR operations using the necessary CPU instructions.
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Table 3.6: Encoding throughput (GB/s) with bitmatrices optimized under different cost functions,
reprinted with permission from [3]

Cost Function
(n,k,w) | #of XOR T OTXOR (i ohted
and copying

(8,6,4) 4.64 4.66 4.68

(8,6,8) 4.30 4.35 4.32

(9,6,4) 3.72 3.73 3.80

(9,6,8) 3.28 3.28 3.44
(10,6,4) 2.33 2.51 2.52
(10,6,8) 1.99 1.97 2.11
(12,8,4) 2.96 3.11 3.16
(12,8,8) 2.54 2.56 2.58
(16,10,4) 2.29 2.29 2.32
(16,10,8) | 1.71 1.72 1.74

In the sequel, we discuss a few details in integrating these techniques, and then provide perfor-

mance evaluation in comparison to the existing approaches.
3.3.1 Integrating XOR Matching

As described in 2.3.2, ordering the encoding operation sequence according to the data order
can increase spatial data locality, which helps reduce cache miss penalty. Though in our test, the
benefit in coding throughput following this order is negligible, in the proposed procedure, the same
idea can be used to better organize the computation schedule.

The schedules in [27] contain only data to parity operations

Uy — Dy,

where the arrow indicates the direction of data flow for either a memory copy or an XOR operation.
Because of the UM procedure or the WM procedure in the computation chain, the common XOR
pairs need to be computed and stored as intermediate results, denoted as int;. As such, in the

proposed procedure, the schedule contains three types of operations

u; — pj, Uy —int;, it — p;.
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We can extend the ordering method to handle these three cases. This can be accomplished by fol-
lowing the sequential order of (XORing and copying) the data bits to the parity bits or intermediate

bits first, then the intermediate bits to the parity bits, e.g.,

Ug — Po

ug — 1ty

Uy — P3

ity — Pa

In this order each data bit u; will be read exactly once, and the computation is indeed done correctly.
3.3.2 Vectorizing XOR Operations

Each step in the computation schedule is either a copying operation, or an XOR operation. The
smallest such computation unit is a byte (8bits) in computer systems, and similarly a long word
has 64 bits. For CPUs with an SIMD instruction set, the extended word can be 128 bits, 256 bits,
or 512 bits. A single instruction thus completes the operation on 8 bits, 64 bits, 128 bits, 256
bits, or 512 bits, respectively. The vectorization instructions we used in this work are included in
the Intel® Intrinsics instruction set, which has also been adopted in AMD CPUs; in ARM based
CPUs, the equivalent instructions set is the NEON Intrinsics instruction set.

The C code snippet to perform the vectorized XOR operation on x86/x64 platforms is as fol-

lows:
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#include <x86intrin.h>

void fast_xor( char =*rl, /* region 1 */
char xr2, /* region 2 «*/
char =r3, /* r3 =1rl ~ r2 %/
int size) /* bytes of region =*/

_ ml28i *bl, *xb2, =*b3;

int vec_width = 16, j;

int loops = size / vec_width;

for (3 = 0;3j<loops;j++)

{
bl = (__ml281i *) (rl + jxvec_width);
b2 = (__ml281 x) (r2 + jxvec_width);
b3 = (__ml281i x) (r3 + jxvec_width);
*pb3 = _mm_xor_sil28 (*xbl, *b2);

}

The SSE data type __m1281i is a vector of 128 bits, which can be easily converted from any
common data types such as char, int, or long. The instruction _mm_xor_sil28 computes
the bitwise XOR of 128 bits. To utilize the 256 bits AVX2 instructions or the 512 bits AVX-
512 instructions, the migration is rather straightforward in the proposed computation procedure as

follows:

1. Update the data format:
AVX2 :  ml28i — _ m256i

AVX-512: __m128i — __m512i

2. Update the bitwidth parameter:

AVX2 :vec_width 16; — vec_width = 32;

AVX-512: vec_width

16; — vec_width 64;
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3. Update the instruction:
AVX2 : mm xor sil28 — mm256_xor_si256

AVX-512: _mm_xor_sil28 — _mm512_xor_epi32

Similarly, on an ARM-based platform, the only additional difference is the I/O between the
memory and NEON registers needs to be called explicitly. More precisely, the C code to perform

the XOR operation on an ARM CPU is as follows:

#include <arm_neon.h>

void fast_xor ( char =*rl, /+ region 1 =/
char =*r2, /* region 2 x/
char *r3, /* r3 =1l ~ r2 x/
int size) /* bytes of region =*/
{
int 3;

uint8xl6_t bl, b2, b3;

int vec_width = 16;

int loops = size / vec_width;
for(j = 0; j<loops; j++)

{

bl = vldlg u8(rl+j*vec_width);
b2 = v1ldlg u8 (r2+j*xvec_width);
b3 = veorg u8(bl,b2);

vstlg_ u8 (r3+jxvec_width, b3);

}
On our AMD CPU setup, performing the XOR operation on the same amount of data with

64-bit width (long format) appears to be 30% slower than _mm_xor_si128, and 50% slower than
_mm256_xor_si256. Clearly, different CPUs may have different characteristics, and the precise
amount of improvements may vary, however in general, the wider the vectorization, the high the

throughput can be expected.
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3.3.3 Encoding Performance Evaluation with Fixed Packetsize

In the early stage of this research, a typical packetsize (16 KB) has been chosen to perform
throughput evaluation. Some preliminary results is listed here even further discussion about pack-
etsize in Sec. 3.3.5.

From previous results, we observed the following facts:

1. Genetic algorithm will give out better search result than simulated annealing, changing the
parameters of these two algorithms will not affect much of the search result. Meanwhile,

searching is still necessary for better performance;
2. Using normalization is always better than not using;
3. Matching method outperform smart scheduling in most cases;
4. Unweighted matching and weighted matching will not make much difference.
5. Schedule reordering and vectorization should always be applied.

Here we provide comprehensive encoding throughput test results between the proposed ap-
proach and several well-known efficient erasure coding methods in the literature, as well as the
erasure array codes designed for high throughput. The latter class includes EVENODD code
[23], RDP code [24], Linux Raid-6 [30], STAR code [25], and Quantcast-QFS[12] code. EVEN-
ODD code, RDP code, Raid-6 are specially designed to have two parities, and STAR code and
Quantcast-QFS are specially designed to have only three parities; in order to make the compari-
son fair, we use 128-bit vectorized XOR discussed in Section 3.3.2 for these codes as well. Since
open source implementations for these codes are not available, we have implemented these coding
procedures, with and without vectorization, to use in our comparison. The former class includes
several efficient Cauchy Reed-Solomon code implementations based on bitmatrices (XOR-based
CRS) [2, 28, 27], and finite field vectorized Reed-Solomon code (GF-based RS code) [28]; the
source code for them can be found in the Jerasure library 2.0 [28] publicly available online, which

is used in our comparison. The implementation in Jerasure library 2.0 is based on vectorizing

39



Table 3.7: Encoding throughput (GB/s) for methods that allow general (n, k) parameters and
w = 8§ with fixed packetsize, reprinted with permission from [4]

Vectorized | Vectorized
(n, k) |Proposed| XOR-based| GF-based
CRS code |RS code [28]
(7,5) 4.64 4.73 2.52
(8,6) 5.21 5.22 2.70
9,7) 5.32 5.45 2.74
(10,8) | 5.36 5.59 2.77
(12,10)| 5.72 5.88 2.81
(8.,5) 3.19 2.75 1.76
(9,6) 349 2.84 1.77
(10,7) | 3.67 2.79 1.80
(11,8) | 3.72 2.92 1.82
(13,10)| 3.82 3.10 1.84
(10,6) | 2.55 2.15 1.31
11,7y | 2.75 2.17 1.32
(12,8) | 2.86 2.20 1.35
(14,10)| 2.86 2.19 1.40
(15,10)| 2.30 1.79 1.11
(16,10)| 1.96 1.48 0.92
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Table 3.8: Encoding throughputs (GB/s) with fixed packetsize: Three parities, reprinted with
permission from [4]

Vectorized
(n, k,w) |Proposed | XOR-based cosdr£A[2RS] gggn[cf 285
CRS code
(8,5,4) 3.59 3.25 2.97 2.92
(8,5,8) 3.19 2.75 2.97 2.92
(9,6,4) 3.52 3.72 3.42 3.04
(9,6,8) 3.49 2.84 3.42 3.04
(10,7,4) | 4.15 3.86 3.76 3.25
(10,7,8) | 3.67 2.79 3.76 3.25
(11,8,4) | 4.36 4.13 3.94 3.27
(11,8,8) | 3.72 2.92 3.94 3.27
(13,10,4)| 4.51 4.08 4.37 3.41
(13,10,8)| 3.82 3.10 4.37 3.41

(through 128-bit instruction) finite field operation in GF(2%), GF(2'%), and GF(23%). The Cauchy
Reed-Solomon code implementation in Jerasure library 1.2 [2] can be adapted to utilize with XOR-
level vectorization, however, it would not include the UM (or WM) component and the refinement
of the cost function discussed in Section 3.2.3.

In the tests reported below, the parameters £ varies from 5 to 10, m from 2 to 6, and w from 4
to 8. Some of these parameters do not apply for some of the reference codes and coding methods,

which will be indicated as n/a in the result tables. The comparison is first presented in three groups.

e In Table 3.7, the proposed approach is compared with vectorized XOR-based Cauchy Reed-
Solomon code, and vectorized finite field Reed-Solomon code, when w = 8. All three ap-
proaches are applicable for general (n, k) coding parameters, however the implementation of
vectorized finite field operations in [28] can only use w = 8, w = 16 or w = 32; in contrast,
the other two approaches can use other w values. Here we choose w = 8 for a fair compar-
ison. When m = n — k = 2, it is seen that vectorized XOR-based Cauchy Reed-Solomon
code is slightly faster than the proposed approach, because the XOR-SS technique in these

cases in fact provides a slighter better scheduling than XOR-WM. When m is larger than 2,
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Table 3.9: Encoding throughputs (GB/s) with fixed packetsize: Two parities, reprinted with
permission from [4]

Vectorized .
Vectorized| EVEN
(n, /f, w) Proposed | XOR-based Raid-6 |ODD [23] RDP [24]
CRS code

(7,5,4) | 5.16 | 4.85 n/a 4.28 | 4.37
(7,5,8) | 464 | 4.73 2,18 | 428 | 4.37
(8,6,4) | 4.67 5.22 n/a 4.83 | 4.95
(8,6,8) | 5.21 5.22 2.15 | 483 | 4.95
9,74) | 5.77 | 5.59 n/a 5.20 | 5.32
(9,7,8) | 532 | 545 2.16 | 520 | 5.32
(10,8,4) | 590 | 5.23 n/a 5.50 | 5.69
(10,8,8) | 5.36 | 5.59 2.17 | 550 | 5.69
(12,10,4)| 6.23 6.00 n/a 6.02 | 6.24
(12,10,8)| 5.72 | 5.88 217 | 6.02 | 6.24

the proposed procedure can provide a more significant throughput advantage. Vectorizing

finite field operations is always the worse choice among the three by a large margin.

o In Table 3.8, the proposed approach is compared with well-known codes with three parities.
It is seen that the proposed approach is able to compete with these coding theory based
techniques. It should be noted that STAR code and Quantcast QFS code do not rely on the
parameter w, and thus the throughput performances for w = 4 and w = 8 are the same for

each (n, k) parameter.

e In Table 3.9, the proposed approach is compared with well-known codes with two parities.
It is again seen that the proposed approach is able to compete with these established coding
techniques. EVENODD code and RDP code do not rely on the parameter w, and thus the

throughput performances for w = 4 and w = 8 are the same.

In Table 3.10, we list the amounts of improvements of the proposed approach over other refer-
ence approaches or codes, averaged over all tested (n, k, w) parameters. It is seen that the proposed
approach can provide improvements over all existing techniques, some by a large margin. The re-

sult in this table is included here to provide a summary on the performance by various techniques,
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Table 3.10: Encoding throughput improvements over references with fixed packetsize, reprinted
with permission from [4]

Reference codes or methods Improvement
by proposed code
General (n, k) Codes
GF-based RS code w/o vectorization 552.27%
XOR-based CRS code w/o vectorization 53.65%
Vectorized GF-based RS code [28] 99.82%
Vectorized XOR-based CRS code 14.98%
Three Parities Codes
STAR [25] 5.59%
Quancast-QFS [12] 21.68%
Two Parities Codes
Raid-6 w/o vectorization 206.88%
Vectorized Raid-6 142.07%
RDP [24] 5.85%
EVENODD [23] 8.79%

however for individual (n, k, w) parameter, the performance may vary as indicated by the previous
three tables.

In practical systems, data is usually read out directly without using the parity symbols, unless
the device storing the data symbols becomes unavailable, i.e., in the situation of degraded read.
Therefore, the most time consuming computation in erasure code decoding is in fact invoked much
less often, which implies that the decoding performance should be viewed as of secondary impor-
tance. However, it is still useful to understand the impact of optimizing the encoding bitmatrix
and procedure, which was our main focus. In this section, we present the decoding performance of
various methods, along the similar manner as for the encoding performance. Only the performance
for the worst case failure pattern (the most computationally expensive case) is reported, when m
data symbols are lost.

Table 3.11-3.13 give the decoding throughput corresponding to table 3.7 to 3.9. Our decoding
test covers all the worst case data losing, which lost m systematic nodes. These cases are the most

computational consuming cases.
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Table 3.11: Decoding throughput (GB/s) for methods that allow general (n, k) parameters and
w = 8§ with fixed packetsize, reprinted with permission from [4]

Vectorized | Vectorized
(n, k) |Proposed| XOR-based| GF-based
CRS code |RS code[28]

(7,5) 3.87 4.56 2.58
(8,6) 545 4.86 2.67
9,7) 4.46 5.06 2.70
(10,8) | 4.89 5.11 2.75
(12,10)| 4.45 5.52 2.79
(8.,5) 3.04 2.11 1.71
(9,6) 2.94 2.20 1.74
(10,7) | 3.28 2.29 1.76
(11,8) | 3.08 2.31 1.71
(13,10)| 3.21 2.37 1.88
(10,6) | 2.38 1.80 1.31
11,7y | 2.35 1.85 1.32
(12,8) | 2.54 1.87 1.33
(14,10)| 2.47 1.89 1.38
(15,10)| 2.00 1.48 1.09
(16,10)| 1.77 1.30 0.91
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Table 3.12: Decoding throughputs (GB/s) with fixed packetsize: Three parities, reprinted with
permission from [4]

Vectorized
(n, k,w) |Proposed | XOR-based cosdr£A[2RS] gggn[cf 285
CRS code
(8,5,4) 4.28 3.08 3.20 1.77
(8,5,8) 3.04 2.11 3.20 1.77
(9,6,4) 4.13 3.41 3.23 1.74
(9,6,8) 2.94 2.20 3.23 1.74
(10,7,4) | 4.55 3.53 3.52 1.77
(10,7,8) | 3.28 2.29 3.52 1.77
(11,8,4) | 4.70 3.78 3.13 1.68
(11,8,8) | 3.08 2.31 3.13 1.68
(13,10,4)| 4.86 3.71 3.50 1.71
(13,10,8)| 3.21 2.37 3.50 1.71

As seen in Table 3.11, the proposed approach can provide better decoding throughput com-
paring to vectorized XOR-based Cauchy Reed-Solomon code and vectorized GF-based RS code,
except for some cases when m = 2. For codes with three parities, it can be seen from Table 3.12
that the decoding throughput of the proposed approach still outperforms well-known codes in the
literature specifically designed for this case. For codes with two parities, as shown in Table 3.9,
the decoding throughput of proposed approach is usually lower than EVEN-ODD and RDP codes.

In summary, the optimized encoding procedure we propose does not appear to significantly
impact the performance of the decoding performance in most cases, which itself is a less important

performance measure in practice than the encoding performance that we focus on in this work.
3.3.4 Auto-vectorization vs. Explicit Vectorization

Most of the newer compilers have the capability of recognizing the opportunity of vectorizing
certain computation in a loop. In GCC, the compiler option -O3 would in fact enables auto-
vectorization, even when the source code itself does not explicitly make calls using the SSE (or
AVX) instructions. However, we found that the compiler treats the XOR operation and finite

field multiplication very differently in this regard. For the former, the compiler will recognize
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Table 3.13: Decoding throughputs (GB/s) with fixed packetsize: Two parities, reprinted with
permission from [4]

Vectorized .
Vectorized| EVEN
(n, /f, w) Proposed | XOR-based Raid-6 |ODD [23] RDP [24]
CRS code

(7,5,4) | 552 | 4.85 n/a 6.66 | 7.28
(7,5,8) | 3.87 | 4.65 264 | 666 | 7.28
(8,6,4) | 543 5.14 n/a 742 | 8.00
(8,6,8) | 545 | 4.86 267 | 742 | 8.00
9,74) | 6.03 5.37 n/a 7.65 | 8.13
(9,7,8) | 446 | 5.06 273 | 7.65 | 8.13
(10,8,4) | 5.88 5.73 n/a 793 | 8.44
(10,8,8) | 4.89 | 5.11 277 | 793 | 8.44
(12,10,4)| 6.23 5.89 n/a 749 | 9.10
(12,10,8)| 4.45 5.52 2.81 749 | 9.10

a loop to perform XOR operations as potentially vectorizable, whereas for the latter, it will not.
This is hardly surprising since XOR is a simple computation, whereas finite field multiplication
is a much more involved sequence of computations. Moreover, even if the compiler could auto-
vectorize finite field multiplications, it is likely to perform much worse than the specially designed
vectorized version. In fact, this is part of the motivation to develop Jerasure 2.0 library and the
ISA-L library in the first place.

Although the auto-vectorized XOR operations can be much more efficient than the non-vectorized
version, this approach is not without its pitfalls. We found that in many cases, the compiler can
produce the vectorized binary, which however is bypassed during runtime when certain conditions
are not satisfied. The reason why this bypass happens is that in the region_xor routine, we’re
operating two pointers. The program bypass the vectorized binary of these pointers because of
potential address overlap. For such cases, the directive #pragma ivdep can be used to force
the runtime ignore any possible address overlap and avoid such runtime bypass. This approach
of enforcing auto-vectorization, on one hand, does allow less platform dependent implementation
without explicit calls to the SSE (or AVX) instructions. On the other hand, however, the binary

such produced is usually 10%-20% slower than the explicitly vectorized version in our experience,
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Figure 3.4: Encoding through v.s. packet_size, k = 6, m = 2, 3, for the proposed code, RDP and

STAR, reprinted with permission from [3]

possibly due to other overhead associated with auto-vectorization.

3.3.5 Cache Size and Packet Size

In practice, a chunk of data is loaded into the CPU and processed as a group of bits; this chunk

(for each u;) is sometimes referred as a packet. We use packet_size to indicate the size of the packet,

which is always a multiple of the minimum computing

512 bits depending on the platform and vectorization capability): e.g., it can be chosen as 4K, 16K,
or 64K bytes. The choice of packet_size will affect the throughput significantly, which was also
observed by Luo et al. [27] and Plank et al. [54]. However, there does not exist a clear guideline in

the literature on how to determine this parameter in a general manner. Through extensive testing,
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we observe that larger packet sizes usually increase the overall coding throughput, however, only
when the data, intermediate results, and eventual computation results can be accommodated in the
CPU cache of size L bits. For a computation schedule with ¢ intermediate XOR bits, the packet
size packet_size can be chosen to be the largest multiple of the number of bits in each computing

unit, but satisfying the relation

packet_size x (w*xn+t) < L. (3.1

Figure 3.4 shows the relationship between packet_size and the encoding throughput, for the
proposed coding procedure, RDP code, and STAR code, respectively. Here the red triangle is
used to indicate the choice of packet_size using the strategy given above, whereas the yellow
circle indicates the optimal choice. It can be seen that the strategy given above indeed provides
a good guideline, usually only incurring a very small fraction of loss comparing to the optimal
choice. Although here we provide only a few samples on the AMD platform, similar phenomenon
were also observed on other CPUs. For the performance evaluation in the latter part of the paper,

packet_size is chosen using this strategy.
3.3.6 Decoding Procedure

As discussed by Plank [55], decoding erasure codes can be viewed as another encoding step,
after the inverse of the submatrix of the generator matrix G is properly computed. In this work, we
adopt the same strategy for decoding. However, because the bitmatrix is induced by the inverse of
the generator submatrix, it is not subject to optimization. Nevertheless, the techniques of SS, WM,
and UM can still be applied to generate an optimized computation schedule.

A complication arises when the packet_size is chosen as in (3.1), which can optimize the en-
coding throughput. The induced decoding bitmatrix will usually produce a computation schedule
with more intermediate results, which implies that during decoding the cache cannot accommodate
all the data, the intermediate results, and the eventual computation results. A simple alternative

strategy is to use SS, instead of UM or WM. Because of the reduction of the intermediate results,
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the cache resource will be less constrained, and thus the decoding throughput improves consider-
ably. We adopt this strategy for the decoding procedure in this work. It should be noted that this
alternative decoding strategy is more effective with the suggested choice of packet_size, and for
cache-constrained CPUs. On CPUs with a larger cache, this decoding strategy in fact may induce
a small amount of performance loss, compared to that based on strategy UM or WM. Another
possible alternative, if the storage system allows, is to let the decoding use a different packet_size
than that in the encoding, which implies that the data will be written in and read out from the
storage devices in different sized units that may not fully align. This approach of using a different
packet_size in decoding does not perform as well as the proposed approach in most cases, because
1) a small packet_size tends to penalize throughput, 2) additional processing is most likely required
due to the misaligned data, and 3) SS has a slight cache management advantage without the need

to handle intermediate results.
3.4 Performance Evaluation
3.4.1 Reference Approaches and System Setups

In this section we will provide comprehensive encoding throughput evaluation between the
proposed approach and several well-known efficient erasure coding methods in the literature, as
well as the erasure array codes specifically designed for high throughput. The latter class in-
cludes EVENODD code [23], RDP code [24], Linux Raid-6 [30], STAR code [25], and Quantcast-
QFS[12] code. EVENODD code, RDP code, Raid-6 are specially designed to have two parities,
and STAR code and Quantcast-QFS are specially designed to have only three parities. Open source
implementations for some codes are not available, therefore we implemented these coding proce-
dures in house, with and without vectorization, to use in our comparison. The former class includes
several efficient Cauchy Reed-Solomon code implementations based on bitmatrices (XOR-based
CRS) [2, 28, 27], finite field vectorized Reed-Solomon code (GF-based RS code) [28], and the
popular ISA-L library by Intel® [33]; the source code for them can be found in the Jerasure library

2.0 [28] and the ISA-L 2.27 [33] publicly available online, which were used in our comparison.
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The implementation in Jerasure library 2.0 is based on vectorizing (through 128-bit instruction)
finite field operation in GF(2%), GF(2'%), and GF'(2%?); ISA-L automatically chooses the widest
vectorization possible on the platform but only allows G F'(2%). The Cauchy Reed-Solomon code
implementation in Jerasure library 1.2 [2] can be adapted to utilize XOR-level vectorization, how-
ever, it would not include the UM (or WM) component and the refinement of the cost function
discussed in Section 3.2.3. In order to make the comparison fair (since the Jerasure 2.0 library
only implements 128-bit vectorization), we provide results for both 128-bit vectorizition and the
widest possible vectorization on the corresponding platform. These are the same setup as in [3].
We shall report single-core single-thread encoding and decoding throughput results on four
different hardware platforms, which are shown in Table 3.14. These hardware platforms include
Intel, AMD and ARM CPUs, with some being desktop CPUs and some being server CPUs. Various
compilers and compiler settings have been tested, including GCC, “modern C compiler” CLANG,
Intel C compiler ICC, and AMD C compiler AOCC. The throughput results do not show signif-
icant differences. In the sequel, all the performance results are reported for GCC 8.3.0 with -O3
optimization (i.e., auto-vectorization is enabled at compiling but bypassed during runtime), as well
as the relevant compiler flags for explicit vectorization when necessary. Under the same (n, k)
parameter, the encoding and decoding throughput decreases as w increases. Therefore, in the per-
formance evaluation, w is chosen in the proposed coding procedure to be the minimum value that

satisfies 2 > n, except when noted otherwise.

Table 3.14: Test hardware and software platforms, reprinted with permission from [3]

name CPU SIMD Support Clock | L2 cache size | L3 cache size | MEM oS
i7 Intel i7-4790 AVX2 (256 bit) 3.6 GHz | 4x256 KB 8 MB 16 GB | Arch
amd AMD Ryzen 1700X AVX2 (256 bit) 34GHz | 8x512KB 16 MB 16 GB | Arch
xeon | Intel Xeon Platinum 8163 (VPS) AVX-512 (512 bit) 2.5 GHz 24x1 MB 33 MB 4 GB | Ubuntu
arm AWS Graviton (VPS) ARM-NEON (128 bit) | 2.3 GHz 2MB - 2GB | Ubuntu

The various codes and coding procedures are abbreviated as follows in the sequel.
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e Jo-CRS: the proposed coding procedure (Joint-optimized Cauchy Reed-Solomon code),

with optimized bitmatrix and XOR-based vectorizaion;

e CRS: similar to the proposed procedure with XOR-based vectorization but without UM or

WM or the cost function refinement, adapted from Jerasure 2.0 [28];
e ISA-L: the ISA-L library [33] using GF'(2®), version 2.27;
e Jo-CRS-128: the proposed coding procedure with only 128-bit vectorization;

e JE-128: Reed-Solomon codes with finite field based vectorization in Jerasure 2.0 [28], with

128-bit SSE vectorization and using GF(2%);
o STAR: Star code[25], with XOR-based vectorization
o QFS: Quantcast-QFS code[12], with XOR-based vectorization
e Raid6: Raid-6 code[30], with XOR-based vectorization

e EO: EvenOdd code[23], with XOR-based vectorization

RDP: RDP code[24], with XOR-based vectorization

3.4.2 Encoding Performances

In the results reported in Table 3.15 to 3.24, the parameters k varies from 5 to 10, m from 2 to

6, and w from 3 to 8. The comparison is first presented in three groups.

e In Table 3.15 - 3.18, the proposed approach, with both 128-bit vectorization and wider vec-
torization, is compared with CRS, ISA-L, and JE-128 on different platforms. All these
approaches are applicable for general (n, k) coding parameters. JE-128 is implemented only
for 128-bit (SSE) vectorization, and for fairness a version of the proposed approach is im-
plemented with only 128-bit vectorization. ISA-L mainly targets x86 (x64) architecture, and
cannot efficiently utilize vectorization on ARM-based CPUs. As a consequence, its perfor-

mance on this platform suffers significantly, and we do not include it in the comparison. Due
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reprinted with permission from [3]

Table 3.15: Encoding throughput (GB/s) for methods that allow general (n, k) parameters (i7),

(n, k)

Jo-CRS

CRS

ISA-L

Jo-CRS
-128

JE-128

(7,5)

(8,6)

9.7)
(10,8)
(12,10)

6.94 (6.64)
6.98 (6.15)
7.20 (6.25)
7.13 (5.89)
7.12 (6.03)

7.02
7.94
7.92
7.98
7.92

4.45
4.25
4.56
4.79
6.08

6.60 (6.06)
6.43 (5.54)
6.52 (5.49)
6.49 (5.17)
6.34 (5.22)

2.14
1.71
2.26
2.28
2.36

(8,5)

(9,6)
(10,7)
(11,8)
(13,10)

5.37 (4.03)
5.52 (3.97)
5.31 (4.01)
5.59 (4.07)
5.49 (4.01)

5.23
6.06
5.99
6.08
5.96

3.13
3.06
3.33
3.68
4.15

4.87 (3.48)
4.85 (3.39)
4.75 (3.39)
4.73 (3.39)
4.66 (3.31)

1.44
1.49
1.53
1.52
1.57

(10,6)
(11,7)
(12,8)

(14,10)

4.37 (2.96)
4.36 (2.94)
4.34 (3.04)
4.46 (3.09)

4.83
4.86
4.94
4.94

2.48
2.86
291
3.37

3.81 (2.47)
3.79 (2.37)
3.61 (2.40)
3.75 (2.50)

1.13
1.15
1.15
1.20

(15,10)
(16,10)

3.67 (2.47)
2.82 (2.04)

4.19
3.69

2.54
2.98

3.07 (1.99)
2.35(1.62)

0.96
0.80

to the restriction of JE-128 and ISA-L on the parameter w, we also provide the results for

w = 8 for Jo-CRS and Jo-CRS-128, which are given in the parentheses.
e In Table 3.23, the proposed approach is compared with well-known codes with three parities.

o In Table 3.24, the proposed approach is compared with well-known codes with two parities.

It is important to first note from Table 3.15 - 3.18 that the approach of vectorizing finite field
operations (JE-128 and ISA-L) is in general inferior to the strategies based on vectorizing XOR
operations (Jo-CRS and CRS). This is true even if we restrict the XOR-based vectorization in the
proposed approach to 128-bit (Jo-CRS-128 vs. ISA-L and JE-128), instead of 256-bit or 512-bit;

moreover, it is also true even if we restrict the finite field to be w = 8 in the proposed approach

52



reprinted with permission from [3]

Table 3.16: Encoding throughput (GB/s) for methods that allow general (n, k) parameters (amd),

(n, k)

Jo-CRS

CRS

ISA-L

Jo-CRS
-128

JE-128

(7,5)

(8,6)

9.7)
(10,8)
(12,10)

7.93 (7.39)
7.92 (7.42)
8.19 (7.43)
8.17 (7.13)
8.15 (7.47)

7.51
7.86
7.65
7.85
7.74

4.36
4.10
4.68
4.48
5.07

7.68 (7.12)
7.62 (7.13)
8.04 (7.30)
7.87 (6.90)
7.91 (6.97)

2.80
2.717
2.84
2.96
3.01

(8,5)

(9,6)
(10,7)
(11,8)
(13,10)

5.70 (4.86)
5.92 (4.84)
6.03 (4.77)
6.04 (4.82)
6.05 (4.82)

5.26
5.37
5.29
5.50
5.30

2.89
2.90
3.09
3.22
3.51

5.53 (4.67)
5.76 (4.63)
5.83 (4.57)
5.84 (4.59)
5.87 (4.58)

1.85
1.88
1.90
1.95
2.02

(10,6)
(11,7)
(12,8)
(14,10)

4.60 (3.51)
4.70 (3.57)
4.69 (3.63)
4.67 (3.67)

4.06
4.10
4.22
4.16

2.39
2.74
2.74
3.11

4.43 (3.38)
4.52 (3.41)
4.50 (3.46)
4.47 (3.49)

1.40
1.45
1.45
1.52

(15,10)
(16,10)

3.83 (2.93)
3.26 (2.41)

3.44
2.95

2.29
1.92

3.69 (2.80)
3.13 (2.28)

1.19
1.00

(the data in parentheses for Jo-CRS vs. ISA-L, as well as the data in parentheses for Jo-CRS-128
vs. JE-128).

From Table 3.15 - 3.18, it is also seen that Jo-CRS is faster than all other references on three
out of the four platforms. On the (older version) desktop 17 platform, CRS is fast than Jo-CRS. The
main reason for this exception appears to be the interaction between cache and the choice of the
packet_size parameters. As mentioned earlier, Jo-CRS involves more intermediate computation
results, which need to be stored in the cache (memory), and thus the packet_size will be chosen at
a smaller value than CRS. Small packet_size tends to penalize throughput, however, the penalty is
less significant on newer platforms with a larger cache size. Indeed, on all the other three platforms,

the cache is more abundant, and thus the proposed approach performs better than CRS.
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Table 3.17: Encoding throughput (GB/s) for methods that allow general (n, k) parameters (xeon),
reprinted with permission from [3]

(n,k) | Jo-CRS |CRS|ISA-L Jo'lglgs JE-128
(7.5) || 4.48 (4.82) |3.62| 2.71 |3.71 (3.48) 131
(8.6) || 4.67 (4.94) |3.85| 2.99 |3.79 (3.53)| 1.75
9,7) || 4.92 (5.15) |3.88| 3.22 |3.89 (3.73)| 1.52
(10,8) ||74.91 (4.92)3.95| 3.42 |3.95 (3.63)| 1.57
(12,10)| 5.17 (5.08) |4.12| 4.22 |4.05 (3.80)| 1.69
(8.5) || 3.44 (3.48) [2.69| 1.92 [2.72 (2.42)| 0.89
9.6) || 3.65 (3.56) |2.77| 2.14 |2.80 (2.49)| 0.95
(10,7) || 3.81 (3.65) | 2.82| 2.31 [2.92 (2.49)| 1.00
(11,8) || 3.99 (3.70) | 2.96| 2.49 |3.00 (2.50)| 1.04
(13,10)]154.21 (3.67)|3.01| 2.99 |3.07 2.50)| 1.11
(10,6) || 3.00 (2.74) | 2.17| 1.66 [2.24 (1.83) 0.71
(11,7) || 3.17 (2.78) | 2.25| 1.82 [2.34 (1.87)| 0.75
(12,8) || 3.38 (2.83) | 2.36| 1.96 [2.38 (1.88)| 0.78
(14,10)| 3.52 (2.96) |2.46| 2.38 |2.47 (1.92)| 0.83
(15.10)] 3.00 (2.43) |2.08| 1.69 |2.06 (1.55)| 0.66
(16,10)|| 2.59 (2.05) |1.81] 1.50 |1.77 (1.27)| 0.55

In Table 3.23, the more generic approach of Jo-CRS and CRS using bitmatrix are able to
compete with specially designed three-parity codes in some cases, but in other cases, specially
designed codes perform better, depending on the specific platform. This confirms the effectiveness
of the bitmatrix based approach with vectorized XOR operations, despite its generality. For the
case of two parities, Table 3.24 shows that specially design codes do have an advantage over the
more generic approach of Jo-CSR and CSR in most cases.

In Table 3.25, we summarize the amounts of improvements of the proposed approach over
other reference approaches or codes, averaged over all tested (n, k, w) parameters. It is seen that
the proposed approach can provide improvements over most existing techniques, some by a large

margin. The result in this table is included here to provide a summary on the performance by
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Table 3.18: Encoding throughput (GB/s) for methods that allow general (n, k) parameters (arm),

reprinted with permission from [3]

(n, k) || Jo-CRS |CRS[ISA-L
(7,5) |[2.53(2.23)[2.49] 131
(8,6) ||2.63 (2.23)|2.51| 1.28
9,7) ||2.58 (2.21)(2.43| 1.44
(10,8) ||2.59 (2.14)[2.54| 1.43
(12,10)/(2.53 (2.14)(2.39| 1.47
(8,5) |[1.77 (1.43)[1.68] 0.86
9,6) ||1.82 (1.38)[1.65| 0.91
(10,7) ||1.79 (1.33)|1.62| 0.93
(11,8) ||1.85 (1.28)[1.73| 0.94
(13,10)(|1.76 (1.20)| 1.64| 0.96
(10,6) |[1.37 (0.96)|1.22] 0.68
(11,7) ||1.34 (0.92)|1.23| 0.69
(12,8) ||1.33 (0.91)[1.30| 0.69
(14,10)(|1.30 (0.86)| 1.26| 0.72
(15,10)/[1.06 (0.69)[1.03] 0.57
(16,10)//0.90 (0.56)|0.87| 0.47

various techniques, however for individual (n, k, w) parameter, the performance may vary consid-
erably as indicated by Table 3.15 - 3.18, 3.23, and 3.24.

It is worth emphasizing that in the performance evaluation, we have chosen the packet_size
according to the rule given in Section 3.3.5, which in fact approximately optimizes the throughput
for each strategy. If we were to fix the same packet_size across all the strategies, for example at
4K bytes or 16K bytes (keeping the cache usage constraint (3.1) satisfied for all cases), then the
advantage of the proposed strategy Jo-CRS would be even more pronounced. In fact, this was
the evaluation approach used in our earlier work [4]. Given the importance of the packet_size

parameter, we have decided to take the updated evaluation approach in this work.
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Table 3.19: Decoding throughput (GB/s) for methods that allow general (n, k) parameters (i7),

reprinted with permission from [3]

(n,k) | Jo-CRS | CRS | ISA-L JO'SSS JE-128
(7.5 [7.73(6.55) | 7.16 | 455 | 6.81(5.30) | 2.20
(8.6) | 8.00(5.83) | 7.94 | 448 | 6.88(4.49) | 2.25
9.7) | 7.58(5.54) | 7.89 | 474 | 6.44 (4.68) | 2.29
(10.8) | 7.75(5.61) | 7.69 | 4.99 | 6.35(4.36) | 2.32
(12,10) || 7.67(5.79) | 7.89 | 621 |5.55(4.36) | 241
8.5 [ 619(3.13) | 540 | 326 | 484(224) | 146
9.6) | 5.38(3.30) | 5.63 | 330 |3.78(229) | 1.14
(10,7) | 545(321) | 5.80 | 3.50 |3.95(222)| 1.53
(11,8) | 5.57(3.26) | 5.48 | 3.77 |3.84(220) | 117
(13,10) || 552 (3.11) | 590 | 423 |4.02(2.14) | 1.62
(10,6) || 444 (259) | 4.64 | 2.55 |324(159) | L.14
(117) | 4.64(2.60) | 4.73 | 2.89 |3.24(161) | 116
(12.8) | 4.59 (2.57) | 450 | 3.01 |3.24(1.56) | 1.17
(14,10) || 453 (2.57) | 471 | 3.61 |3.19(1.70) | 1.22
(15.10) || 3.83(2.10) | 4.02 | 257 |2.62(1.39) | 0.9
(16,10) || 2.90 (1.78) | 3.57 | 234 | 1.98 (1.14) | 0.82
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Table 3.20: Decoding throughput (GB/s) for methods that allow general (n, k) parameters (amd),

reprinted with permission from [3]

(n,k) | Jo-CRS | CRS | ISA-L JO'SSS JE-128
(7.5 | 7.55(6.56) | 7.67 | 436 | 7.33(6.26) | 2.69
8.6) | 7.45(6.41) | 7.86 | 4.15 | 7.56(6.26) | 2.75
0.7 | 7.18(6.03) | 7.71 | 470 | 7.58(5.51) | 2.80
(10.8) | 7.64(6.52) | 7.81 | 4.43 |7.52(6.01) | 2.87
(12,10) || 7.72(6.57) | 7.71 | 5.07 | 7.49 (6.30) | 2.92
(8.5 | 4.63(3.03) | 5.54 | 288 |534(2.88) | L.77
9.6) | 472(3.02) | 5.09 | 2.96 |4.55(2.90) | 1.84
(10,7) | 4.94(3.00) | 4.93 | 3.09 | 4.78(2.80) | 1.88
(11,8) | 5.03(3.04) | 5.07 | 3.26 | 4.85(2.86) | 1.92
(13,10) || 5.06 (2.96) | 5.24 | 3.50 | 4.85(2.86) | 1.96
(10,6) |[3.91(236) | 4.04 | 242 [371(227) | 1.40
(117) | 3.88(2.47) | 3.98 | 2.75 |3.79(2.34) | 1.39
(12.8) | 4.06 (2.43) | 391 | 2.78 |3.85(233) | 141
(14,10) || 3.91 (245) | 391 | 3.18 |3.75(232) | 146
(15.10) || 322/(1.98) | 3.28 | 2.40 |3.15(1.88) | L.I8
(16,10) || 2.79 (1.67) | 2.81 | 1.97 | 2.65(L.61) | 0.99
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Table 3.21: Decoding throughput (GB/s) for methods that allow general (n, k) parameters (xeon),

reprinted with permission from [3]

(n,k) | Jo-CRS | CRS | ISA-L JO'SSS JE-128
(7.5 [ 3.90(3.58) | 3.67 | 271 |3.29(2.59) | 144
(8.6) | 4.07(3.82) | 3.86 | 299 |339(2.65) | 156
9.7 | 4.08(3.93) | 3.87 | 321 |328(278)| 163
(10.8) | 4.19 (4.11) | 4.00 | 3.39 |3.29(2.78) | 1.70
(12,10) || 4.48 (4.28) | 421 | 420 |3.26(2.85) | 1.78
8.5 [ 2.89(238) | 2.69 | 1.91 | 237(1.45)| 099
9.6) | 271(2.64) | 2.68 | 2.13 | 2.11(1.50) | 1.05
(10,7) | 2.96(2.70) | 279 | 2.32 |222(148) | 110
(11,8) | 3.18(2.62) | 2.84 | 247 |223(143) | 113
(13,10) || 3.47 291) | 3.00 | 2.96 | 2.27(145) | 1.20
(10,6) [ 230 2.17) | 2.13 | 1.67 | L.74(L.18) | 0.76
(11,7) | 2.55(233) | 221 | 1.82 | 1.75(1.18) | 0.83
(12.8) | 2.73(236) | 228 | 1.96 | 1.80 (1.18) | 0.85
(14,10) || 2.95 (2.41) | 243 | 238 | 1.85(1.18) | 0.90
(15,10) | 274 (2.08) | 2.03 | 1.68 | 1.63 (0.97) | 0.72
(16,10) || 239 (1.78) | 176 | 1.51 | 1.39(0.83) | 0.60
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Table 3.22: Decoding throughput (GB/s) for methods that allow general (n, k) parameters (arm),
reprinted with permission from [3]

(n,k) || Jo-CRS | CRS [ISAL
(7,5) | 2.62(1.91) | 2.55 | 1.30
(8,6) | 2.67(1.97)| 254 | 1.36
9,7) | 2.50(1.77) | 2.48 | 1.40
(10,8) | 2.50 (1.78) | 2.34 | 1.43
(12,10 || 2.43 (1.68) | 2.50 | 1.49
(8,5) | 1.65(0.87) | 1.75 | 0.86
(9,6) | 1.48 (0.85) | 1.58 | 0.90
(10,7) || 1.52(0.81) | 1.57 | 0.92
(11,8) | 1.53(0.78) | 1.43 | 0.94
(13,10) || 1.48 (0.74) | 1.57 | 0.97
(10,6) || 1.15(0.62) | 1.15 | 0.66
(11,7) || 1.15(0.61) | 1.18 | 0.68
(12,8) | 1.18 (0.59) | 1.07 | 0.69
(14,10) || 1.11(0.56) | 1.19 | 0.72
(15,10) || 0.91(0.45) | 1.00 | 0.57
(16,10) || 0.79 (0.37) | 0.84 | 0.47
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Table 3.23: Encoding throughputs (GB/s): Three parities, reprinted with permission from [3]

i7 amd xeon arm

(n,k) || Jo- |CRS|QFS|STAR| Jo- |CRS|QFS|STAR| Jo- |CRS|QFS|STAR| Jo- |CRS|QFS|STAR
CRS CRS CRS CRS
(8,5) || 5.37 |5.23/4.02| 5.24 || 5.70 |5.26|4.18| 5.58 || 3.44 [2.69|2.84| 3.39 || 1.77 |1.68|1.88| 1.29
(9,6) || 5.52 |6.06|4.14| 5.56 || 5.92 |5.37|4.26| 5.95 || 3.65 [2.77|2.99| 3.54 || 1.82 [1.65]2.04| 1.29
(10,7) || 5.31 |5.994.25| 5.85 || 6.03 |5.29|4.30| 6.19 || 3.81 [2.82|3.11| 3.68 || 1.79 [1.62]2.07| 1.28
(11,8) || 5.59 |6.084.40| 5.90 || 6.04 |5.50|4.32| 6.38 || 3.99 [2.96|3.21| 4.19 || 1.85 [1.73]1.97| 1.28
(12,9) || 5.19 [6.17|4.60| 6.12 || 6.10 |5.44|4.34| 6.53 || 4.11 |3.01|3.29| 4.34 || 1.79 |1.69]2.00| 1.27
(13,10)|| 5.49 |5.96]4.65| 6.15 || 6.05 |5.30(4.37| 6.49 || 4.21 |3.01|3.36| 4.39 || 1.76 |1.64|1.94| 1.27

Table 3.24: Encoding throughputs (GB/s): Two parities, reprinted with permission from [3]

i7 amd xeon arm

(n,k) || Jo- |CRS|EO |[RDP|Raid6|| Jo- |[CRS| EO |RDP|Raid6| Jo- |CRS|EO |RDP|Raid6| Jo- |[CRS|EO |[RDP|Raid6
CRS CRS CRS CRS
(7,5) || 6.94 {7.02(7.36|7.26| 5.87 || 7.93 |7.51]7.03|8.10| 691 || 4.48 |3.62|3.62|5.04| 4.06 || 2.53 |2.49(2.57|3.09| 2.29
(8,6) || 6.98 |7.94(7.83|7.68| 6.23 || 7.92 |7.86|7.41|8.38| 7.07 || 4.67 |3.85|3.83|5.24| 4.30 || 2.63 |2.51|2.77|3.13| 2.29
9,7) || 7.20 {7.92(8.08|7.75| 6.38 || 8.19 |7.69|7.87|8.67| 7.09 || 4.92 |3.88|4.03|5.55| 4.47 || 2.58 {2.43(2.84|2.87| 2.31
(10,8) || 7.13 |7.98|8.13|7.99| 6.53 || 8.17 |7.85(8.088.96| 7.27 || 491 |3.95|4.40|5.70| 4.63 || 2.59 [2.54|2.68|2.86| 2.32
(11,9) || 7.22 |7.89|8.34(8.17| 6.72 || 8.25 |7.53(8.28(9.12| 7.32 || 5.03 |3.98|4.57|5.73| 4.73 || 2.58 [2.39|2.65(2.80| 2.33
(12,10)|] 7.12 |7.92(8.40|8.26| 6.94 || 8.15 |7.74|8.61(9.34| 7.42 || 5.17 |4.12|4.73|5.93| 4.82 || 2.53 |2.48|2.67|2.75| 2.33

3.4.3 Decoding Performance

In practical systems, data is usually read out directly without using the parity symbols, unless
the device storing the data symbols becomes unavailable, i.e., in the situation of degraded read.
Therefore, the most time consuming computation in erasure code decoding is in fact invoked much
less often, which implies that the decoding performance should be viewed as of secondary impor-
tance. However, it is still useful to understand the impact of optimizing the encoding bitmatrix and
procedure on the decoding performance. In this section, we present the decoding performance of
various methods, along the similar manner as for the encoding performance. Only the performance
for the worst case failure pattern (the most computationally expensive case) is reported, when m
data symbols are lost.

As seen in Table 3.19 - 3.22, Jo-CRS and CRS in most cases provide similar throughputs, and

both are better than vectorized GF-based RS code, i.e., ISA-L and JE-128. This suggests that the
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Table 3.25: Encoding throughput improvements over references,
reprinted with permission from [3]

Improvement by proposed code
i7 | amd | xeon | arm
General (n, k) Codes

Reference codes or methods

GF-based RS code w/o vectorization |[[1131.71%950.51%|1106.54%439.86%
XOR-based CRS code w/o vectorization|| 87.93% |85.20% | 112.85% | 56.60%
Vectorized GF-based RS code [28] 257.14% (188.37%)| 282.48% | 93.56%
Vectorized XOR-based CRS code -9.44% | 4.85% | 34.76% | 8.50%
Intel® ISA-L[33] 49.26% | 73.82% | 58.52% -
Three Parities Codes
STAR [25] -5.29% | -5.79% | -1.08% | -8.05%
Quantcast-QFS [12] 26.48% |35.51% | 23.18% |43.34%
Two Parities Codes
Raid-6 w/o vectorization 384.36% |337.22%| 481.84% |846.60%
Vectorized Raid-6 11.96% | 9.86% | 9.71% |13.62%
RDP [24] -8.00% | -9.83% | -10.75% | -9.77%
EVENODD [23] -10.15% | 0.64% | 18.19% | -2.50%

proposed approach, despite using a bitmatrix optimized for encoding, does not suffer significantly
in decoding throughput. In contrast to encoding, CRS is more competitive in decoding, which is
mainly due to the advantage in the larger packet_size values. For codes with three parities, it can
be seen from Table 3.26 that Jo-CRS performs well, and again sometimes can compete with codes
in the literature specifically designed for this case. For codes with two parities, as shown in Table

3.27, the decoding throughput of proposed approach is usually lower than EVENODD and RDP

codes.
3.5 Conclusion

We performed a comprehensive study of the erasure coding acceleration techniques in the lit-
erature. Several acceleration techniques are evaluated, combined and jointly optimized. The study
led us to a simple procedure: produce a computation schedule based on an optimized bitmatrix,
together with the BN and WM (or UM) technique, then use vectorized XOR operation in the

computation schedule. The proposed approach outperforms most existing approaches, particularly
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Table 3.26: Decoding throughputs (GB/s): Three parities, reprinted with permission from [3]

i7 amd xeon arm

(n,k) | Jo- |CRS|QFS|STAR|| Jo- |CRS|QFS|STAR| Jo- |CRS|QFS|STAR|| Jo- |CRS|QFS|STAR
CRS CRS CRS CRS
(8,5 || 6.19 |5.40(4.11| 4.52 || 4.63 |5.54(4.89| 5.08 || 2.89 (2.69]2.95| 2.34 || 1.65 |1.75|1.54| 1.41
(9,6) || 5.38 |5.63|4.22| 4.27 || 4.72 |5.09|5.04| 4.30 || 2.71 |2.68(2.93| 3.11 || 1.48 |1.58|1.54| 1.40
(10,7) || 5.45 |5.80(4.19| 4.03 || 4.94 |4.93|5.13| 5.60 || 2.96 [2.79(2.86| 3.34 || 1.52 |1.57|1.54| 1.40
(11,8) || 5.57 |5.48|4.20| 3.89 || 5.03 |5.07|5.18| 4.77 || 3.18 |2.84|2.84| 3.13 || 1.53 |1.43|1.41| 1.39
(12,9) || 5.55 |5.66|4.38| 4.96 || 4.96 |4.61|4.34| 6.53 || 3.41 |2.92/2.83| 2.89 || 1.53 |1.60|1.37| 1.39
(13,10)|| 5.52 |5.90(4.31| 4.51 || 5.06 |5.24|5.31| 4.92 || 3.47 |3.00(2.81| 3.09 || 1.48 |1.57|1.46| 1.38

Table 3.27: Decoding throughputs (GB/s): Two parities, reprinted with permission from [3]

i7 amd xeon arm

(n,k) || Jo- |CRS|EO |[RDP|Raid6|| Jo- |[CRS| EO |RDP|Raid6| Jo- |CRS|EO |RDP|Raid6| Jo- |[CRS|EO |[RDP|Raid6
CRS CRS CRS CRS
(7,5) || 7.73 |7.16|8.15|7.79| 6.09 || 7.55 |7.67|8.15|8.65| 7.23 || 3.90 [3.66|5.61|5.38| 4.07 || 2.62 |2.55|3.16|3.72| 2.27
(8,6) || 8.00 |{7.94(7.89|7.89| 6.17 || 7.45 |7.86|9.56|9.52| 7.44 || 4.07 |3.86|5.81|5.78 | 4.30 || 2.67 |2.54|3.04|3.62| 2.24
9,7) || 7.58 {7.89]8.65|7.25| 6.25 || 7.18 |7.71(10.4310.40 7.59 || 4.08 [3.87|5.31|5.97| 4.30 || 2.50 |2.45|3.19(3.39| 2.25
(10,8) || 7.75 |7.69|8.07|7.11| 6.31 || 7.64 |7.81(10.119.36| 7.73 || 4.19 |4.00|6.45/6.12| 4.66 || 2.50 [2.34|3.07|2.88| 2.28
(11,9) || 7.67 |8.04|7.30|7.64| 6.41 | 7.74 [7.54(9.29|9.31| 7.86 || 4.37 |4.086.386.40| 4.64 || 2.54 |2.48]2.92(3.07| 2.29
(12,10)| 7.67 |7.89|8.22|6.28| 6.47 || 7.72 |7.71|8.80(10.60 8.03 | 4.48 |4.21]6.49|5.94| 4.62 || 2.43 |2.50(2.92|2.90| 2.28

when the number of parity is greater than two. One particularly important outcome of our work is
that vectorization at the XOR-level using the bitmatrix framework is a much better approach than

vectorization of the finite field operations in erasure coding.
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4. DELAYED PARITY GENERATION !

4.1 Relevant Results on Regenerating Codes

MDS codes, such as Reed-Solomon codes [36], can be specified by two parameters: the number
of data nodes k and the number of parity nodes m; such codes are usually referred to as (k +m, k)
erasure codes. The most important property of MDS codes is that they can withstand a loss of less
than or equal to m nodes, which makes them particularly suitable for data storage purpose.

Two special classes of MDS erasure codes, referred to as minimum storage regenerating (MSR)
codes and MDS codes with minimum rebuilding access, have attracted significant recent attention
[38, 39, 40, 41, 44, 42, 45]. In such codes, any node failures can be repaired efficiently by down-
loading, or accessing, the minimum amount of data from the remaining nodes. Such codes are
designed to allow more efficient node repairs in distributed data storage systems, since less data
traffic and less data access imply more efficient repair of failed nodes.

The minimum amount of total data access (and data download), normalized by the size of the
raw data, when repairing r failed nodes (r < m/) jointly in a (k +m/, k) regenerating code system,
and all the £ + m’ — r remaining nodes are allowed to participate in the repair, is given as (see

[38,39])

., rm+k—r
S L ) — ) 4.1)
m

It was shown in [56] that for regenerating codes with optimal rebuilding access, the subpacketiza-

tion factor (assuming r = 1) is bounded below by

k+m/ —1 ‘l
m’

a > min(m'’ m . 4.2)

For high rate code, this subpacketization factor can be rather significant.

1©2018 IEEE. Partly Reprinted, with permission, from S. Mousavi, T. Zhou and C. Tian, Delayed parity genera-
tion in MDS storage codes, 2018 IEEE International Symposium on Information Theory (ISIT), June 2018
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Figure 4.1: System model for delayed parity generation. The node labeled “Re-Enc” corresponds
to the processing center in charge of the delayed parity generation. B;’s stand for the parts of the
shares being accessed in the second stage, while A;’s are the parts that not being accessed. C;’s
are the delay-generated parity nodes, reprinted with permission from [1]

4.2 Delayed Parity Generation: The System Model

A system using delayed parity generation, as its name suggests, operates in two stages:

1. In the first stage, the B units of raw data is first divided into k shares of equal size o =
B/k, which are then used to produce m parity shares of size « = B/k each. The coding
requirement at this stage is that any k shares in the total (k+m) shares can be used to recover

the original data.

2. In the second stage, from each of the existing (k + m) shares, /5 units of data is accessed,
which are then collected to a processing center. From the downloaded data, the processing
center computes the (m’ — m) new parity shares of size « = B/k each. The coding require-

ment here is that any & out of the total k£ + m’ shares (k + m generated in the first stage and
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m’ — m generated in the second stage) can be used to recover the original data.

The two-stage encoding process is illustrated in Fig. 4.1, and we refer to it as (k, m,m’) delayed
parity generation.

The performance of a valid coding strategy is measured by the total amount of data access
v £ (k+m)3 during DPG. Since the total amount of initial data is B, and there is a linear relation
between B and 7, we can equivalently consider the normalized data access 7 = %. Allowing
different amounts of data accesses from nodes in the second stage cannot improve the optimal
value of 7, and thus the uniform-access-amount model above is without loss of optimality; this can
be shown straightforwardly through symmetrizing any code with non-uniform data access, by way
of space-sharing different placement patterns of the data shares and parity shares.

In this problem setting, we focus on the amount of data access ~y, instead of the amount of
data download from the existing nodes, the former of which is clearly more stringent. Our result
given later shows that the two measures in fact reduce to the same, i.e., an optimal code allows
simply transmitting from each existing node what is being accessed, without any need for further
computation before transmission. This is beneficial in terms of system implementation, since

complex computation is eliminated at the helper nodes in the second stage, i.e., it has the help-by-

transfer property.
4.3 The Fundamental Limit of Delayed Parity Generation

The theorem given below provides the first main theoretical result on delayed parity generation.

Theorem 1. (k, m,m’) delayed parity generation can be accomplished if and only if

4.3)

<m’—m><k+m>}_

¥ > min< 1
7_m1n{, -

As mentioned earlier, this result is established through a connection to multicast network cod-
ing. This approach is along the same vein taken in [38]. However, because of the relaxed problem

setting, the bounds derived in [38] do not apply directly, and new bounds are needed in our setting.
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Figure 4.2: The graphical model used in the proof of Theorem 1,
reprinted with permission from [1]

Proof. Let us consider a graphical representation of the problem as illustrated in Fig. 4.2. There
are (m + k) type A nodes, which represent the parts in the (m + k) coded shares produced in the
first stage that are not accessed during the second stage (size B/k — /3 each); the (m + k) type B
nodes represent the parts in the original (m + k) coded shares that are accessed (/5 each) during
the second stage; the (m’ — m) type C nodes are the new parity shares (B/k each) generated in
the second stage. All non-labeled links have infinite capacity.

Because of the coding requirements in the two stages as stated in the previous sections, we can
view this system as a multicast network. There are multiple possible sinks: each possible sink is
connected to a specific combination of p < k (p > 0) pairs of type A and type B nodes, and (k —p)
type C nodes; i.e., any k storage shares can be used to recover the data content. Clearly there are
a total of

k ’
Z <k + m) <m — m) 44)
p N P F=p

p=max(0,k—(m/—m
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different sinks in this multicast network. It follows from the well known network coding multicast
result [34, 35] that there exist linear codes to fulfill all the requirements, if and only if the min-cut
between the source and any one of possible sinks is greater than or equal to B.

When k£ > m' — m, the parameter p must satisfy &k — m’ + m < p < k, and the min-cut

condition is equivalent to

(k+m— p)ﬁ] } (4.5)

B, (k+m ﬁ—l—mmp [%—B]}

:mm{34k+mMH%k—nﬂ+m)E?—d}, (4.6)

where the outer minimization over p in (4.5) is to take into account all the possible sinks linked
through different combinations of (A, B) pairs and C' nodes. The inner minimization in (4.5) is to
cut the paths through type B nodes, which can include the edges either before or after the re-enc
node: for the former, all the edges connecting to the type 5B nodes need to be included in the cut,
and for the latter, the (kK — p) nodes connecting to the sink need to be included in the cut. The
inequality above can then be written as

(k +m)3 + (k= m’ +m) E—ﬁ] > B, 47

which further simplifies to

(m' —m)(k + m)B‘

v=(k+m)B > (4.8)

On the other hand, when k < m’ — m, the parameter p must satisfy 0 < p < k, and the min-cut
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requirement can be similarly simplified to

v=(k+m)s>DB. (4.9)

Combining the two cases in (4.8) and (4.9) together and normalizing both sides give the desired

bound. O]

As mentioned earlier, regenerating codes can be used for delayed parity generation although
they have functions more than what are required here. It is worth noting that in this case the bound
on 7 in Theorem 1 indeed coincides with the corresponding minimum repair bandwidth derived
for regenerating codes in [38] and [39]. This can be seen by setting » = m’ — m in (4.1). This
equality is in fact somewhat surprising, given the much relaxed problem setting. Nevertheless, the
fact that the normalized data access in delayed parity generation has the same optimal value as the
normalized repair bandwidth in regenerating codes does not necessarily mean using regenerating
codes for delayed parity generation is a good choice. This will become evident after we present an

explicit code construction in the sequel.
4.4 An Explicit and Low-Complexity Code Construction through Code Transformation

Theorem 1 provides the fundamental limit on the amounts of data access for delayed parity
generation, but it does not provide explicit code constructions. It is clear that code constructions

for the case when

m >k+m (4.10)

is straightforward, which corresponds to the degenerate case of ¥ = 1, i.e., the full set of data is
read. For this case, we can start with any (k + m’, k) MDS code, but only generate the first m
shares among the m/ parity shares in the first stage. In the second stage, the remaining (m’ — m)

parity shares can be generated by reading all the existing data shares®. This strategy does not yield

2This is equivalent to a punctured code [36].
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uniform read loads among the existing storage devices, however we can simply stack multiple such
codes to balance the load for the required uniformity, and then use linear transformations to make
the overall code systematic. Intuitively speaking, this case corresponds to the situation where too
many parities are left to be generated in the second stage, and thus all data must be downloaded
when doing so. Note that in this case m’ > k, thus the coding rate is less than half, implying a
low-rate erasure code.

For the case when (4.10) does not hold, which is the case of most interest in practice where
high-rate erasure codes are more desirable, designing optimal codes is less straightforward. The
new parity shares must be generated by reading only partial shares of the existing nodes in the
second stage, and these partial shares do not represent the complete stored data and thus the sim-
ple strategy for the degenerate case (4.10) does not apply. In the sequel, we present a novel and
low-complexity code construction for delayed parity generation for this case. For notation sim-
plicity, we restrict our attention to scalar MDS codes in the discussion given below, however, the

generalization to vector codes is rather straightforward.
4.4.1 The Coding Procedure

Consider an arbitrary scalar systematic MDS code C with parameter (k+m/’, k). A total of B =
km’ information symbols in a certain finite field I, are used to first generate m'm parity symbols
in the first stage, and then m/(m’ — m) parity symbols in the second stage. The subpacketization
factor in our code is m’.

Conceptually, we first partition the B information symbols into groups of k each, then encode

each group using the MDS code C; the ¢-th group after this encoding is thus the vector

[d?, . d?,p, e pl); 4.11)
where the first part is the information symbols [dgi), e d,(;)], and the remaining part is the parity

symbols. All the m’ groups together can be collected and represented as in Table 4.1, with each

column corresponding to a vector in (4.11).
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Table 4.1: Coding symbols arranged in a table, reprinted with permission from [1]

systematic-1 || d;” | &y | --- | d;
systematic-k d,(:) d,(f) d,gm’)
parity-1 | pi” | pi? | oo | p"™

. 1 2 m’
parity-2 || pi | pf? | oo | p{™
parity-m’ || p() | pi2) | - | pli”)

Table 4.2: Systematic and parity symbols in the two stages, reprinted with permission from [1]

systematic-1 | d [ d® [... [ 4™ aimy dim? - dm)
systematic—k d}il) dl(f) . d](cm) d’(cm-kl) d]g"H_Q) . dgn/)
. 1 2 3 1 1 2 1 7 1
parity-1 || p{" [ P [ [ o0 ([0 4 o0 [ 00 s | e+
. 1 2 1 2 2 2 )/ 2
1% stage | Parity-2 pS) | P | | | S D | oS+ s o | B8+ )
parity-m pgylz) p'(r?z) i pgﬁn) pﬁ,’?“) + pm1 P%Hz) + pfﬁz T PS?I) + 205;7’1>
. 1 2 m+1 2 Y
parity-(m + 1) [ p |5y |-+ [ P50, pot) e
2nd stage : : : : : : : : :
. 1 2 1 2 !
parity-m/ pgn? pi,} e pi,z} : PS,ZL+ : P%Jr ) e PEZ} :

The parity symbols of the proposed code to be generated in the two stages are given in Table
4.2. 1t is seen that in the first stage, the parity symbols in the first m columns are simply the
original parity symbols of the MDS code C. On the other hand, each entry of the other m' — m
parity symbols of these parity nodes are a linear finite field summation of the original symbol and
its diagonal-symmetric entry; this summation can be in any finite field to which [, is a subfield,
and in particular it can be in the binary field when we are working with computer words. The

encoding procedure in the first stage is as follows:
/

1. Generate the parity symbols pgj) fori=1,2,...,mand j =1,2,...,m';

2. Generate the parity symbols pgj) fori=m+1m-+2,..., mandj=1,2,...,m;

70



()

3. Compute p, —|—p§i) fori =1,2,...,mand j = m+ 1,m + 2,...,m' using the symbols

computed in step 1) and step 2).

In contrast to the original MDS code C, the additional computation in this first stage is for the block
of parities in step 2) in the left lower corner of Table 4.2, and the computation of the additions in
step 3). There is no change in the alphabet size from that of code C, and the increase in computation
cost is rather minimal.

The parity symbols for the delay-generated parities in the proposed code are exactly the same
as the original MDS code C, which however must be generated by reading data and the parities

produced in the first stage. The coding procedure is as follows:
1. Readdatadgj) fori=1,2,....,kandj=m+1,m+2,...,m/;

2. Readparitiespgj)—i-py) fori=1,2,...,mandj=m+1m+2,...,m;

3. Compute p(j) fori=1,2,...,m and j = m+ 1,m + 2, ..., m' using the data read in step

i

1) and the encoding matrix of the MDS code C;

(r)

U) fori = m + I,m+2,...,m and j = 1,2,...,m, by eliminating p, ’ for

4. Compute p;
t=1,2....,mand j = m+ 1,m + 2,...,m’ that were computed in step 3), from the

parities which were read in step 2).

Note that in step 3), the needed parities pz(-j) fori=m+1m+2,....mandj=m+1,m+
2,...,m' are produced, and in step 4), pgj) fori =m+1,m+2,....mandj =1,2,...,m
are produced. Intuitively, a block Gaussian elimination procedure is performed in step 4), using
the block matrix structure as given in Table 4.2. The amount of data access in the second stage is
clearly given by v = (m’ — m)(k + m) with § = (m’ — m), and since B = km/, the normalized

data access is

¥ = ; (4.12)

which matches the lower bound in Theorem 1 for the case m’ < k + m and thus is optimal.
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4.4.2 Decoding and Data Recovery

We need to show that the two decoding requirements given in Section 4.2 can be satisfied,

which is equivalent to the following proposition.

Proposition 1. The code given in Table 4.2 is a (k+m’, k) MDS code, when code C is a (k+m/, k)
MDS code.

Proof. We show that any & out of the k + m’ rows in Table 4.2 can be used to recover the raw
information data. Suppose ¢ > 0 systematic nodes, ¢; > 0 parity generated in the first stage, and
ty > 0 parity generated in the second stage are used in the reconstruction, where ¢ + ¢t + to = k;
denote the set of the available nodes as A. It is clear that with this k£ rows of data as specified in
Table 4.2, all the data in the first m columns can be recovered from the symbols in the rows of A,
because code C is an MDS code (which has the property that any & out of £ 4+ m’ symbols can be

used to recover the data). Using the recovered pl(-j), i=m+1,m+2, ....,mandj=1,2,...,m,
(

i

Dy p(-i) entries of the rows in A. After

we can eliminate the terms of the first m columns in the p :

these eliminations, we have the remaining m’ — m columns of Table 4.1 in the k rows of A, in the
native clean form. Since code C is an MDS code, all the data in the last m’ — m columns of Table
4.1 can thus be recovered. This implies that with any k rows of data, we can recover all the data

dz@, i=1,2,...,kand j = 1,2,...,m/. The proof is complete. ]

We emphasize that in the proposed code, the subpacketization is simply m/, while if one uses
optimal regenerating codes with the same amount of data access, the subpacketization factor is at

least /[ (B =1)/m/]

. This difference can be significant, for example, when (k, m') = (10,4) (a
popular choice in [57]), the proposed code has a subpacketization factor of 4, whereas the solution
based on regenerating codes will have a subpacketization factor of at least 4* = 256. Moreover,

the proposed code is much simpler and thus uses less computation resource than known high-rate

MSR codes (e.g., [45]).
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4.5 Motivating Applications

In this section, we discuss two applications which motivated our interest in the delayed parity
generation approach.
Application 1: Tiered data storage. Data tiering involves moving data between hot storage
and cold storage. Data in hot storage is usually stored in a replicated form (e.g., 3-way replicated
Hadoop) for better data availability and parallelism, and as data becomes cold with less frequent
access, it can be moved to erasure coded cold storage. This data migration needs to be completed
as soon as possible since hot storage space is usually highly constrained (e.g., a pool of SLC
flash drives on Infiniband network). However cold storage is usually built on lower-grade devices
and low bandwidth networking (e.g., consumer-grade HHD on 1GbE network) to be cost-effective.
Therefore, even with a high quality bridge between the hot side and the cold side, the migration can
be slow. Delayed parity generation can be applied here, as the delayed parities are not transmitted
or written which expedites the migration, but the first stage parities in the cold side can still offer
sufficient failure protection. After the migration is complete and the system idles, the delayed
parities can be generated within the cold side for longer term reliability.
Application 2: Logging in data management systems. As modern data management system
becomes larger, the amount of logging data grows accordingly. The collected logging data may
undergo certain streaming analysis, then written into distributed data storage for further archival
or analysis. The property of the logging data stipulates it be written into storage at the same
pace as the streaming throughput, right at the time when the system is at high-load. As such, the
computation and communication of the parities for the logging data may negatively impact the
system. Delaying generating some parities offers an attractive solution. When the system becomes

idle, the additional parities for the log can be generated for better long term reliability.
4.6 Parameters in Delayed Parity Generation

Similar to a traditional erasure code which can be specified by two parameters (k, m), a delayed

parity generation code is specified by three parameters (k,m, m’). To encode k - r data symbols,
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where 7 is the number of stripes, the coding process proceeds in two stages. In the first stage, m - r
parity symbols are produced. Each one of the & + m/ device is then given 1 symbol in each stripe,
either a data symbol or a parity symbol. At this point, the system can withstand a loss of any m
devices. In the second stage, a controller reads a subset of the information from the existing devices
to generate the remaining (m’ — m) - r parity symbols. The new parity symbols in each stripe are
then distributed to m’ — m other storage devices, such that the system can withstand a loss of m/
devices. In order to reduce the data access and improve the efficiency of parity generation in the
second stage, a code construction was proposed in [1] which has the optimal data access, and also

a simple parity generation procedure.
4.7 BB-DPG: A Generalized DPG Code

We propose a generalization of the DPG method proposed in [1]. The proposed approach has
the benefit of being more flexible for subsequent code design. To distinguish the two approaches,
we refer to the new approach as BB-DPG (although the bitmatrix is yet to be introduced), while
the one in [1] as DPG. Their difference will be discussed in more details after this new approach is

presented.
4.7.1 BB-DPG: The Proposed Code

Let C and C be two storage codes in certain finite field GF(2%), both with the parameters

(k,m’). A total of k - m’ data symbols are partitioned into r = m/ stripes, which are denoted as
d® d@ . d™), where dD = (dY d, ... d?)T. The encoding process for the first stage

proceeds as follows (see Fig. 4.3):

1. For each of the first m stripes, compute the m’ parity symbols using the parity coding matrix

of C; these parity vectors are denoted as p(!), p®_ ... p(™) where each parity vector pl¥) =
.05, PN

2. For the remaining m’ — m stripes, compute the first m parity symbols using parity coding

matrix of the second code C; these are denoted as p(™*1), p(m+2) . 5(m) where p"t+i) =
(ﬁgm—i-j) ﬁém-i-j) o ﬁggbﬂ))T.
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3. Compute p\" ™) = pimt9) @pfi)ﬂ fori=1,2,....mandj=12,....m —m;

4. For each of the m/ stripes, i.e., 7 = 1,2, ..., m/, write the k& data symbols d%) and the first

m parity symbols (pgj ),pgj ) p%)) into k£ + m storage devices.

The parity symbols for the second stage can be generated by reading a subset of information

stored in the first stage, more precisely, as follows:

1. Read the data symbols and parity symbols of the last m’ — m data stripes, i.e., d"*7) for

j:1,2,...,m’—m,andp§m+j) fort=1,2,...,mandj =1,2,...,m —m;

(m+j)

2. Compute p, fori=1,2,...,m and j = 1,2,...,m' — m using the data d""*7) read in

step-1 and the encoding function of the code C;

3. Compute pffl)ﬂ forj =1,2,....m" —mand i = 1,2,...,m, by eliminating ﬁ(mﬂ) from

pz(m-i-j) .

4. For each of the first m stripes, distribute the m’ — m parity symbols computed in step-3 into

m’ — m devices;

5. For each remaining m’ — m stripe, write the m’ — m parity symbols pﬁ’”*j ), t=m+1,m+

2,...,m' computed in step-2 into m’ — m devices (other than the devices already having

data or parities of the same stripe);

It is not difficult to see that in the second stage we only need to access (m' —m)(k +m) coded
symbols, instead of all km' data symbols. For the example with (k, m,m’) = (3,2, 3), we would
access 5 coded symbols, instead of the 9 data symbols, with a saving of almost 50% in terms of

data access.
4.7.2 An Example

The correctness of BB-DPG can be proved in a similar manner as DPG, which is omitted here.

In the sequel, we use the example (k,m, m') = (3,2, 3) to illustrate the main idea. Three versions
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stripe: 1 2 3 stripe: 1 2 3 stripe: 1 2 3
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without interleave with first stage with both stage

interleave interleave
.: data symbols : first stage parities : second stage parities

Figure 4.3: An example of the proposed code for (k, m.m’) = (3,2, 3). Each row indicates a
different storage device.

of the code are shown in Fig. 4.3, one without interleaving, while the other two with different types
of interleaving.

Let us consider the version without interleaving first, and there are three requirements:

e The first 5 rows can tolerate a loss of any 2 rows. Let us consider the case when the first
two rows are lost. Since the base code C can tolerate a loss of any two symbols, we can

recover dgl) and dgl) by using (dél) : pgl),pgl)); similarly, d?) and dg) can be recovered using

d?, p?, pP). With d and d®, we can now compute p" and p{’, and subtract them

from pél) + ;553) and pgf) + pg)’), respectively. This gives us (ﬁg?’) , ]553)), and together with d?’,
W€ can NOW recover df’) and dg)’) since the code C can also tolerate a loss of two symbols. It

is straightforward to verify that for other loss patterns, the data can also be recovered.

e The 6 rows together can tolerate a loss of any 3 rows. The idea is similar to the case of the

previous case, and we do not elaborate further here.

e The second stage parities (light purple part in 4.3) can be built by reading the first 5 symbols

in the last column (green and light red parts in Fig. 4.3). With (df’), d§3), df)), we can
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compute (]553), ﬁ§3), ]5;(33)) using the encoding function of C. Subtracting ]553) and ]55’) from

pgl) + pf’) and p:(f) + ;553), respectively, we obtain pél) and péz). Thus the second stage parities

have all been generated.

Now consider the case with first stage interleaving, which is shown in the middle of Fig. 4.3.
To see that the first 5 rows can tolerate a loss of any 2, take the example when the 4-th and 5-th
rows are lost. Using the decoding and encoding functions of C, we can recover any symbols in the
first 2 columns. Data d® is then recovered in a similar manner as in the previous case. It is also
not difficult to verify that the 6 rows together can tolerate a loss of any 3, and the second stage
parities can be generated in the same manner as before.

Next let us turn the attention to the last case shown on the right of Fig. 4.3, when the data and
the first stage parities are in fact distributed to 6 different devices. After the first stage, a loss of any
two devices induces a maximum loss of 2 symbols in the first two columns. Thus all the symbols in
the first two columns can be obtained using the coding functions of C, and the rest of the procedure
follows similarly as before. It is not difficult to verify the second stage parity generation, as well

as the data recovery property in the second stage.
4.7.3 Advantages of BB-DPG

Both DPG and BB-DPG can reduce the read access and computation load in the second stage
parity generation, and thus makes this process more efficient. This is particularly beneficial when
this process needs to be completed quickly, either because of the short time window of system
idling, or the process is triggered by certain urgent system event. In these cases, DPG and BB-
DPG have significant advantages over reading all the data to generate the second group of parities.

The main differences between DPG and BB-DPG are as follows: firstly, in BB-DPG two codes
C and C are used as base codes, while in DPG, they are forced to be the same; secondly, data
and parity interleaving is allowed in BB-DPG, while this was not allowed in DPG. The benefits
of BB-DPG is that the two codes C and C can provide us more flexibility in the bitmatrix design
as discussed in the next section, and allowing interleaving is clearly beneficial for load balancing.

It is also worth noting that DPG can be viewed as a special case of the piggy-backing framework
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code C code C

Figure 4.4: Optimizing bitmatrics when (k, m.m’) = (3,2, 3). The parts of the parity coding
matrices in light red are those involved in the first stage parity generation, and we wish to
minimize the number of 1’s in the corresponding bitmatrices.

[43], however BB-DPG no longer belongs to the piggy-backing code class since two different base

codes C and C are used, and interleaving is also introduced.
4.8 Bitmatrix-Based Delayed Parity Generation

With BB-DPG, we can now optimize the coding matrix in the two codes C and C for various
desired properties. Our focus will be for higher computation throughput in the first stage, since

this may likely occur at high system-load time.
4.8.1 Optimizing Bitmatrices

Consider the coding matrix, the first stage encoding needs to compute the m’ parities for the
first m data stripe, and thus we wish to have the bitmatrix corresponding to the m/-by-k parity
coding matrix of C to have few 1’s. The first stage encoding also requires the computation of the
first m parities of the last m’ — m stripes, and thus the bitmatrix corresponding to the m-by-k
parity coding matrix of C should also have few 1’s. Thus we essentially wish to find two different
coding matrices with converted bitmatrices optimized for different parts; see Fig. 4.4. It is seen
that using BB-DPG allows better flexibility in this optimization compared to DPG, because here
the two codes C and C can be optimized separately for different criteria.

There are various methods for this optimization task, as summarized in [4], whose accompa-
nying open source package is available at [58]. We utilize this package to optimize the coding

matrices for C and C in this work.
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Table 4.3: Computation Performance Comparison in Schedule Length

(k,m,m') | BB-DPG | optimized DPG | DPG w/o opt (k,m) code (k,m’) code

(5,2,3) 198 201 1.52% | 228 15.15% | 138 -30.30% | 216  9.09%
6,2,4) 366 3716 273% | 408 11.48% | 228 -37.70% | 472 28.96%
8,2,4) 506 516 198% | 540 6.72% | 324 -3597% | 656 29.64%
9,2,4) 558 578  3.58% | 600 7.53% | 372 -3333% | 752 34.77%
9,3,5) 999 1007  0.80% | 1036 3.70% | 690 -30.93% | 1165 16.62%

(10,4,6) 1724 1732 0.46% | 1780 3.25% | 1260 -26.91% | 1908 10.67%
(12,3,6) 2334 2343 0.39% | 2523 8.10% | 1512 -35.22% | 3066 31.36%
(16,4,8) 5692 5772 141% | 6044 6.18% | 3680 -35.35% | 7544 32.54%

4.8.2 Throughput Evaluation

The coding throughput of the BB-DPG is compared with other possible approaches in Table
4.4, we show the encoding schedule length of BB-DPG with optimized bitmatrics vs. 1) DPG with
optimized bitmatrix, 2) DPG without an explicitly optimized bitmatrix and 3) no DPG applied
((k,m), (k,m') code). in Table 4.3. The percentage indicates the difference of schedule length
compared to BB-DPG.

Table 4.4 gives the coding throughput comparing to other codes. Here DPG using finite field
based erasure coding library is also included. The percentage indicates the loss compared to BB-
DPG. It can be seen that BB-DPG is able to perform better than directly using a matrix without
explicit optimization. It is also able to perform better than DPG, mainly due to the flexibility in
choosing the bitmatrices. The improvements are relatively modest. We suspect more advanced
optimization procedures will lead to more significant improvements, however, in this work we
utilized the off-the-shelf optimization procedure (genetic algorithm) in the software package [58].

In Table 4.4, we also compare the encoding throughput BB-DPG with the strategy of not using
DPG at all. The last column gives the throughput for optimized (k, m’) erasure code. Compared
to BB-DPQG, it requires computing more parities, and thus a loss in throughput is expected. The

second last column gives the throughput for optimized (k,m) erasure code. Compared to BB-
DPQG, it essentially requires computing less parities, and thus a gain in throughput is expected.

In general, the computation load of BB-DPG is between the two, and in a system with relatively

79



Table 4.4: Coding Throughput:

BB-DPG vs. DPG vs. without DPG (in MB/s)

(k,m,m')|stage || BB-DPG || optimized DPG| DPG w/o opt DPG in GF (k,m) code | (k,m') code
enc 5552 5428 -2.23% | 5125 -7.69% | 4818 -13.22%/|7232 30.26% | 5304 -4.47%
(52.3) decl 6857 6572 -4.16% | 6651 -3.00% | 5974 -12.88% | 7714 12.50% -
o gen 11978 (12516 4.49% |10841 -9.49% |10151 -15.25% - -
dec2 5114 5144 0.59% | 4991 -2.41% | 4083 -20.16% - 5302 3.68%
enc 5194 || 4969 -4.33% | 4768 -8.20% | 4195 -19.23% || 6944 33.69% |4434 -14.63%
6.2.4) decl 6342 6577 3.71% | 6477 2.13% | 5740 -9.49% | 7670 20.94% -
o gen 7048 7184 1.93% | 6663 -5.46% | 5684 -19.35% - -
dec2 4421 4482 1.38% | 4383 -0.86% | 3002 -32.10% - 4517 2.17%
enc 5068 5145 1.52% | 4915 -3.02% | 4235 -16.44% | 6997 38.06% | 4341 -14.34%
(8.2.4) decl | 6869 6816 -0.77% | 6875 0.09% | 5900 -14.11%| 7695 12.03% -
” gen 7316 7575 3.54% | 7241 -1.03% | 5781 -20.98% - -
dec2 4535 4517 -0.40% | 4423 -2.47% | 2956 -34.82% - 4605 1.54%
enc 4910 5216 6.23% | 5107 4.01% | 4218 -14.09% || 6969 41.93% 4293 -12.57%
9.2.4) decl | 6801 6807 0.09% | 6802 0.01% | 5874 -13.63% 7698 13.19% -
= gen 7628 7600 -0.37% | 7550 -1.02% | 5612 -26.43% - -
dec2 4481 4399 -1.83% | 4527 1.03% | 2923 -34.77% - 4522 0.91%
enc 4034 4139 2.60% | 4031 -0.07% | 3004 -25.53% ||5375 33.24% |3637 -9.84%
9.3.5) decl|| 4908 4994 1.75% | 4846 -1.26% | 3385 -31.03% (/5521 12.49% -
= gen 7751 7818 0.86% | 6802 -12.24% | 5607 -27.66% - -
dec2 3740 3789 1.31% | 3705 -0.94% | 2197 -41.26% - 3825 2.27%
enc 3092 3069 -0.74% | 3050 -1.36% | 2208 -28.59% | 4410 42.63% |2847 -7.92%
(10.4.6) decl | 3880 3884 0.10% | 3881 0.03% | 2640 -31.96% | 4483 15.54% -
v gen 7531 7668 1.82% | 7527 -0.05% | 5249 -30.30% - -
dec2 3048 3053 0.16% | 3037 -0.36% | 1776 -41.73% - 3045 -0.10%
enc 3433 3393 -1.17% | 3280 -4.46% | 2569 -25.17%| 4719 37.46% |2712 -21.00%
(12.3.6) decl 4150 4174 0.58% | 4139 -0.27% | 3133 -24.51%/4394 5.88% -
= gen 5086 5057 -0.57% | 4891 -3.83% | 3579 -29.63% - -
dec2 || 2704 2682 -0.81% | 2661 -1.59% | 1588 -41.27% - 2666 -1.41%
enc 2721 2727 0.22% | 2644 -2.83% | 1857 -31.75% 3989 46.60% |2119 -22.12%
(164.8) decl 3364 3363 -0.03% | 3391 0.80% | 2049 -39.09% |/3516 4.52% -
7V gen 4024 3934 -2.24% | 3933 -2.26% | 2604 -35.29% - -
dec2|| 2105 2067 -1.81% | 2075 -1.43% | 1023 -51.40% - 2024 -3.85%
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Figure 4.5: The local storage system based on Raspberry Pls.

abundant computation resource, BB-DPG does not cause a significant increase in terms of the

computation load.
4.9 Prototype Systems and Experiments

We implemented a simple prototype system, to test and understand whether delayed parity

generation can indeed improve the system write performance as expected.
4.9.1 System Setups

The storage software is multi-threaded, where a coding thread performs the coding task, and a
transmission thread sends the data and parity blocks to different storage nodes. The single block
that the transmission thread sends to each storage node is referred to as a transmission unit, or a
TU. A detailed hardware specification report is given in Table 4.5. The data flow of these tests is
RAM—network—RAM, between the client and the data nodes; no disk IOs are involved in these
tests.

Our local testbed is based on a wirelined system with 22 Raspberry PIs, interconnected through
gigabit network; see Fig. 4.5. The network is constructed with a tree topology to mimic the typical
network connectivity in data centers, where the switches are gigabit ethernet switches. In the 22
Raspberry PIs’, 5 of them are PI model B, 1 PI-2 model B, and 16 PI-3 model B. The client here is a
linux workstation which generates the data to write, and the encoding and decoding computations
are performed by the client. In other words, the Pls only serve as the storage nodes. Multiple

storage nodes are allowed to reside in the same physical one, but in most cases this can be avoided.
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Table 4.5: Test Platform Specs

Name Model # of Nodes CPU RAM Bandwidth
PI model B 5 BCM2835 512 MB
pi PI-2 model B 1 BCM2837 1 GB 11.3 MB/s
PI-3 model B 16 BCM2837 1 GB
workstation 1 16x AMD Ryzen 1700X 16 GB
t2.medium 1 2x E5-2686v4 4 GB
awsl [0 micro 24 1x E5-2676v igp 1854 MB/s
aws?2 c2n.xlarge 7 4x Xeon Platinum 8124  10.5 GB 596.27 MB/s

Two different virtual machine based setups are also used (on Amazon AWS). The first setup
simulates a low performance data center system, which has 24 single-core AWS t2.micro nodes
as the storage nodes and one dual-core t2.medium node is used as the client. The network is
accessed with private IPs, where the bandwidth is only indicated as “low to moderate". Iperf tests
suggest ~118 MB/s network bandwidth between any two nodes. The second setup simulates a high
performance system, which has 7 quad-core c5n.xlarge nodes. The network bandwidth is specified
by AWS as “up to 25Gb”. Iperf tests suggest ~600 MB/s network bandwidth using private IPs.
One node is used as the client whereas each of the other six has four virtual storage nodes.

We first experimented on different TU size, and observed that with a sufficient large TU size,
the prototype system can almost exhaust all network bandwidth, while with a smaller TU size,
the system is overwhelmed by the frequent TC transmissions and the throughput suffers. The
bandwidth utilization will reduce as the number of nodes grows, but only by < 10% even in our
largest test ((16,4,8) code). In order to avoid the small TU size penalty, we choose 256 KB, 512 KB
and 512 KB as the TU size of the three test systems, respectively (except for the stage of generating
new parities, which is limited to (m’ —m) x w * packetsize). An (5,2,3) system has been deployed
to all three systems and the raw data transmission rate of different TU size is metered. As shown
in Fig 4.6, with small TU size, the system is overwhelmed by the frequent TC transmissions and

the throughput suffers.
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Table 4.6: System Throughput: BB-DPG vs. without DPG (in MB/s) (pi)

(k,m,m’)|stage||BB-DPG| (k,m)code | (k,m’)code
enc 7.87 | 7.86 -0.04% | 6.88 -12.53%
decl| 11.06 |11.00 -0.52% -

(5.2.3) gen || 1542 - -
dec2| 11.01 - 11.01 -0.07%
enc 822 824 0.31% | 6.59 -19.84%
decl| 11.02 |11.01 -0.10% -
6,24 gen 10.58 - -
dec2| 11.01 - 11.01 -0.05%
enc 878 |8.78 0.01% | 7.31 -16.75%
decl| 11.00 |11.00 -0.02% -
.24 gen 11.82 - -
dec2 || 10.96 - 10.96 0.02%
enc 894 1899 0.57% | 7.58 -15.24%
decl| 10.96 |10.98 0.23% -
.24 gen 12.33 - -
dec2| 10.93 - 1091 -0.17%
enc 8.19 |823 047% | 7.04 -14.06%
decl | 10.30 |10.94 6.14% -
©.3,5) gen 1343 - -
dec2 | 10.94 - 1091 -0.34%
enc 7.79 | 7.87 093% | 6.84 -12.19%
decl | 10.90 |10.96 0.51% -
(10.4.6) gen 15.13 - -
dec2 | 10.92 - 10.92 -0.02%
enc 877 | 8.77 -0.02%| 7.32 -16.60%
decl| 10.95 |10.94 -0.10% -
(12,3.6) gen 11.74 - -
dec2 || 10.96 - 1098 0.21%
enc 8.76 | 8.77 0.02% | 7.32 -16.52%
decl| 10.92 |10.96 0.41% -
(16:4.8) gen 11.76 - -
dec2 | 10.94 - 10.90 -0.38%
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Table 4.7: System Throughput: BB-DPG vs. without DPG (in MB/s) (aws1)

(k,m,m’) |stage||BB-DPG| (k,m) code (k,m’) code
enc | 74.45 | 7435 -0.13% | 61.74 -17.07%
decl || 103.24 |106.85 3.51% -

(5.2.3) gen || 29.36 - -
dec2 || 110.95 - 100.52 -9.40%
enc | 71.22 | 77.83 9.28% | 63.04 -11.48%
decl || 101.15 | 29.44 -70.89% -
6,2:4) gen || 33.13 - -
dec2 || 109.40 - 99.84 -8.74%
enc | 81.98 | 80.13 -2.26% | 65.95 -19.55%
decl | 101.81 | 96.70 -5.02% -
8,24 gen || 29.23 - -
dec2 || 108.70 - 94.30 -13.25%
enc | 80.42 | 80.59 0.22% | 67.66 -15.86%
decl || 91.73 | 97.84 6.66% -
©.24 gen || 28.10 - -
dec2 || 107.02 - 97.19 -9.18%
enc | 71.18 | 76.73 7.80% | 65.81 -7.54%
decl 8.99 |29.15 224.10% -
©.3,5) gen || 29.27 - -
dec2 || 96.32 - 96.70 -0.39%
enc || 72.98 | 73.26 0.39% | 44.63 -38.85%
decl || 98.12 | 98.87 0.76% -

(10.4.6) gen || 25.61 - -
dec2 || 99.82 - 96.53 -3.29%
enc | 54.46 | 80.21 47.28% | 66.03 21.24%
decl || 93.79 | 9583 2.17% -

(12,3.6) gen || 29.99 - -
dec2 || 99.48 - 81.70 -17.88%
enc | 74.30 | 77.68 4.55% | 63.74 -14.21%
decl || 89.71 | 9227 2.85% -

(16:4.8) gen || 2991 - -
dec2 || 98.24 - 89.69 -8.70%
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Table 4.8: System Throughput: BB-DPG vs. without DPG (in MB/s) (aws2)

(k,m, m')|stage || BB-DPG| (k,m) code (k,m’) code
enc || 418.52 [426.03 1.79% |368.76 -11.89%
decl || 585.26 [592.08 1.17% -

(5.2,3) gen || 614.81 - -
dec2 || 604.10 - 587.35 -2.77%
enc | 416.14 |440.36 5.82% |335.69 -19.33%
decl || 553.10 [595.18 7.61% -
6.2.4) gen | 611.61 - -
dec2 || 565.71 - 554.02 -2.07%
enc || 440.23 467.38 6.17% |353.81 -19.63%
decl || 552.96 [595.81 7.75% -
.24 gen || 700.06 - -
dec2 || 559.72 - 526.55 -5.93%
enc || 418.44 |443.54 6.00% |405.52 -3.09%
decl || 584.47 [556.65 -4.76% -
.24 gen || 695.96 - -
dec2 || 589.75 - 582.04 -1.31%
enc || 399.33 |437.52 9.56% |326.56 -18.22%
decl || 537.24 |596.72 11.07% -
.35 gen || 702.71 - -
dec2 || 539.57 - 505.01 -6.41%
enc || 385.47 |399.10 3.54% |330.66 -14.22%
decl || 540.22 [558.23 3.33% -

(10.4.6) gen || 673.61 - -
dec2 || 550.37 - 528.06 -4.05%
enc || 455.40 |406.26 -10.79% |380.94 -16.35%
decl || 573.49 [521.97 -8.98% -

(12,3.6) gen || 689.42 - -
dec2 || 584.45 - 573.27 -191%
enc || 430.18 |402.76 -6.37% |361.90 -15.87%
decl || 545.55 [529.48 -2.95% -

(16:4.8) gen || 635.83 - -
dec2 || 554.17 - 538.41 -2.84%
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Figure 4.6: Network performance of 3 system for varying TU size. Dot line indicates the baseline
network speed obtained using iperf

4.9.2 System Throughput Evaluation

We compare the average system performance with two erasure coded system with parameter
(k,m) and that with (k,m’), respectively. Table 4.6 - 4.8 gives the quantitative result of overall
throughput of all three systems and Fig. 4.7 focuses on the write throughput of all three systems,
namely, pi, aws1, and aws2, from top to bottom. It is seen BB-DPG behaves similarly to a (k, m)
code and has higher throughput than (k,m’) code. Comparing the overall throughput in Table
4.6 - 4.8 and coding throughput in Table 4.4, it can be seen that all three systems are bandwidth-
bounded.

We also observed that the performance variation is highly depended on the stability of the
environment. Among the three systems, the pi-based system is the most stable option as there is no
other traffic in the local network. Aws2 system is less stable and aws] is the worst, which can be
observed clearly for code (9,3,5) in Table 4.7. This is likely due to QoS throttle of these low-end

VMs in a shared environment.
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Figure 4.7: System write performance using (k, m) codes, BB-DPG, and (k, m’) codes on (a) pi
based system, (b) aws1: a low-end VM system and (c) aws2: a high-performance VM system.

4.10 Conclusion

We propose a delayed parity generation technique motivated by two scenarios in distributed
data storage systems. This approach can be used to either improve the initial write (commit)
speed, or provide better adaptivity in the storage system. Our result shows using MSR codes in
either setting is unnecessary and the proposed code can accomplish the same functionalities with
a simpler code, a smaller subpacketization factor, and at a lower computation level.

We then generalize the DPG code construction, which we refer to as BB-DPG. BB-DPG allows
more flexibility in optimizing the coding bitmatrices. The encoding throughput showed that BB-

DPG offers a modest computational advantage. A prototype system is constructed, and tested
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on a local platform and two virtual machine based platforms. The results confirm delayed parity

generation can offer fast data write when the system is network (IO) bottlenecked.
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5. SUMMARY AND CONCLUSION! 2

We performed a comprehensive study of the erasure coding acceleration techniques in the lit-
erature. A set of tests was conducted to understand the improvements and the relation among these
techniques. Based on these tests, we consider combining the existing techniques and jointly opti-
mize the bitmatrix. The study led us to a simple procedure: produce a computation schedule based
on an optimized bitmatrix (using a cost function matching the computation strategy and worksta-
tion characteristic), together with the BN and WM (or UM) technique, then use vectorized XOR
operation in the computation schedule. The proposed approach is able to provide improvement
over most existing approaches, particularly when the number of parity is greater than two. One
particularly important insight of our work is that vectorization at the XOR-level using the bitma-
trix framework is a much better approach than vectorization of the finite field operations in erasure
coding, not only because of the flexibility and the better throughput performance, but also because
of the simplicity in migration to new generation CPUs.

We also propose a delayed parity generation technique, which can be used in two scenarios in
distributed data storage systems. By delaying the generation, transportation, and writing of some
parities, 9this approach can be used to either improve the initial write (commit) speed, or provide
better adaptivity in the storage system. Our result shows that blindly adopting MSR codes in either
setting is unnecessary and wasteful, and the proposed code can accomplish the same functionalities
with a simpler code, a smaller subpacketization factor, and at a lower computation level. The
proposed codes can be further optimized in various ways. It should be noted that between the time
that the initial data is written and the full set of parities are written, the system will be operating
with a lower reliability than a system with the full set of parities. The effect of this difference in

reliability in this short window can be quantified using existing models in the literature; see e.g.,

1©2018 IEEE. Partly Reprinted, with permission, from S. Mousavi, T. Zhou and C. Tian, "Delayed parity genera-
tion in MDS storage codes", 2018 IEEE International Symposium on Information Theory (ISIT), June 2018

2©2020 ACM. Partly Reprinted, with permission, from T. Zhou and C. Tian. 2020. "Fast Erasure Coding for
Data Storage: A Comprehensive Study of the Acceleration Techniques". ACM Trans. Storage 16, 1, Article 7 (March
2020), 24 pages. DOL:https://doi.org/10.1145/3375554
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[29].

A generalization of the DPG code construction is then provided, which we refer to as BB-DPG.
BB-DPG allows more flexibility in optimizing the coding bitmatrices. The encoding throughput
was evaluated, and the results showed that BB-DPG offers a modest computational advantage.
We suspect the gain will be more pronounced with more powerful optimization pro- cedures. A
prototype system is constructed, and tested on a local platform and two virtual machine based
platforms. The results confirm delayed parity generation can offer fast data write when the system

is network (I0) bandwidth constrained.
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APPENDIX A

PROOF OF BB-DPG

In this appendix, we prove that BB-DPG satisfies the following three requirements: 1) after
the first stage it can withstand a loss of any m devices; 2) after the second stage it can withstand a
loss of any m/ devices; 3) the second stage parities can be built by accessing only the data and first
stage parities in the last m’ — m stripes. We assume there are k + m’ storage devices, and allow
different patterns of placement of coded symbols in different stripes.

Recover data after the first stage: Notice that regardless the interleaving, with a loss of any
m nodes, each stripe has at least £ symbols remaining. For the first m stripes, we can thus re-
cover all the data, i.e., dV),d®, ... d™), and all the parties p™"), p® ..., p"™) by using the de-
coding and encoding functions of C. In the last m’ — m stripes, if a parity symbol is not lost,

(4)
m+j

then it is in the form ﬁgmﬂ ) +p

(@)
m—+7

where 1 < j < m’ —mand 1 < ¢ < m. Therefore, the

component p is a parity symbol in the first m stripes, and can be eliminated. As a conse-

quence, for the last m’ — m stripes, say stripe (m + j), we also have at least k£ symbols in the

vector (dgmﬂ ), démﬂ ) ,d,im“ ), pgmﬂ ), ﬁgmﬂ N )). Since the code C can recover the

data from any k symbols, the data in the last m’ — m stripes can also be recovered.

Recover data after the second stage: Essentially the same argument as above applies also here,

and we omit the details.

Delayed parity generation: From the data symbols of any tripe in the last m’ — m stripes, say,

(m+j) —(m+j)

the (m + j)-th stripe, the parities (1", Pyyts s - - - , )

! can be generated from d™*7) using
the encoding functions of code C; these are the required second stage (m' — m) parity symbols

@)
m-+J

_(m+j)

for stripe-(m + j). Further notice that p; +p was also read for ¢ = 1,2,...,m and

j =1,2,...,m" — m. However, the component parity ﬁgmﬂ ) can also be computed from the
(m + j)-th stripe’s data symbols d™*7). This guarantees that the last m/ — m parities of the first

m stripes can also be generated.
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