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We extend the three-dimensional SIR model to four-dimensional case and then analyze its dynamical behavior including stability
and bifurcation. It is shown that the new model makes a significant improvement to the epidemic model for computer viruses, which
is more reasonable than the most existing SIR models. Furthermore, we investigate the stability of the possible equilibrium point
and the existence of the Hopf bifurcation with respect to the delay. By analyzing the associated characteristic equation, it is found
that Hopf bifurcation occurs when the delay passes through a sequence of critical values. An analytical condition for determining
the direction, stability, and other properties of bifurcating periodic solutions is obtained by using the normal form theory and center
manifold argument. The obtained results may provide a theoretical foundation to understand the spread of computer viruses and

then to minimize virus risks.

1. Introduction

Computer viruses arose in the 1980s with the widespread
use of Internet in a variety of fields, such as communication,
Internet business, and commercial system [1, 2]. With the
development of hardware and software technology, computer
viruses started to be a major threat to the information
security. Usually, computer viruses can cause severe damage
to the individuals and the corporations by different ways,
including acquiring confidential data from network users,
attacking the whole system, and even causing fatal damage to
the hardware [3]. So the behaviors of computer viruses have
attracted much attention from the fundamental researchers
to the network security professional.

It is well-known that computer virus is a malicious
mobile code including virus, worm, Trojan horses, and logic
bomb [4, 5]. Though different computer viruses vary in
many respects, they all have many similar characteristics
including infectivity, invisibility, latent, destructibility, and
unpredictability [6]. The word “latent” means that the viruses

hide themselves in the computers and spread them in
the Internet through a period of time. Thus, in the construc-
tion of the system, the latent period should not be ignored
[7-9].

Because of a lot of similarities between the computer
viruses and the infectious diseases, many researchers choose
the epidemic models to find out the rule in the computer
viruses [10, 11] and much attention is now paid to the effect
of topological structure of the network on the spread of the
viruses. Among the epidemic models, the SIR, SEI, and SEIR
epidemic models are some of the most famous ones. Inspired
by these epidemic models, the models of the computer virus
have been proposed in recent years [12, 13].

However, some shortcomings of such models arose due
to the inevitable difference between computer viruses and
infectious diseases. Consequently, the results obtained from
the infectious diseases models cannot be carried over to
computer viruses completely. As a result, we need to make
some modifications in order to model the computer viruses.



From the discussion above, we will propose a modi-
fied epidemic model for computer viruses and make some
dynamic analysis on it. Specifically, we will extend the three-
dimensional SIR model to four-dimensional SIRA model.
However, because of the increased dimension, the complexity
of the proposed model increases highly. We will present
several theoretical results for its stability property and bifur-
cation dynamics by the rigorous mathematical analysis.

2. Model Description and Preliminaries

The present model is a modification of the original compart-
mental model [14]. Here, we assume that each node is denoted
as one computer and the total population T can be divided
into the following four groups by the state of each node:

(1) S(#) is the number of noninfected computers sub-
jected to possible infection;

(2) I(t) is the number of infected computers;

(3) R(t) is the number of removed ones due to infection
or not;

(4) A(t) is the antidotal population representing comput-
ers equipped with fully effective antivirus programs
[15].

In the present paper, we use the antivirus distribution
strategy; namely, we convert the susceptible into antidotal,
which is proportional to the product SI and with a controlled
parameter dg,. In addition, the infected computers can be
fixed by using antivirus programs, by which the infected
computers can be converted into antidotal ones with a rate
proportional to Al and a proportion factor given by ay,, or
we let the infected ones become useless and be removed with
a rate controlled by & because of the antivirus cost. Usually,
the removed computers can be restored and converted into
susceptible with a proportional factor o. It is noticed that
all the compartments have the mortality rate not due to the
viruses. Here we assume all of them are the same and are
denoted by the proportion coeflicient p. We further suppose
that the influx rate N represents the incorporation of new
computers to the network.

It should be pointed out that the rate of the conversion
from susceptible into infected ones is called incidence rate.
It has been suggested by several authors that the viruses’
transmission process may have a nonlinear incidence rate.
This allows one to include behavioral changes and prevent
unbounded contact rates (e.g., [16]). In many epidemic mod-
els, the bilinear incidence rate 8SI and the standard incidence
rate BSI/N are frequently used. The bilinear incidence rate
is based on the law of mass action. This contact law is more
appropriate for communicable diseases such as influenza
but not for point-to-point computer viruses. In the paper,
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we introduce the following saturated incidence rate g(I)S
into models, where g(I) tends to a saturation level when I
becomes large:

BI(t-7)
g(I)_l+ocI(t—T)’ M
where SBI(t — 7) measures the infection force of the viruses
and 1/1 + al(t — 7) measures the inhibition effect from the
behavioral change of the susceptible ones when their number
increases or from the crowding effect of the infected ones.
It is noticed that 7 represents the latent period; it means a
fixed time during which some viruses develop in a susceptible
computer and it is only after that time the susceptible one is
converted to an infected one.

Considering all these facts above, we can propose a new
model with an economical use of the antivirus programs:

BS(t—-1)I(t-1)

S=N-ay,SA- — uS + oR,
%sa l+al(t—-1) Horao

. BS(t-1)I(t-

joBSUEDIE=D s,
1+ol(t—-1) (2)

R=081-0R - uR,
A = ag,SA + ap AT - pA.

For simplicity, let agy = a,, a;4 = a,, and ag, + a4 = a,.

3. Mathematical Analysis

3.1. Virus-Free Equilibrium Point. Under the condition of
virus-free, namely, we assume I = 0, there is no need to equip
the computers with the antivirus programs, which means A =
0. Then, bringing the equilibrium point E* = [S§*,I*,R", A*]
into (2), we get

BS*I*

N-aS"A" -
1+al”

—uS* +oR"* =0,

BS*I*
1+al*

—aZA*I*—SI*—yI*=O, 3)

8" —oR" — uR* =0,
aS"A" + a, AT " —uA* = 0.

Based on (3), the virus-free equilibrium point can be
calculated:

N
E, = (S,,I, R, A)) = (;,o,o,o) (4)

The characteristic equation of (2) at E, is given by the
following:
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N,
A+ —Be "
U
N o
det 0 A—;ﬂe)‘+(6+y)
-6
0 0

which equals
A+ ) </\ Nty (54 m)
#

x(/\+a+y)<)t—gal+‘u>

N (6)
=(/\+‘u)()t+a+‘u)<)t—;al+‘u>

X [/X +(6+p) (1 - Koef)”)]

:0)

where K, = SN/u(8 + p).

Clearly, (6) always has two negative eigenvalues A; = —4,
A, = —0 — p and two indefinite eigenvalues A; = (N/u)a, —u
and A, = —(8 + w)(1 - Kye ™). We let K, = a,N/u>.

It is clear to see that if K; < 1 and K, < 1, the other two
eigenvalues must be negative too. So, the following theorem
can be acquired.

Theorem 1. For the system (2), if K, = BN/u(d + p) < 1
and K, = a,N/u* < 1 are satisfied, then the virus-free
equilibrium point E; = (N/u,0,0,0) is locally asymptotically
stable. Besides, if K, > 1, the equilibrium point E, is unstable.

Remark 2. Theorem 1 investigates the local stability of the
virus-free equilibrium point by analyzing the eigenvalues of
the corresponding characteristic equation. We can see that
when viruses do not appear, all computers in the network are
subjected to possible infection.

3.2. Endemic Equilibrium Points. Endemic equilibrium
points are characterized by the existence of infected ones in
the network; that is, I #0. First, we consider the case when
the network has no antidotal node; namely, A = 0. Then, it is
not difficult to solve (3) when A = 0, I # 0 and the solution is

Ey =851, Ry, Ay = 55,1, Ry, 0, ™)

where

__(o+ W) [BN-u(8+p)]
P (o4 4) (8 +u) (B +pa) - fod’

3
-0 a,
0 0 =0, (5)
A+o+u 0
N
0 A—;a1+y
(6+u)(1+aly)
SZ=—,
B
R, = oL, .
o+ u
(8)

It indicates that when K, < 1, I, < 0. Consequently, the
condition K, < 1 can avoid the existence of the equilibrium
point E,.

Another more important case is A # 0 when I #0. Again,
calculating (3) and the endemic point is given by

E; = (83’13’ R3>A3)

:(.‘4_“213 I, 8, Pp-al) _8+/4). ©)

a To+u aay(1+aly) a,

Bringing the E; point into the first equation of (3), this
leads to

BS;1;
1+als

N -a,5;A; - — uS; + oR;

=N-a1“_“213( By -al3) _5+#)
(10)

a aa,(1+al;) a
I —-a,l —-a,l ol
_ Bl H %3—;4‘u 213 ;90
1+ al; a, a, o+u

=0.

Then, we expand (10) and merge the similar terms; we let
I = I, without confusion:

pr(L+ad) + p ] (1+al) + py (u—ayI)

(11)
+py(—a]) (1 +al) =0,
where
pr=aa;N (0 +u), P2 = 3,0,00,
ps=-up(o+u), ps = (0 +p) (pa, +da, — pa,).
(12)



Furthermore, a quadratic equation of the variable I is
obtained:

bI* + bl +b, =0, (13)
where
b, = pa — pyaa,
b, = pia+ p, — p3a + psap — Py, (14)

by = py + pap + papt.
From (13), we have the following result.

Theorem 3. Supposethat$, I, R, A are all positive, and K, > 1,
K; > 1. Then

(1) ifb, = 0and by /b, < 0 hold, there exists unique positive
solution (9) for (3), and I = —by/by;
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(2) when A > 0 always holds, then ifb, /b, < 0 and by/b, >
0, there exist two positive solutions, where Igl) =1, and
Igz) = I_;if by/b, <0, thereis only one positive solution
I, =1, withb, > 0o0rI; =1 withb < 0;if by =0
and b,/b, < 0, there is only one positive solution I; =
_bz/b 5

3)if A = 0 and b,/b; < 0, there is only one positive
solution I = -b,[2b,,

where K, = (B(pu — a,1))/(a,(1 + «I)(§ + 1)), K3 = u/a,l,
A =b; —4bby, I, = (b, + \|b2 — 4b,by)/2by, and I_ = (=b, -
b} — 4b,b;)/2b,.

Remark 4. Theorem 3 mainly focuses on the existence of the
positive equilibrium point of the system. We can see that all
conditions in the theorem are easily verified.

When the equilibrium point E; exists, the characteristic
equation of (2) at the point is

T -t S —At
At+aAs+ Ple " 'BLz -0 a;S;
1 +aly (1+al;)
T -At S -t
det _ﬁL — /—;LZ +a2A3+8+M 0 0213 =0. (15)
L+aly (1+aly)
0 -0 A+o+pu O
-4, A, —a,A, 0 A

Wesetc, = BI,/(1+aly), ¢, = BS;/(1 + aly)’ ¢, = a; Ay +
p,and ¢, = a,A; + 8 + p. For notational simplicity, we use
the (S, I, R, A) in place of E;. Then, the following four-degree
exponential polynomial equation is obtained:

Mrd N +dA +dA+d,
(16)
+ e (dsh® +dgh* +dyA +dy) =0,
where
di=g+cg+o+y,
dy=alAS+ @Al +cyep + (0 + ) (¢ +¢y),
dy =@ AS(c,+ 0+ )+ @AI (¢ +0+ ) + 66 (0 + ),
dy=(o+p) (afc4AS + ajcsAI) +a,a,00Al,
ds=¢ -,
dg=c (to+u)-glg+o+u),
d; = A(a] +a,S) (qa, - ay)
- od + (a6 - 6a) (0 +u),

dg = A(a] +a,S) (qa, — qay) (0 + ).
(17)

Multiplying e*” on both sides of (16), it is obvious to get

J=(A*+d N +dyV +dd+d,) e
(18)
+(dsA® + dgA® + d, A + dg) = 0.

Let A = iw,, T = T, and substituting this into (18), for the
sake of simplicity, denote w, and 7, by w, 7, respectively; then
(18) becomes

4 . 3 2 . ..
(w —idw’ - dyw” +idyw + d4) (coswt + i sin wt)

(19)
+ (~idsw® - dgw” +id;w + dg ) = 0.
Separating the real and imaginary parts, we have
(w4 —dyw’ + d4) COS WT
+ (d1w3 - d3w) sinwt = dyw” - dg,
(20)

(—d1w3 + d3w) Cos WT

+ (w4 —dyw” + d4) sinwt = dsw’ - d,w.
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By simple calculation, the following equations are
obtained:
esw® + egw® + e;w” + e

cosWT = — < : > , (21
w0® + e’ + e,w* + e;w? + ey

e’ + e, + e, + e1,w

sin wt = , (22)

W +e,wb + eyt + e;0? + ey
where
e, =d: —2d,,  e,=-2d,dy+d;+2d,,
e; = —2d,d, + d2,
es =dg —dds, eq =dd; —d,dg + dyds — dg,

e; = d,dg — dsd; +d,dg,

_ 2
ey =dj,

eg = —d,dg, (23)
ey = ds, ey = d,dg — dyds — dy,
e = —d,dg +d,d, — dsd, +d,ds,
ey, = dsdg —d,d,.
As is known to all that sinwt + cos’wt = 1, we get

'+ f7w14 + f6w12 + fsw10 + f4w8 + f3w6

+f2w4 +f1w2 +f,=0,

2 2 2
f7=2e; — e, fo = €] +2e, — €5 — 2egey,
fs = 2eje, + 2e; — 2eses — 2eqe;, — €]
5 = 2€1€; 3 5€6 9€11 ~ €1p>
=2 > +2e, —2ese; —e2 —2 -2
f1=2eje5 + e +2e, — 2ese; — ec — 2ege;, — 2€9€)1,
2
f3=2eje, +2e,e; — 2ese5 — 2ege; — 2e9e, — €y, (25)
fo = 2eje, + e — 2egeq — €5 — 2
2 T 263y T €3 — 28y — €; — 2661,
= 2eje, — 26,64 — €
f1 = 2eseq — 2e5e5 — €7,
_ 2 2
fo=¢,—¢€.
2 .
Denote z = w”; (24) can be rewritten as
8 7 6 5 4
Z + f,2 + o2 + f527 + fyz

+ 22 + fL2° + fiz+ fy = 0.

We suppose that

(H,) (26) has at least one positive real root.

Without loss of generality, we can assume the equation
has I (1 < I < 8) positive real roots, which are represented as
z; (1 <i <I);then w; = +/Z;.

By (21), we get

(26)

6 4 2
i 1 eswy, + egwy + e;wy + eg .

T, = — jarccos| — ; y 5 +2jmy,

Wy wp +e W +ew; +e3w; +ey

i=0,1,....
(27)

From the early discussions, we know that the +iw, are a
pair of purely imaginary roots of (16) with 7. Define

Ty = T,?O = ker}}i'r'l,l} {T]S} S wy = Wy, - (28)
It is noted that when 7 = 0, (16) becomes
Mo+ d X+ dyA +dyd+dy + (dsA +dgA? +dy) + dy )
=N (d, +d) N+ (dy+dg) A
+(dy+d,) A+ (dy+dg) =0.
(29)

By virtue of the well-known Routh-Hurwitz criteria, a set
of necessary and sufficient conditions for all roots of (29) to
have the negative real part is given in the following form:

D, =d, +ds >0, (30)

d +ds dy+d,

D=1 4, + 4,

(31)
= (d, +ds) (d, +dg) = (d5 +d;) > 0,
d+ds d;+d, 0

1 d, +dg d, +dg
0 d +ds; ds+d,

D; =

=(d, +ds) [(d, + dg) (d; +d;) — (d, +ds5) (dy + ds)]

—(d;+d,)’ >0,

(32)
di+ds dy+d, 0 0
D - 1 dy+dg dy+dg 0
471 0 dy+ds dy+d, 0 (33)
0 1 d,+dg d,+dg

=(dy+dg)D; > 0.

If (30)-(33) hold, (29) has four roots with negative real
parts, and therefore when 7 = 0, system (2) is stable near the
equilibrium point E;.

In order to give the main results, it is necessary to make
the following assumption:

() re(2) 4o

dr T=T,

In order to calculate the derivative of A with respect to T

in (18), it is followed by

dA _ oj/or
dr~ 9J/o)

=-(A(A* +d N +dy* +dd +dy) el
x ((41° +3d, A% +2d,A + dy) " + 2™ (39)
x (M +d A+ dyA* +dy) + dy)

+(3d5A? + 2d A+ d,) ) s



thus

(&)
dr
= (41 +3d, 1% + 2d,A + d3) €7 + (3d5)” + 2dgh + d ) )

x (AT (M +di2 + N+ did+dy)) -

= (40 +3d,A* +2d,A + dy ) €'
+(3ds\* +2dgA + d;) )
x (dsAt + dgh> + d, A2 +dg)) ' - %
(35)
When 1 = 1, +iw, are a pair of purely imaginary roots of

(16). Substituting the 7, iw, into (35) and denoting 7, and w,
by 7, w for simplicity, then

(%)

((—3d1w2 + d3) COS WT

A=iw,, T=T,

+ (4a)3 - 2d2w) sin wt — 3dsw” + d7)

-1

X ((d5w4 - d7w2) +1 (—d6w3 + dsw))

(36)
+1i ((—4(03 + 2d2w) cos wT
+ (—3d1w2 + d3) sinwt + 2d6w)
X ((d5w4 - d7w2) +i (—d6w3 + dgw)f1
_r
iw
We setQ = (d5w4 - d7a)2)2 + (—d6w3 + dgw)z,
di\™
Q -Re <E> .
= [(—3d1w2 + d3) cos wT
+ (4w3 - 2d2w) sin @t — 3dsw” + d7]
X (d5w4 - d7w2)
(37)

+ [(—4«)3 + 2d2w) COs WT
+ (—3d1w2 + d3) sin wt + 2d6w]

X (—d6w3 + dsw),

dA dr\™!
sgn{Re(E> T_TO} = sgn {Q-Re(;)

=T, }

Mathematical Problems in Engineering

On the basis of (H,), we can know that the roots of
characteristic equation (16) cross the imaginary axis as T
continuously varies from a number less than 7, to one greater
than 7, by Rouche’s theorem [17]. Therefore, the transversality
condition holds and the conditions for Hopf bifurcation are
then satisfied at 7 = 73,.

Lemma 5 (see [18]). Consider the exponential polynomial
P (/\, e e_h’")

(0)

n

=A"+ pio))t”_l +oeee pflo_)l)t +p
(38)
(1)] e*/\Tl

n

A e 0
e+ [pim)ArFI 4o+ piﬁ’i)t + pﬁlm)] e*ATm’

wheret; > 0 (i = 1,2,...,m) andp;i) i=01,....,mj=
1,2,...,n) are constants. As (1,,T,,...,T,,) vary, the sum of
the order of the zeros of P(A,e™*™,...,e™*™) on the open
right plane can change only if a zero appears on or crosses the
imaginary axis.

From Lemma 5, it is easy to get the theorem.

Theorem 6. Suppose that (H,) and (H,) hold; then

(1) for system (2), the equilibrium point E, is asymptoti-
cally stable for T € [0, 7);

(2) system (2) undergoes a Hopf bifurcation at the E; when
T = 1, That is to say, it has a branch of periodic
solutions bifurcating from the E; near T = 1,, where
7, can be calculated by (28).

Furthermore, we can investigate the stability and direction
of bifurcating periodic solutions by analyzing higher order
terms according to Hassard et al. [19].

Remark 7. 'The analyses above study the existence of the Hopf
bifurcation and obtain the critical value of the parameter 7.
We can apply the theorem into the system; thus, through
changing some parameters, some bad performances of the
model can be avoided.

Remark 8. When weset N = 0,4 = 0,0 = 0,and 7 =
0, the present model can be transformed to the model in
[14]. However, [14] only calculated the disease-free/endemic
equilibrium points and analyzed the stability. This paper
expands the model and makes a detailed analysis about the
bifurcations.

Remark 9. In this paper, we propose a new group called
antidotal population, that is, A(f), which is more reasonable
when we study the computer viruses. It is well known
that when dealing with Hopf bifurcation, the complexity
of computation increases significantly as the dimension of
system increases. Sometimes, it even cannot be calculated,
especially when nonlinear terms SS(t — 7)I(t — 7)/(1 + aI(t —
T)) exist in our system. Partly because of this, the majority
of the literatures published use the traditional SIR three-
dimensional model to study the epidemic model or virus
[7, 10, 20], which has some limitations.
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3.3. Stability and Direction of the Hopf Bifurcation. We have
obtained the conditions under which a family of periodic
solutions bifurcate from the positive equilibrium E; at the
critical value of 7,. In this subsection, the formulae for
determining the direction of Hopf bifurcation and stability
of bifurcating periodic solutions of system at 7, will be
presented by employing the normal form theory and the
center manifold reduction [19, 21-24].

For convenience, let x;, =S —S;,x, =1 - I3, x3 = R—R;,
x, = A— A5 X;(t) = x;(1t), and T = 1, + u; we drop the
bars for simplification of notations. In the light of multivariate
Taylor expansion, system (2) can be transformed into an FDE
in C = C([-1,0],R?) as

x@t)=L,(x)+ f (ux,), (39)

where x(¢) = (x;(t), x,(t), x5(¢), x4(t))T € R* and L,:C—
R, f: RxC — Rare given, respectively, by

L,(¢)

- 0 o -a,S ¢, (0)
_ 0 —c 0 -al ¢, (0)
=@+l o 5 g-u 0 é. (0)
aA a,A 0 0 ¢, (0)
- 5 00 ¢y (-1)
w55 00 || B
0 0 00 ¢y (-1)
= (15 + u) Bi¢p (0) + (75 + u) By (-1),
f(u¢)
= (1o +u)

~1,¢3 (-1) + Ly (-1) ¢, (81) - 3,8, (0) ¢, (0) + hot

L3 (=1) = Ly (1) ¢y (<1) = a6, (0) ¢4 (0) + huo.t
>< d
ay¢y (0) ¢4 (0) + ayb, (0) Py (0)

(40)

where ], = ac,/(1 + al), ], = ¢,/S, and L, is a one-parameter
family of bounded linear operators in C[~1,0] — R*.

By the Riesz representation theorem, there exists a func-
tion 7(0, u) of bounded variation for 8 € [-1, 0], such that

L= JO dn(0,u)¢(©) for ¢ € C'([-1,0],R"). (41)
-1
In fact, we can choose
nO,u) = (1y+u) B8 (0) - (1y+u)B,6 (0 +1), (42)

where §(0) is the Dirac delta function.

7
For ¢ € C'([-1,0], R*), define
%, -1<6<0,
Awe=1 |
J_ldn 0.1)$(©), 6=0, )
o, 0¢[-1,0),
R = {f(w), 6-0.
Then, system (39) is equivalent to
X, = A(u) x, + R(u) x,, (44)

where x,(0) = x(t + 0), for 0 € [-1,0), and x = (x,x,,
x3,x4)T.
For y € C'([0,1], (R*)"), define
v
0 ds
J lqu (t,u)$(-t), s=0.

0<s<1,

A" (w)y = (45)

In order to normalize the eigenvectors of operator A and
adjoint operator A*, the following bilinear inner product is
needed to introduce

(v (s),¢ )

0 (0 (46)
7090 - [ | vE-0amosa

where #(0) = (0, 0).

From the early discussions, we know that +itjw, are
eigenvalues of A(0) and other eigenvalues have strictly neg-
ative real parts; thus, they are also eigenvalues of A*. Define
that

40 = (1, @ g5 ) ¢’ -1<0<0,  (47)

which is the eigenvector of A(0) belonging to the eigenvalue
iTywy; namely, A(0)g(0) = ityw,q(0). Then, we can easily
obtain

iwg + 3 +_cle_iT°w° e % _ -0 a8
T —c e 0% iwg + ¢y — e T 0 a1
0 -0 iwg+o+u 0
-a A -, A 0 iwy
0
0
xq0) =1 ,
0
(48)

Hence, we obtain

1 —iTowy _
iwyc e aaq,IA

2= ; =
1 iw, (iwy + ¢; — e %) + a2IA’

; —iTowy _
6 (za)ocle alaZIA)

= - , (49
& (iwg + 0 + p) [iw, (iwy + ¢4 — e ) + a2IA] (49)
a, A a,A (iwoclef’lr"“’“ - alaZIA)
= — 4+ - .
% iwy —w? (iwy + ¢, — e ™) + iwgalIA



Suppose that the eigenvector q* of A* belonging to the

eigenvalue —ityw, is

q (5) = ;(1) 4y q3» q5)€””", 0<s<l  (50)

Similar to the calculation of (49), we can get

>

: s iTywy 2
. o (za)o G —ce ) +aj AS
; Ty,
—iwyc, e — a,a,IA

9 =

o
(51)

*

£ —iwy + 0+ Y

. . iTyW, 2
a,S  &liw, (lwo -G —ce’ °) + aja,IAS

*
- 2 . LTy, H
wjc e —jwya a, IA

g :
i,

Let {(q",q) = 1; then
(q" (s),q(0))

1 % * %
Z (1+ 4295 + 4395 +9443)

0 0 1 —% =% —x\ —iTyw,(E-0)
I = (L g5 g5, qy)e ™ dn(0)

)

&=0 P
1
x P eiTowofdg
g3
94

1 . . .
= 5(1 +yq, + 439 + 9ady)

01 —% —k —xk iTyw,0 9>

_J = (1, 95> g5 gy)0e™*"dn (0)
-1 p q3
94

{(1+ 045 + 9595 +q.9})

el

+1e 0 (g5 - 1) (¢ + “Cz)]}’

which leads to
p=(1+4q,9; +959; +4944;)

+1e " [(q; - 1) (g +ag)].

In the following, we apply the method in [19] to compute
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On the center manifold €, we have W(t,0) = W(z(t),

z(t), 0), where

W(z(t), Z(t), 6)
3

=2
+ W, (0)2Z + W, (6) Z? + Wi, (6) % N
(55)

2

z
=W,, (0) 5

In fact, z and z are local coordinates of center manifold Q)
in the direction of g and g, respectively. For solution x, € Q,

of (44), since u = 0, we get

z(t)={q", %)
= itywez (t) +q" (0)

x f(0,W (t,0) +2Re [z (t)q(0)]) (56)
= itywez (1) +q" (0) f, (2,2)
L itywyz (1) + g (2,2).
It is noted that
9(z2)=9"(0) f,(2,2)
25 (57)

=2
z z

2
+9n2z + 902? + 9217 +

= 920 5
By (54), we know that
x; (0) = (xlt (), x5 (0), x5 (0), x4 (9))
(58)

(52)
—W(t,0)+2q06)+Z-G(0).

Considering (47) and (55), we have

2
X (0 =z+z+ WP (0) %

-2
+ w02z + W (0) % +o(1z2)),

- v
X (0) = @z + 3,2 + Wy (0) =
EZ
+ W (0) 2z + W2 (0) — o (Iz2)F),

— — z
(53) x4 (0) = quz + q,2 + W (0) =
22
+ W (0) 2z + W (0) — o (Iz2)F),
2

. . z
Xy, (1) = ze " + Ze"™Y + Wz(é) (-1) 5

the coordinates describing the center manifold Q) near u = 0.
2

Let x, be the solution of (39) when u = 0. We define

z()={q"x),

W (£,6) = x,(6) - 2Re [z (1) 9 (6)] .

_ z _
+ WP (-1 zz+ WY (-1) —+o (Iz2)),

(54)
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Xy (

2
i __ z
-1) = zq,e " +Z-q,e™ " + Wz(g) (-1) >

-2
+ WP (1) 2z + W2 (1) % +o(lz2P).
(59)

It follows that

9(z,2)

=q (0) fo(2,2)

|

.
p

T —% —% —k
%0(1’ 94> 43> ‘h)

135, (=1) = Lyxy, (-1) x, (-1) = a;x1; (0) x4 (0) + hoct
=l x5 (1) + Ly, (1) Xy (0—1) — 3%y (0) x4 (0) + hot

ayxy; (0) x4 (0) + ay x5 (0) x4 (0)
[ (1= gz ™™ + 1 (@ — 1) goe ™™
+a, @’I —1)q, +a, (éf{ - é;‘) ‘12‘14] z’
+ [l (1-g;) Q§ Ao +1,(q; - )%62%%
+ay (@ - 1), +a, (@3 - 3,) 3,d,) 2°
+[L(1-4;)29,9, +1,(q;, - 1) (9, + q,)

+a (EIZ - 1)(qs +ZI4)
+a, (éZ - q;) (‘b@; + 62‘14)] zz

+[h0-3)
x (2g,W] (-1) e + G, W) (-1) ™)
+ lz (qz - 1)
_i 1 ;
x (W e 4 W (1) e
1_ (1) iTyw,
+ quwzo (-De
+ W( ) *ifowo)
> (-De
+a (éZ -1)

x( @ (0) + wzo 0)

+= q4 o) (0)+ g, (0)>
t+a, (éZ - q;)

1_
x (qufi“ (0) + - 3,Wyq (0)

o1 q4 D (0) 1 g, W2 (0))]

2—
><zz+---}.

(60)

Comparing the coefficients in (57) with those in (60), it

follows that
27, —2iTyw,
gzozTo[ (1 %)qz z
p
+1 (ﬁ; - 1) ‘be_z%wo +a (EZ - 1) 94
+a, (éi - é;‘) ‘12‘14] >
27 =2 2iTyw,
gozzTo[l (1-9,)q, se”
p
+1, (g5 - 1) g™
+ay (@ - 1)q,+ @, (@ - 3) ) »
7,
=3 2L (1-45) 29,9, + 1, (@5 = 1) (42 + )
+a (éZ - 1) (‘14 + Z14)
+a, (9 — q5) (029, + 92494)] >
27y
g = =2 [1,(1-3))
21 5

X (2q2W1(f) (-1) e—iTowo + q2W2(§) (-1) ei‘rgwo)

+1 (ZI; - 1)

_ 1 i
x (WP e s Jwi (1) e

1 . .
STWE D+ g,W) (D e )

+ay(q, - 1)
x (Wﬁ” (0) + %WZ({,*’ (0)
a0 a )
+a,(q; - 3,)
x (W O+ 33w ©

1_
+EQ4W2(§) (0) + ‘14W1(12) (0))] .

(61)

Since the W,,(0) and W;,(6) exist in (61), we need to

compute them. From (44) and (54), we have

W=x-29-2-q
= Ax, + Rx, — [itow,z + 4" (0) f, (2,2)] q

~ [-itywez +q* (0) £, (z.2)]
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= A(W +2Re(zq)) + Rx,
—-2Re[q" (0) f, (2,2) q] — 2 Re [iTywyzq]

- {AW—2Re[q* 0) £, (2,2) q(0)], -1<6<0,
AW -2Re[77(0) fy (22)q(O)] + £, 6=0,

2 AW + H (2,2,0),

(62)
where
z? z
H (z,z,0) = Hy, () 5 + Hy, (0) zz + Hy, (0) 5 +oeee
(63)
Substituting (55) and (63) into (62), we get
. z2
W = (AW, + Hy) 5
(64)

+ (AW}, + Hyp) 2z + (AW, + Hy,) % oo,
Taking the derivate of W with respect to ¢ in (55), we have
W =W,z + Wz

2
_ z .
= (W20Z+ Wiz + w30_2 + "')(1Towoz+9)

+(Whz+Wpz+-) (—itgwyz + g) (65)
= iTyw Wy 2" + 2Z (iTywy Wy, — iTywoWy,)
— ity W2 + - .
Then, together with the two above equations, we obtain
AW, + Hy = 2itywy Wy, AW, +H,;; =0. (66)

By (62), we know that

H(Z>z>0) =-99 (6) _gq(e) +th

2 -2
z _ z
= _<9207 +9112Z+902? +"‘>‘1(9)

- _
—(gzo?+g11zz+g02?+~~>q(0)+th.
(67)

We know that when -1 < 6 < 0 Rx, = 0, comparing the

coefficients of the z%, zZ in (63) and (67), respectively, we can
find

Hy (0) = =9209 (0) ~ 90,9 (9) »

(68)
Hy; 0) = -9119(0) - 9,,9(0) .

Mathematical Problems in Engineering

Combining (66) with (68), it follows that

W (0) = 2itewy Wy (0) + 9209 (0) + 94,9 (0),
Wi, 0) = 91,9 0) + 9, 0), (69)
-1<6<0.

We solve (69) and get the solutions in the following form:

i ITow,
Wy, (0) = _1920 q(0) ™’

0Wo

_ Y02 q (0) e—i‘rgwo@ + EleZirngO
. b
3iTyw,

(70)

WH (6) — 9 q(O) eiTOwUG

1T W,
— &q (0) e’ifowoe + EZ‘

iTyw,

Next, we consider (66) again when 0 = 0; we can see that

0
AW, (0) = L 1 (6) Wi (0) = 2igogWap (0) — Hiyy (0),

0
AW, 0= [ dn(©W,, ©) = -H,, 0.

(71)
Furthermore, from (62) and (63), we have
H,, (0) = =950 (0) — 9,9 (0)
11429_2”0% - lz‘]ze_ZiT"wO N
+21, _llqge_ZiTuwo + lz‘]ze_ZiTOwu N
0
s T B9,
(72)

Hy, (0)
=-9119(0) - g,,9(0)
211|‘12|2 ~bL (g, +9,) — a1 (94 +qy)

2 _ _
+T, “2L|go|" + 1 (42 +G,) — @ (928, + 3,94)

0
a1 (94 +44) + a2 (929, + 9594)
(73)
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Substitute (70) and (72) into (71) and notice that = 2iTywyE,
0 i 26—21'10(00 —1 e—ZiTUwO —a
(iTO(,()OI _ J el‘L'owo9d’7 (6)) q(o) =0, 19> 242 194
-1 ) .
0 (74) - 21, ~Lgye N + Lpe M — ayq,q, ,
(—iTO(UOI - J e " dy (9)) q(0)=0.
-1 0
aq, +a
It is easy to yield 194 ¥ 2D
(75)
0 i, 0
J dn (6) E e which leads to
-1
. —2iTyw, —2iTyw, -1
2iwy + ¢ + e T e T -0 a,;S
B =2 —c e HT% 2iw, + ¢, — e, HY 0 a,1
! 0 - 2iwg+o+u 0

-a,A -a,A 0 2iw,

. . (76)
1151226:22_”0“)0 - lz‘lzejﬂwo — a9,
_llqze 1TyWy + lz‘be 1ITywy __ a2q2q4 a ZMIIMZ
0

419y T 0929,

By the similar way we can get the E, as in the following:

-1

Ggte o -0 aS

B - g-¢ 0 al
2 0 -5 o+u O
-aA -a,A 0 0

211|‘122|2 ~L(q,+ %) -a,(q, +ﬁ4)
x “2h|a|" + L (9 +9,) — & (029, + 9,94)
0

a, (qq +4y) + a5 (929, + 9,94)

Thus, we can calculate the W, (0) and W, (6) from (70).
Consequently, g,; in (61) can be received. Then, we need to

compute the following parameters [19]:

i

|902|2 + 9

3>7’

B, = 2Re{C, (0)},

C,(0) = (gzogu - 2|g11|2 -

275w,
_ Re {C, (0)}
T T Re N ()]

_ Im{C, O} + gy Im {I (xo)]
27 ToW, ’

which determine the characteristic of bifurcating periodic
solutions in the center manifold at the critical value 7,. More

details are given in the following theorem.

Theorem 10. Under the conditions of Theorem 6 one has the

following.
(1) u = 0 is Hopf bifurcation value of system (39).

(2) The direction of Hopf bifurcation is determined by
the sign of w,: if u, > 0, the Hopf bifurcation
is supercritical; if w, < 0, the Hopf bifurcation is
subcritical.

(3) The stability of bifurcating periodic solutions is deter-
mined by B,: if B, < 0, the periodic solutions are stable;
if B, > 0, they are unstable.

(4) The sign of T, determines the period of the bifurcating
periodic solutions: if T, > 0, the period increases; if
T, < 0, the period decreases.

(77)

4. Numerical Example

In this section, we will present some numerical simulations
for verifying our theoretical analysis. Our example involves 9
parameters, including the delay 7.

(78) Case 1. Consider g, = 0.025,a, = 025, 0 = 0.8, a =
05 8 = 058 = 04, 4 = 02,and N = 0.2. In this
example, according to Theorems 1 and 3, the system in Case 1
only has one reasonable equilibrium point [1, 0, 0, 0] and this

(79)  equilibrium is locally asymptotically stable with arbitrarily z,

because K, = 0.8333 < 1, K; = 0.1250 < 1, K, = 0.6009 < 1,
and K3 = 0.5621 < 1. When welet T = 0.5, with the randomly
chosen initial value [0.6145 0.5077 1.6924 0.5913], the
time response curves are shown in Figures 1 and 2.

Case 2. Consider a; = 0.025,a, = 0.25,0 = 08, ¢ = 1,
B =438 =03 u =01 and N = 0.2. We can calculate
that K, = 1.7838 > 1, K5 = 1.0653 > 1, D, = 2.3180 > 0,
D, = 43667 > 0, D, = 2.1135 > 0, D, = 0.0711 > 0, and
T, = 2.3581; we can see that all conditions of Theorem 6 are
satisfied; thus, it is easy to obtain the following results.



12

1.6 T T T T

1.4 r‘!\
1.2
|
0.8 |;
|
0.6 p
\
0.4

0.2 -

-0.2

0 20 40 60 80 100
t

X - X3
X - Xy

FIGURE 1: All components of the system converge to the equilibrium.

1.5

1.4

1.3

1.2

1.1

0.9

08}

0.7 |

0 10 20 30 40 50 60 70 80 90 100

— X

FIGURE 2: The first component of the system converges to 1.

When 7 € [0,7y), there is only one positive
equilibrium  point  [0.2454 0.3755 0.1252 1.2540],
which is asymptotically stable. In simulation, we choose
[0.255 0.38 0.11 1.24] asinitial values; when 7 = 2 < T,
the simulation results are Figures 3 and 4; the system in Case
2 undergoes a Hopf bifurcation at the equilibrium point
when 7 = 2.3581 = 7, as shown in Figures 5 and 6.

Furthermore, when adopting Theorem 10, it is easy to
acquire more details about the bifurcating periodic solutions.
By (79), we can compute that C,(0) = —4.1125 — 4.2861,
i, = 43.8461 > 0, B, = —8.2251 < 0, and T, = 7.8990 > 0.
Hence, by Theorem 10, we know that the bifurcating point is
supercritical, the periodic solutions are stable, and the period
increases.
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0.27 T T T T T T T

0.265

0.26 |
0.255 |
0.25 |
0245 |
0.24

0.235

0.23

0.225 H

0.22

0 20 40 60 80 100 120 140 160

— X

FIGURE 3: The first component of the system converges to 0.2454.
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12+ R

0.8 + 1
0.6 1
0.4 P 1

Qg L |

X1 —- X
——— X — X

FIGURE 4: Other three components of the system converge to
[0.3755 0.1252 1.2540].

5. Conclusions

In this paper, a modified SIRA model with time delay
and nonlinear terms has been proposed, and sufficient
conditions on the existence of the virus-free and endemic
equilibrium points have been derived. We also obtained
several results guaranteeing the stability of the equilibrium
and the occurrence of the Hopf bifurcation at the critical
value. By using normal form and center manifold theory,
the explicit formulae which determine the stability, direction,
and other properties of bifurcating periodic solutions have
been established. Numerical simulations have been presented
to verify the accuracy of our results. The present model
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0.28

027} ” ﬂ

0.26

0.25¢

X1

0.24

ST

0.21 1 1 1 1 1 1 1
0 20 40 60 80 100 120 140 160

t

— X

FIGURE 5: The first component oscillates as a periodic solution.

: v
0.11 0.35 036 ¥

FIGURE 6: The system undergoes a Hopf bifurcation.

can be extended to formulate the more general network for
computer virus spread.
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