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ABSTRACT

Additive manufacturing or rapid prototyping is continuously gaining popularity within and

outside the research community. Due to its growing applications and technical and economical ad-

vantages over conventional machining, additive manufacturing is being used even to manufacture

critical components in aerospace and automobile industry. As a result, there is also an increase in

counterfeiting in this technology which can pose a threat to proprietary parts.

This research work deals with authenticating 3D printed parts by comparing the quality of the

parts with the precision and bias of 3D printers. The idea is to be able to differentiate between the

error distributions of two printers so as to authenticate the parts printed on them. Therefore, the

primary research goal of this work is to be able to quantify the differences in error distributions

across different printers and characterization of printers. The key challenge is that it is difficult

to robustly quantify the difference between two printers simply by comparing their coordinate

error distributions. To address this challenge, we introduce a novel topological transformation

based on the principle of Voronoi Tessellation, called SplitCode, that exaggerates the differences

in coordinate error distributions, thereby, enabling us to better differentiate two given printers

quantitatively. Consequently, the method leads to a robust authentication of 3D printed parts.

In this work, through numerical simulations we study the effect of varying mean and standard

deviation of error distributions on topological transformation. We find out that maximum exagger-

ation of the difference between error distributions is achieved on using length, angle and midpoint

location to represent the split edge. We present a methodology for quality assessment and authen-

tication and study the effect of different known distributions on authentication. On validating our

scheme numerically, we learn that application of SplitCode improves accuracy of authentication

between printers with same bias but different precision.

Finally, experimental results show that authentication is possible between two printers with

different biases both before and after application of SplitCode. However, authentication of lower

quality parts printed on the same printer but at different speeds is influenced by the nature of error
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distributions of the printer and the print. In certain cases, application of SplitCode is required for

authenticating prints that have same bias but different precision. The results of both simulated and

experimental studies show that when the quality of the part changes and the problem is to identify

a lower quality part, application of SplitCode results in better authentication. This highlights the

quality-centric approach of authentication. This research work also offers various opportunities of

further exploration in terms of part design, algorithm of SplitCode, imaging and post processing

methods and statistical variations.
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1. INTRODUCTION

As Campbell et al. highlight in their work, "Additive Manufacturing is perhaps at the point

of the earliest development of personal computers or at the beginnings of the Internet and World

Wide Web" [1]. The first 3D printer was developed by Charles W. Hull of 3D Systems Corporation

in 1984. At that time, 3D printers were either very expensive and offered high capabilities or

they were designed to do the ordinary at a lower price [2]. Therefore, it was not until recently

that the cost associated with 3D printing reduced to the extent that a wide variety of industries

adopted it [3, 4]. Many industries including aerospace[5, 6, 7], automotive[8] and medical industry

[9, 10, 11] welcomed additive manufacturing (AM) because of its ability to produce faster with

more accuracy and at lower cost [12]. Currently, AM is being used to produce critical components

in these industries [1]. Because of the advantages offered by this technology, it is expected to grow

more than double the size in the next five years [13].

As the range of applications of 3D printing is widening [14], it is natural to expect threats

such as theft of technical data, counterfeiting, sabotage for additively manufactured parts [15].

These attacks have the potential to cause economic losses to both small and large businesses. In

order to prevent this, authentication of additively manufactured parts is of critical significance. In

this thesis, we introduce a quality-centric authentication method to prevent counterfeiting at the

manufacturing level.

Our approach is based on the principle of exaggeration of the coordinate errors that is (1)

present in all 3D printers and (2) is usually different across printers. We characterize 3D printers

by characterizing the precision and bias of the printers. Precision and bias of a printer can be

estimated from the error in the part printed by the printer with respect to its CAD model. However,

it might not be always possible to differentiate between two printers by directly comparing their

error distributions because of inconsequential distinction between the two printers. To address

this challenge, we propose a novel technique called ’SplitCode’ that topologically transforms the

error distributions of printers by application of Voronoi tessellations and exaggerates the difference
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between two printers. This allows us to assess the quality of the parts and compare it with the error

distributions of printers. Consequently, this method enables us to achieve better authentication for

additively manufactured parts.

1.1 Additive Manufacturing and its Advantages

Additive manufacturing (AM) is a process of manufacturing three dimensional objects in a

layer-by-layer fashion based on a CAD model [16], [17]. Over the years multiple techniques of AM

came into existence. Some of the most commonly used techniques are stereolithography, selective

laser sintering and fused deposition modeling technique [2]. Although AM cannot completely

replace conventional manufacturing processes, it has several advantages over it[15].

AM processes involves less time and cost penalties [17] and the required startup cost is also

less as compared to conventional machines. There are fewer restrictions on the design and we

could produce any complex shape that could be very difficult to machine [2]. Just - in - time

and on - demand production is also possible as manufacturing lead times are reduced [16]. Thus,

AM helps new designs to reach market quickly. This technology also enables mass customization

without involving much cost and time [18]. Overall, AM could be very useful for manufacturing

some complex parts with just little human intervention. Due to several technical and economic

advantages, AM has gained popularity in the past and continues to grow further.

1.2 Applications of Additive Manufacturing

AM is being used in major industries such as aerospace, automotive, and medical industry

for producing critical components. AM has enabled production of light weight structures in both

the aerospace and automotive industry [17]. Space X used additively manufactured engine cham-

bers in the Dragon spacecraft [19, 20]. General electric also made 3D printed structural parts that

weighed 80% lighter than conventional parts [21]. NASA first used fused deposition modelling to

create support structures in their COSMIC-2 (Constellation Observing System for Meteorology,

Ionosphere, and Climate-2) mission that were exposed to the space environment [22]. Later they

continued testing of AM in zero gravity environment to be able to provide on-demand manufactur-
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https://d2n4wb9orp1vta.cloudfront.net/cms/SatellitetoUseAdditiveManufac
turedComponentsDirectlyExposedtoSpace-.JPG;width=860;format=webp

Structures exposed to space 
environment

Complete exterior of an automobile Medical Device

Figure 1.1: Applications of Additive Manufacturing Process in aerospace, automotive and medical
industry.

ing for astronauts [2].

AM is a great attraction in automotive industry as it can be used for communicating and validat-

ing design through prototyping [23]. It can also be used to produce manufacturing tools and jigs,

fixtures [24]. However, it is not just used for prototyping but also for producing functional compo-

nents and reproducing difficult to find components[25]. Some of the applications of 3D printing in

the medical industry are bio-printing of tissues and organs, making customized implants and pros-

theses and creating anatomical models for surgical preparations [26, 27]. 3D printing also provides

creative opportunities in architecture like building from recyclable materials[28]. Thus, AM has a

wide range of critical applications and the market is still growing[29].

1.3 Security Issues in Additive Manufacturing

Increasing demand for AM has led to an increase in the security risks associated with AM.

While these may not affect educational and prototyping applications of AM, they pose a serious

threat to domains where the failure of even a small part may cause severe loss of profits (and in

some cases, life).[16]

As such, there are several possible ways of introducing security risks in the AM process. Poten-

tial ways in which that be achieved is by stealing design or printing data, and sabotaging. Not only

that, these risks can be introduced at multiple steps in the AM process including designing, slic-

ing, and printing. AM is a multi step process combining both automated and manual workflows.

The process begins with designing a computer-aided model of the part to be printed and storing
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Figure 1.2: Potential attacks in the Additive Manufacturing Process.

design in a format that is compatible with 3D printers, such as STereoLithography(STL), Additive

Manufacturing File(AMF) and 3D Manufacturing Format(3MF). This design is then sliced in a

slicer software into multiple layers that can be printed. At this time other parameters of printing

like the speed, infill type, infill percentage, material and temperature are also selected according

to requirement. This information is then used to create a G Code with commands to control the

position of the printing nozzle and the bed. Simultaneously, printing material is fed in the printer

to prepare it for printing and the printing is started. After printing, the part is post processed to get

a finished product. Yampolskiy et al. and Chen et al. [16, 21, 30], discussed in their work about

how any one or multiple of these elements in this process could be compromised and manipulated

to cause a threat to the end product.

At the very beginning of the process, CAD model could be stolen or the design could be edited

resulting in either faulty end product or counterfeiting [31]. The slicer software could be bugged

to change the settings of printing resulting in poor quality parts. Then the G Code could be altered

to control the printer movement or the printer could be attacked. Printer movement could also

be tracked and reproduced to manufacture fake parts. Material of printing could be replaced by
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a lower quality material. And lastly, the finished part could be sabotaged or used for reverse

engineering a lower quality and cheaper part. These attacks are categorized in two main groups -

theft of technical data[30, 32, 33, 34] and sabotage [16, 35, 31, 36]. Theft of technical data gives

rise to counterfeiting in this technology resulting in lower quality end products.

1.4 Counterfeiting in Additive Manufacturing

Counterfeiting aids production of sub-quality end products. Counterfeiting can occur at various

levels in the 3D printing process [37, 38]. It can take place at the designer level where counterfeiter

acquires access to the authentic CAD model and uses it to manufacture a spurious part [39]. Or it

can take place at the manufacturing level where the manufacturer prints the authentic CAD model

on an unauthentic printer or on the authentic printer at higher speeds. Both these cases result in

end products which are of lower standard in terms of precision and quality as compared to the

authentic parts. This eventually leads to failure of additively manufactured parts, economic losses

and endangered human lives. Even aerospace, automotive and medical industries have suffered

great losses due to counterfeiting[40]. Hence, it is important to identify attempts of counterfeiting

and minimize the losses caused by it. Researchers have extensively explored this problem and

introduced several authentication methods.

1.5 Authentication methods in Additive Manufacturing

Some of the existing authentication methods utilize external appearance of printed parts for

surface tagging while others take advantage of the inner structure. Technique proposed by Harrison

et al. [41] is an example of the former. They presented barcodes in the form of physical notches on

the surface of the printed part. When the barcodes are swiped by fingernails, they produce specific

sound waves. These sound waves are later used for authenticating parts. However, such methods

affect the appearance of the 3D printed parts [42].

Later Gupta et al. [43] proposed a method of introducing additional features in the internal

structure of the printed parts. Because of these features the quality of the part is maintained only

when specific printing conditions are met and in all other cases quality degrades. The disadvantage
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of this method is that poor quality of 3D printed parts cannot be measured directly. It can only be

detected when the part fails prematurely. On the other hand, Chen et al. [44, 45, 46], discussed

embedding of QR codes in the part by diving the code into multiple layers. This helped to eliminate

the effect of additional features on the mechanical properties of the 3D printed part. This methods

could only be applied to part with high infill percentage and also demanded designing of each part

individually.

For authentication in lower filled part, Kubo et al. [47] presented a method of using resonant

properties of objects. In this method, 3D printed parts are assigned unique resonant properties by

changing their internal structure. The change in the internal structure is captured with acoustic

sensing. This can be used to differentiate parts even if they have same external appearance. They

later extended their work by using printing conditions directly to create unique resonant properties

which reduced the effort of 3D modeling every part separately[48].

In 2018, Li et al. made an important argument [49] that 3D printers possess unique fingerprints

resulting from its hardware imperfections. In their work, they modelled a connection between

the fingerprints and the texture on the 3D printed parts. Similarly, Dogan et al.[50] utilized the

patterns appearing on the 3D printed objects due to slicing instead of adding extra features to the

part for authentication. The patterns appear to be varying with varying slicing parameters. Some

authentication methods involve complex designing or require use of advanced technology [51, 52].

This limits their application in everyday situation [50]. Taking inspiration from these works, we

propose a method called SplitCode to address some of the existing challenges.

1.6 Overview of SplitCode

In order to identify if a 3D printed part is printed on a given 3D printer, our approach is to

compare the quality of the part with the precision and bias of the 3D printer. To quantify the

quality of a given part we measure the positional errors in the part with respect to the ground

truth, that is its ideal CAD model. Due to mechanical imperfections of the printer, there will be

some error in the part printed by the printer. Positional errors measured in multiple parts printed

on a given printer generates a reference error distribution for that printer. This error distribution
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is unique to every printer as it is indicative of the precision and bias of that particular printer.

The overarching idea is to differentiate between error distributions of two printers so as to be

able to determine if the positional errors in a given printed part come from the same distribution

as that of the reference printer’s error distribution. However, it might not always be possible to

quantify the difference between two error distributions. Hence, we first want to exaggerate the

difference between coordinate error distributions of two printers. Our approach to deal with this is

based on the principle of Voronoi Tessellation as it offers a method to achieve this exaggeration by

exaggerating the coordinate errors present in 3D printers.

1.7 Overview of Thesis

The thesis is organized into four main parts. In Chapter 2, we introduce a novel topological

transformation technique called SplitCode. We start by describing the algorithm of SplitCode in

detail and see how using this technique we can exaggerate the difference in error distributions of

two printers and characterize printers. We then discuss the design of scheme. We present a sys-

tematic study for selecting the most useful representation of the split edge that gives us maximum

exaggeration between two error distributions. In Chapter 3, we propose a methodology for quality

assessment and authentication of additively manufactured parts. We also validate our theory nu-

merically and study the effect of different known distributions on authentication. We see how to

apply our method to real applications through some physical experiments in Chapter 4. Finally,

in Chapter 5, we summarize our contributions and discuss some of the future implications of this

research work.

7



2. SPLITCODE: Algorithm and Design of Scheme

2.1 Introduction

Our approach for assessing the quality of print and authenticating a given print is based on

comparing topological noise of printers. Each printer carries some inherent characteristics result-

ing from its mechanical components such as motors and nozzles. These characteristics are unique

to every printer. Whenever any part is printed on the printer, the printer characteristics are passed

on to the printed part in the form of errors or deviations. Thus, each part printed by a printer carries

a unique fingerprint associated with that printer.

Usually, while embedding information in 3d printed parts, the attempt is to either minimize

the errors in printing or to introduce additional controlled errors. In our work, instead of trying to

eliminate these errors or introduce new errors, we utilize the existing coordinate error distribution

of printers for identifying if a given test print is printed on the given printer. In order to do this,

first task is to obtain coordinate error distributions of the printer and the test print.

2.2 Generation of Error Distributions of Printer and Test Print

Coordinate error distribution denotes the error in the location of features printed by the printer

with respect to their ideal CAD locations. This error is representative of both bias and precision

of the printer. As shown in Figure 2.1, to generate error distributions we start with a part design

consisting of some features where error can be measured. Here, we design a part with circular

Ideal CAD 
Image

Image of 
Printed Part

Center of hole detected 
in Image of Printed Part

Comparison with 
CAD Image

Error DistributionPrinted Part

Ideal Circle

Figure 2.1: Generation of error distribution of a printed part.
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Printer A Parts Printed on 
Printer A

Error distribution 
of Printer A 

Unknown Printer
Test Part

Same 
Distribution?

Error distribution 
of Test Part 

Figure 2.2: To find if the test print is printed on the reference printer, we compare the printer’s
reference error distribution and the test error distribution to see if they belong to the same distribu-
tion.

holes. We then print this design and take multiple images of the print. Our next job is register the

image of the CAD model on the captured images of the print and detect the centers of the circles

in both the images. Because of the noise in printer there will be some error between the centers of

the holes detected in the print and the centers of the holes in the ideal CAD image. Error generated

while printing multiple such holes gives us the error distribution of that print. Here, circular holes

and the centers are just an example of the features that can be used to measure error. We can

substitute them with other features like corners of square holes.

When multiple prints of this CAD design are printed on a given printer (pA), these prints act

as the reference prints of the printer. Error measured in all the prints contribute to the reference

error distribution of the printer (pA). Therefore, coordinate error distribution of any printer can be

achieved as we compute errors in multiple parts printed by the printer and compare it with the ideal

CAD image of the part. Similarly, if we have a test print (tA) printed on an unknown printer, error

measured in the test print gives us the test error distribution.

9



Domain

Voronoi Cell

Voronoi 
Vertices

Voronoi Edges

Voronoi Sites

Valency = 3

Figure 2.3: Voronoi Tessellation.

2.3 Broader Goals and Challenges

If we want to find out whether the test print (tA) is printed on the reference printer (pA) or not,

we need to determine if the reference error distribution of the printer and the test error distribution

belong to the same distribution. So the primary research goal is to first be able to quantify the

difference between error distributions of two printers and characterize the printers. The idea is that

if we are able to differentiate between two printers i.e. differentiate between error distributions of

two printers, we would also be able to authenticate parts printed on the two printers.

The key challenge here is that error distributions of some printers could be similar to each other

and it is difficult to differentiate between them just by comparing them with each other. To address

this challenge, we first aim to exaggerate the differences between two error distributions. Here, we

make a critical observation that Voronoi tessellation can be effectively used for this purpose as it

offers a method to achieve this exaggeration.

2.4 Voronoi Tessellations

Voronoi tessellation or Voronoi diagram (Figure 2.3) [53, 54] is the result that we get when a

2D space is decomposed into smaller regions based on some seed points, such that every point in
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4 valence Voronoi 
vertices

Square grid

Figure 2.4: Grid of Voronoi sites generating a grid of quad cells.

a given region is closest to its corresponding seed point in that region. In the Voronoi diagram, 2D

space is called the domain, seed points are known as Voronoi sites and the small regions are called

Voronoi cells. Two other features of the Voronoi diagram are the straight line boundaries of the

Voronoi cells known as Voronoi edges and the points where the edges meet each other called the

Voronoi vertices. An important characteristic associated with Voronoi vertices is their valency. For

example, when three edges are incident on a vertex, the valency of the vertex is three and when

four edges are incident on it, the valency is four.

2.5 Topology Change in the Voronoi Diagram

When Voronoi sites in a given Voronoi diagram start moving, naturally the shape of the Voronoi

cells change, but in addition to that, change in topology also occurs. Some of the Voronoi edges in

the diagram collapse into four valence vertices and then again the four valence vertices split into

edges. This concept is called vertex splitting. The topology change occurring in the Voronoi dia-

gram due to change in the location of the sites is the reason why we consider Voronoi Tessellation

as the solution for achieving exaggeration between two error distributions.

If we consider a grid of Voronoi sites in a 2D domain and compute their Voronoi diagram, we

get a grid of quad cells where all vertices have valency four as shown in Figure 2.4. Now when

11



Figure 2.5: Change in topology occurring as four valence vertices split into Voronoi edges.

we move either one or more of these sites from their original location in the grid and compute

their Voronoi diagram, we do not get a grid of quad cells (Figure 2.5). As the Voronoi sites are no

longer arranged in a grid, four valence vertices split into edges. This means that Voronoi diagram

is sensitive to even minor changes in the arrangement of Voronoi sites and these minor changes

are exaggerated through change in topology. Hence, we use Voronoi tessellation for topological

transformation of coordinate error distribution of printers and printed parts.

2.6 Algorithm

The first step towards characterization of printers is topological transformation of their coordi-

nate error distributions. In order to do so, we go through the following steps:

Step 1. We start with four points arranged along the vertices of a square inside a bigger

square of same orientation. The four points act as Voronoi sites and the bigger square serves

as the domain for Voronoi computation.

Step 2. We divide the domain into four Voronoi cells by computing Voronoi diagram for the

four Voronoi sites. Since the Voronoi sites are arranged along the vertices of a square, the

resulting Voronoi cells are also squares giving us a grid of quad cells. The center of this grid

is referred to as the center point and the valency of this Center point is four.

Step 3. We then consider the coordinate error distribution of a printer and translate it to

each of the four Voronoi sites treating these sites as the origin for the translated distributions.
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Figure 2.6: Topological Transformation

Thus, we get four translated distributions with same standard deviation but different mean

locations.

Step 4.We then sample one point each from all the four translated distributions giving us

four new Voronoi sites which are no longer arranged along the vertices of a square.

Step 5. In the final step, we again compute the Voronoi diagram for the newly sampled

Voronoi sites. As the new sites are randomly located in the domain, the domain gets decom-

posed into four unequal Voronoi cells as oppose to a grid of quad cells. Consequently, the

four valence center point in the grid splits into a line with three valence endpoints when the

Voronoi sites are displaced. This line is known as the Split Edge.

This whole process is called Topological Transformation. Through this process we transform the

printer error distribution into a split edge.

It is important to note here that even small changes in the location of the Voronoi sites can be

very easily detected and accurately captured in the resulting Voronoi tessellation. This is possible
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because of the topology change occurring during the transformation process. In this case, we

observe topology change as the center point, a four valence point splits into the split edge. Hence,

we utilize the Split Edge as our leading point for further work.

2.7 Evaluation Metric

As the split edge is indicative of the printer error, we utilize it as the basis of our evaluation.

Hence, it is important to first parameterize it.

Any straight line in 2D space can be completely defined with any of the following combination

of parameters:

1. The length of the line and angle with respect to the horizontal axis along with the location

of its midpoint

2. The location of two endpoints of the line

Here, the location of the midpoint and endpoints can be expressed either in cartesian coordi-

nates or in polar coordinates. In polar coordinates, the midpoint can be represented by the length

and angle of the line joining the midpoint to the origin. The endpoints can also be represented

as the length and angle of the line joining them and the origin. Similarly, we can use different

parameters for completely defining the split edge.

2.8 Design of Scheme

2.8.1 Parameterization of the Split Edge

Our first objective is to find the most useful combination of parameters for defining the split

edge. We want to select the one which provides maximum and meaningful exaggeration of the

differences in coordinate error distribution of two printers after transformation. We want to select

parameters that simplifies the process of differentiation between two printers.

As shown in Figure 2.7, we consider two main combinations of parameters. In the first one,

the split edge is represented by the length (l1) and angle (θ1) of the split edge with respect to the

horizontal axis along with the length (l2) and angle (θ2) of the line joining the midpoint (mp) of
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Figure 2.7: Representation of the Split Edge

the split edge and the center point (cp). And in the second combination, we simply use the x,y

coordinates (x1, y1, x2, y2) of the two endpoints (e1p&e2p) of the split edge. We experiment with

these two combinations of parameters to select the one that offers the most promising results.

A point to note here is that in both representations, we require four parameters to fully define

the split edge i.e. either (l1, θ1, l2, θ2) or (x1, y1, x2, y2). This constraint makes our problem, a

four variate problem. However, as it is impossible to visualize a four variate problem and as the

geometry of the split edge suggests, we convert it into two bi-variate problems. To achieve this, we

separate length, angle and midpoint parameters in the first representation method and we separate

the two parameters of each endpoint in the second representation method.

2.8.1.1 Generation of Topologically Transformed Error Distribution

As shown in Figure 2.8, for a given coordinate error distribution, we sample multiple sets of

four Voronoi sites and compute their Voronoi tessellations. This process generates multiple split

edges for the given error distribution of the printer. We present the data generated for multiple split

edges in the form of bi-variate probability distributions. In each of the two representation methods

of the split edge, we generate two probability distributions which together provide complete data

of all the four parameters that are used for defining the split edges.

In the first method, one probability distribution depicts the probability of occurrence of split

15



Topological Transformed Error 
Distributions

Length and Angle Midpoint

Endpoint 1 Endpoint 2

Coordinate Error 
distribution

Representation 1

Representation 2

Figure 2.8: Generation of topologically transformed error distributions.

edges with a specific length and angle and the second probability distribution represents the prob-

ability of occurrence of split edges with its midpoint at a specific location. These two probability

distributions define the coordinate error distribution from which they are generated.

Similarly, the second representation method also gives rise to two probability distributions

that defines the original coordinate error distribution. Here, the first probability distribution gives

the probability of occurrence of split edge with its first endpoint at a specific location and the

second distribution exhibits probability of occurrence of split edge with its second endpoint at a

specific location. These bi-variate probability distributions are called as topologically transformed

error distributions (Figure 2.8). Thus, each method of split edge representation gives rise to two

topologically transformed error distributions which when combined together completely define the

given coordinate error distribution of the printer.

2.8.1.2 Comparison of Two Topologically Transformed Error Distributions

In order to be able to characterize printers we have to quantify the differences between co-

ordinate error distributions of two printers. For this, we need to compare the topological error

distributions resulting from the topological transformation of coordinate error distributions. One

way to do this is to directly compare topologically transformed error distributions resulting from
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Figure 2.9: Process of representing coordinate error distribution with KL divergence.

two coordinate error distributions.

The other way to do this comparison is to compare all topologically transformed error distri-

butions with a single reference distribution. The advantage of doing this is that we can maintain

a common reference point for all distributions irrespective of their mean and standard deviation.

Hence, we compare all topologically transformed error distributions with a bi-variate uniform dis-

tribution of height 1
2×
√
2×2π ,

√
2 being the maximum length that can be attained by the split edge

in a unit square domain and 2π being the maximum angle.

We calculate the difference between the topologically transformed error distributions and the

reference uniform distribution in terms of Kullback–Leibler divergence (DKL). Thus, for each

representation method, we obtain two KL divergence values resulting from two topologically

transformed error distributions. Lower value of KL divergence signifies more similarity between

the topologically transformed error distribution and the reference uniform distribution, whereas a

higher value signifies less similarity between the two distributions.

In the first representation method, we get a KL divergence value for the probability distribution

generated from length and angle of the Split Edge and one for the probability distribution with

the midpoint data. In the second representation, we get two KL divergence values for the two
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probability distributions generated from the data of the location of the two endpoints. We present

both the values emerging from one representation method in a two dimensional scatter plot. Hence,

we get two scatter plots for each error distribution, one from length, angle and midpoint and one

from the endpoints. In this manner, we have converted the problem from four variate to two variate

in both the representation methods.

We sample more points from the same printer error distribution and generate more topolog-

ically transformed error distributions. After comparing them with the reference distribution, we

get multiple points on the scatter plots. Each point will vary slightly from the other as every point

is generated from a different set of randomly sampled points from the same error distribution.

Thus, we get a range of KL divergence values for a given coordinate error distributions and any

error distribution can be defined using these KL divergence values. Sets of KL divergence values

coming from two different coordinate error distributions are directly used for comparing the two

distributions and quantifying the difference between them.

2.8.2 Simulated Study

In order to better understand which representation of the split edge will allow meaningful ex-

aggeration of differences in error distribution after transformation, we perform a simulated study.

These simulations help us to establish the intuition behind our theory and also provide an un-

derstanding of how topological transformation works for different types of input coordinate error

distributions. The design, results and analysis of the numerical simulations are presented below.

2.8.2.1 Design

We begin with a unit square centered at the origin. This square forms our domain in 2D space. It

consists of four Voronoi sites arranged along the vertices of a square and can be used to decompose

the domain into Voronoi cells. Next step would be to translate coordinate error distribution of the

printer to each of the four Voronoi sites. For the simulations, we assume printer error distribution

to be a bi-variate normal distribution with a specific mean and standard deviation value. At this

point, we perform a systematic analysis of the effect of varying mean and standard deviation of the
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coordinate error distribution on topological error distributions.

2.8.2.1.1 Generation of Coordinate Error Distributions - We generate coordinate error distri-

butions which can be classified into the following two groups:

1. Bi-variate normal distributions with the same mean and varying standard deviation - We

generate seven bi-variate normal distributions with their mean at the origin and standard

deviation as 0.01, 0.011, 0.2, 0.3, 0.5, 0.6 and 0.08. The variance for these distributions is

same in both dimensions and the co-variance is zero. All seven distributions consist of 5000

points.This group of coordinate error distributions helps to study the effect of precision of

the printer on the topological transformation process

2. Bi-variate normal distributions with the same standard deviation and varying mean -

We generate bi-variate normal distributions with a standard deviation of 0.05 in both the

directions and varying means. The co-variance value of these distributions is zero and they

consist of 5000 points each. This group talks more about the effect of the bias of the printer.

The location of mean for these distributions are selected in three categories. In category 1,

we first select few locations in the first quadrant along the x=y axis at an increasing distance

from the origin such as (0.01, 0.01), (0.011, 0.011), (0.1, 0.1), (0.2, 0.2), (0.21, 0.21) and

(0.22, 0.22). This would help us to understand the change in behavior of topologically trans-

formed error distributions with increasing distance of mean location from origin. Then in the

second category, we select mean locations in the first quadrant along a line with slope of 0.5

like (0.1, 0.05), (0.2, 0.1) and (0.25, 0.125). This would tell us if the nature of the topologi-

cally transformed error distributions vary with the change in the slope of the line along which

mean location is chosen. Finally, we select some locations in all four quadrants at equal dis-

tance from the center and the two axes in the third category. In this category, the means of

error distribution are located at (0.1, 0.1), (−0.1, 0.1), (−0.1,−0.1) and (0.1,−0.1). This

would help us to understand how the topologically transformed error distributions change

with the quadrants in which mean is located but at same distance from the origin.
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These error distributions are then translated to each of the four Voronoi sites and 50000 sets of four

Voronoi sets are sampled 20 times to get 20 sets of topologically transformed error distributions.

This gives us 20 KL divergence values from the length, angle and midpoint of split edges and

20 from the two endpoints. We present these values on two separate scatter plots for comparison

between different error distributions.

2.8.2.2 Results After Topological Transformation

1. Bi-variate normal distribution with same mean and varying standard deviation

In this group we compare the results generated for coordinate error distributions with same

mean and varying standard deviation after topological transformation. This group gives us

an idea of how topological error distributions vary for printers with different precision. We

consider seven bi-variate normal distributions with a standard deviation of 0.01, 0.011, 0.02,

0.03, 0.05, 0.06 and 0.08 in both the variables and their mean at (0, 0).

For all coordinate error distributions, we plot their KL divergence values in two scatter plots.

The first scatter plot shows KL divergence value for the length and angle of the split edge

along the x axis and KL divergence value for the location of midpoint along the y axis.

The second scatter plot denotes the relationship between the KL divergence values for the

location of the two endpoints for all the error distributions. Each point in these plots is

associated with one coordinate error distribution and points of same color belong to the

same coordinate error distribution.

In the first plot (Figure 2.10), we observe formation of clusters of different colors along the

x axis i.e. along the axis denoting KL divergence value for the length and angle of the edge.

The clusters are arranged in the order of decreasing value of standard deviation. The points

belonging to coordinate error distribution with standard deviation of 0.01 have the highest

KL divergence value for the length and angle of the split edge and the points belonging to the

coordinate error distribution with standard deviation of 0.08 have the lowest KL divergence

value for the length and angle of the split edge. We do not observe much variation in the KL
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KL Divergence – Endpoint 1 of the Split Edge

Figure 2.10: KL Divergence Plots generated from length, angle, midpoint and two endpoints for
error distributions with same mean and varying standard deviation.

divergence value for the midpoint across all distributions.

Whereas, in the second plot (Figure 2.10) we see clusters roughly forming along the 45

degree line in the increasing order of the standard deviation. However, these clusters cannot

be clearly separated according to standard deviations. Thus, for coordinate error distributions

with same mean and different standard deviation, maximum exaggeration in the difference

between two coordinate error distributions is observed in the first scatter plot that is obtained

from the first representation method. Hence, for printers having error distributions with same

mean and varying standard deviation, representing split edge in terms of its length, angle and

midpoint gives maximum exaggeration between two error distributions.

2. Normal distributions with same standard deviation and varying mean

We study the differences in the error distributions with same standard deviation and different
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μ = (0.011,0.011) μ = (0.1,0.1) μ = (-0.1,0.1) μ = (-0.1,-0.1) μ = (0.1,-0.1)

μ = (0.2,0.2) μ = (0.21,0.21) μ = (0.22,0.22) μ = (0.1,0.05) μ = (0.2,0.1) μ = (0.25,0.125)

Figure 2.11: KL Divergence Plots generated from length, angle, midpoint and two endpoints for
error distributions with varying mean and same standard deviation.

means in this group, thus depicting printers with same precision but different bias.

For this group too, we plot KL divergence values in two 2 dimensional scatter plots (Figure

2.11). In the first plot, we mark KL divergence values for the length and angle of the split

edge along the x axis and KL divergence values for the midpoint of the split edge along the

y axis. In this plot we observe formation of clusters in some pattern along the y axis. We

get three main clusters. The first cluster belongs to error distributions with their means at

(0.01, 0.01) and (0.011, 0.011) that is the error distributions that are closest to the origin.

Error distributions represented by second cluster have their means at (0.1, 0.1), (−0.1, 0.1),

(−0.1,−0.1), (0.1,−0.1). This cluster covers all error distributions in all four quadrants

that are at same distance from the origin and the two axes. The last cluster covers error

distributions with the means at (0.2, 0.2), (0.21, 0.21), (0.22, 0.22), (0.1, 0.05), (0.2, 0.1)
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and (0.25, 0.125). This cluster covers error distribution on x=y axis that are farthest from the

origin and clusters along the line with slope 0.5. However, we do not notice any variation

along the x axis across different distributions.

This shows that topologically transformed error distributions generated from the location

data of midpoint are similar for coordinate error distributions with means at equal distance

from the origin irrespective of the quadrant in which the mean is located. Thus, their KL

divergence value falls in the same cluster. There are no clear differences between topologi-

cally transformed error distributions of coordinate error distributions with small difference in

their mean location. We also observe that the KL divergence first increases with increasing

distance of mean from the origin, then drops and continues to increase later. However, we do

not observe any variation with the change in the slope of line along which the mean location

is chosen.

We present the second scatter plot, with KL divergence values for the two endpoints of the

split edge along the x and y axis. In this plot we do not observe any pattern with increasing

distance of mean from the origin or across different quadrants. KL divergence values for all

coordinate error distributions contribute to one big cluster. Thus, even for coordinate error

distributions with same standard deviation and varying mean, maximum exaggeration in

the difference between two coordinate error distributions is observed in the first scatter plot

obtained from the first representation method of the split edge. Hence, for characterization

of printers having error distributions with same standard deviation but varying means, we

use the length, angle and midpoint to represent the split edge.

2.8.2.3 Comparison with Results Before Transformation

For both groups of coordinate error distributions mentioned above, the differences in topologi-

cally transformed error distributions obtained from the length, angle and midpoint of the split edge

are more dominant than the endpoints of the split edge. This means that we get better characteri-

zation of printers when we represent the split edge by its length and angle along with the location
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of its midpoint. Further we notice that for coordinate distributions with same mean but varying

standard deviation, variation is obtained in the KL divergence values obtained from the length

and angle data of the split edge. Therefore, for this group we only concentrate on the topological

distributions generated from the length and angle of the split edges. Similarly, for the group of

coordinate error distributions with same standard deviation but different means, variation is seen

across different distributions when we look at the KL divergence values from the midpoint location

data of the split edges. Thus, for this group we use only the results obtained from the length and

angle of the line joining the midpoint of split edge and the center point of the domain.

In order to verify if the difference between two coordinate distributions is exaggerated after

topological transformation, we compare the results obtained after transformation with the results

before transformation. For this, we compare all coordinate error distributions with the reference

uniform distribution. This gives us a KL divergence value for each coordinate distribution which

we can use to compare the results obtained after transformation.

For coordinate error distributions with their mean at the origin and varying standard deviation,

we present KL divergence value for the length and angle of the split edge in a box plot (Figure

2.12). We notice that the median KL divergence value decreases with increasing standard devia-

tion of the error distribution. The median KL divergence value for error distribution with lowest

deviation of 0.01 is 48.1490 and the KL divergence value for the highest deviation distribution is

25.8009. In between these two distributions, the KL divergence decreases to 47.7912, 43.3260,

38.6587, 32.4051 and 29.0111 for coordinate error distributions with a standard deviation of 0.011,

0.02, 0.03, 0.05 and 0.06 respectively. Thus, we get a monotonically decreasing behavior of the KL

divergence as the standard deviation of coordinate error distribution increases. We also present the

results obtained by directly comparing coordinate error distributions to the reference uniform dis-

tribution in a separate plot (Figure 2.12). Here we see that we get a KL divergence value of 31.2792

for all the coordinate error distributions making it impossible to differentiate between them.

We perform the same comparison for the group of error distributions with the same deviation

but varying mean locations. Here we use the KL divergence obtained from the midpoint location
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Figure 2.12: KL divergence plotted for coordinate error distributions with same mean and varying
standard deviation before applying SplitCode and box plot of KL divergence resulting from length
and angle of split edges after applying SplitCode.

of the split edges and we present them in a box plot (Figure 2.13). From this plot we gain the

knowledge of how KL divergence changes with the distance between the mean of error distribu-

tions and the origin. The median KL divergence for distributions with their mean at (0.01, 0.01)

and (0.011, 0.011) is 15.4593 and 16.9105 respectively. Then as the distance increases such as

for error distributions with their mean at (0.1, 0.1), (−0.1, 0.1), (−0.1,−0.1) and (0.1,−0.1), the

median KL divergence value also increases to 33.8169, 33.7143, 32.8356 and 34.3296 respectively.

After this we observe a drop in KL divergence values as the error distributions move further from

the origin. We get a median of 28.3907, 28.3804, 28.7866, 27.2097, 28.1860, 27.9994 for distribu-

tions with their mean at (0.2, 0.2), (0.21, 0.21), (0.22, 0.22), (0.1, 0.05), (0.2, 0.1), (0.25, 0.125).

This shows that even after the first drop in the KL divergence, we still notice a slight increase with

increasing distance of the mean from the origin. Whereas, before topological transformation, we

get a KL divergence value of 31.2792 for all coordinate error distributions (Figure 2.13). Thus,
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Figure 2.13: KL divergence plotted for coordinate error distributions with varying mean and same
standard deviation before applying SplitCode and box plot of KL divergence resulting from mid-
point location of split edges after applying SplitCode.
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topological transformation increases the difference between any two coordinate error distributions

with varying means and same standard deviation.

2.8.2.4 Conclusion

We observe that by applying SplitCode i.e. by topological transformation, we can achieve

exaggeration between error distributions of two printers. For distributions with same mean but

varying standard deviation, as the standard deviation of the error distribution increases, location of

the sampled Voronoi sites move farther from the center point. As a result, we see a clear difference

in the length of the Split edge as it increases but not in its location. We see a monotonically

decreasing behavior for the KL divergence value obtained from the length and angle of the split

edges as the deviation in the error distribution increases.

Whereas, when the location of the mean of error distributions with same standard deviation

changes, location of the split edge is affected. No difference is observed in the length of the split

edge. Hence, in this case the length and angle of the line joining the midpoint of the Split edge

to the center point is more important. Thus for distributions with same mean but varying standard

deviation, we can refer to the length and angle data of the split edge and for distributions with same

standard deviation and varying means, we can use the midpoint location of the Split Edge. But for

both the cases we use the first representation method i.e length, angle and midpoint of the split

edge.

From the above results, we can conclude that representation of the split edge in terms of its

length (l1) and angle (θ1) with respect to the horizontal axis along with the length (θ2) and angle

(l2) of the line joining its midpoint and the center point provides maximum and meaningful exag-

geration of the difference between any two coordinate error distributions. Hence, the length, angle

and midpoint of the split edge are most useful parameters for comparing the topological noise of

the printers and consequently, for characterization of the printers.
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3. Numerical Validation of SplitCode

In the previous chapter we introduced a scheme for characterization of 3D printers by compar-

ing the topological noise of printers. We learnt that through topological transformation, we can

exaggerate the difference between coordinate error distributions of two printers. The most power-

ful characterization is obtained when we use the first representation method of the split edge where

we represent the split edge with it’s length and angle along with the location of it’s midpoint.

Before applying our scheme on actual 3D printed parts, in this chapter we validate our scheme

numerically and also study the effect of different known error distributions on authentication.

3.1 Quality Assessment and Authentication

Authentication starts with a design to be printed on a reference printer and also to print a

test print. The design is critical because the coordinate error distributions of the printer and the

test print are generated from the error measured in the features printed by the printer. This is

followed by imaging of the prints to generate the coordinate error distribution of both the printer

and the test print. We then apply topological transformation on the coordinate error distributions

to obtain topologically transformed error distributions. By comparing topologically transformed

error distributions with a reference bi-variate uniform distribution, we get a reference set of KL

divergence values for the printer and another set of KL divergence value for the test print. The

next step is to compare these two sets of KL divergence values to find if they belong to the same

distribution.

3.1.1 Authentication test

Given a test print and a reference printer, the goal is to be able to identify if the test print is

printed on that printer or not. To achieve this we use the KL divergence values generated for both

the reference error distribution (re) and the test error distribution (te). Two sets of KL divergence

values act as two distributions. We use single variable Kolmogorov-Smirnov (KS) test to compare

the two distributions.
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Figure 3.1: Authentication test.

The null hypothesis for this test is that the two distributions, reference KL divergence values

and the test Kl divergence values, belong to a common distribution. The alternate hypothesis is that

the two distributions come from two different distributions. We get the result of KS test in terms

of p value. For example, if p value was 0.3 then there is 30% probability that the two distributions

in the test belong to the same distribution. We accept the null hypothesis if p value is greater than

or equal to the significance threshold for the reference printer (pA) and reject it for p value lower

than the significance threshold. We will explain significance threshold in detail in the next section.

If the significance threshold for the reference distribution is 0.05, for any p value greater than or

equal to 0.05, we accept the null hypothesis and say that the two distributions belong to a common

distribution. This means that the test part (tA) is printed on the reference printer (pA). However, if

the p value is less than 0.05, we accept that the test part was printed on a secondary printer and not

on the reference printer.
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3.2 Authentication without Topological Transformation

There is one important question that still remains unanswered which is, do we always require

topological transformation for authentication. And if we require topological transformation how

does it affect authentication. If we had to authenticate 3D printed part without topological trans-

formation, we would have to directly compare the reference coordinate error distribution (re) with

the test coordinate error distribution (te). We could do this through a two variable KS test. Here

too the null hypothesis is that the reference coordinate error distribution and the test coordinate

error distribution come from a common distribution. And the alternate hypothesis is that the refer-

ence coordinate error distribution (re) and the test coordinate error distribution (te) come from two

different distributions. If the p value of the test comes out to be greater than or equal to the sig-

nificance threshold, we can assume that the two distributions come from the same distribution and

there is more probability of the test print (tA) being printed on the reference printer (pA). However,

if the p value is less than the significance threshold, we can conclude that the test part (tA) is not

printed on the reference printer (pA).

3.3 Significance Threshold

Significance threshold is the threshold value that helps us to decide if a particular part was

printed on a given printer or not. Every printer configuration has a different significance threshold

just like how every printer has different error distribution. In order to decide significance threshold

for a given printer (pA), we again use the reference and test error distribution for that printer. To find

a significance threshold before transformation, we use the reference coordinate error distribution

(re) and test coordinate error distribution (te) of the printer (pA). We perform a two variable KS

test between these two distributions and find the p value ((ps)). We know that the two distributions

in consideration belong to the same printer.

Now, if we consider a test error distribution for a part that is not printed on the reference printer,

after performing the KS test we should be able to identify that this test error distribution and the

reference error distribution (re) belong to two different distributions. This will be possible if the p
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value for this KS test is lower than (ps). And this is true for any other part that is not printed on the

reference printer.

Thus, (ps) obtained by comparing reference error distribution (re) and known test error distri-

bution (te) of the same printer is considered as the significance threshold for this printer. Above

the significance threshold, we have distributions belonging to the same printer and below the sig-

nificance we get distributions belonging to different printers. This significance threshold not only

varies with the printer, but also depends on the type and number of prints forming the reference

error distribution and test error distribution for that printer. Thus, significance threshold for prints

printed on the same printer but at different speeds will also be different. To find a significance

threshold after transformation, we carry out the same experiment with the reference KL divergence

values and test KL divergence values of the given printer (pA).

3.4 Simulated Validation of SplitCode

When two reference coordinate error distributions of two different printers vary significantly in

terms of bias or precision, there is a possibility to identify this difference by directly comparing the

the two coordinate error distributions. In such a case, performing topological transformation on the

two coordinate error distribution might turn out to be redundant. On the other hand, there could be

instances where topological transformation is absolutely necessary for authentication. To identify

the different cases which will or will not require topological transformation for authentication,

we once again take aid of numerical simulations. Here we assume that the error distributions of

printers are bi-variate normal distributions with specific mean and standard deviation value.

We perform numerical simulations for four categories of bi-variate normal distributions as

follows-

1. Distributions with same mean, zero co-variance but varying standard deviation

2. Distributions with same standard deviation, zero co-variance but varying mean

3. Distributions with same mean, non-zero co-variance but varying standard deviation

4. Distributions with same mean, same standard deviation but varying co-variance
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For this, we consider coordinate error distributions two different printers - A & B. For each of

the two printers, we generate bi-variate normal distributions consisting of 5000 points each. They

form our reference coordinate error distributions for A & B. Then for A & B again, we generate

a bi-variate normal distribution with 500 points. These distributions with 500 points form the

test coordinate error distributions for A & B. Therefore, reference coordinate error distribution A

(refA) and test coordinate error distribution A (testA) have the same mean, standard deviation and

co-variance. Similarly, reference coordinate error distribution B (refB) and test coordinate error

distribution B (testB) have the same mean, standard deviation and co-variance. We perform KS

tests on (refA), (refB), (testA) & (testB).

Before topological transformation, we find the significance threshold of reference error dis-

tribution A by performing KS test between reference error distribution A (refA) and test error

distribution A (testA). Similarly, by performing KS test between reference error distribution B

(refB) and test error distribution B (testB), we get significance threshold of reference error dis-

tribution B. We then check test error distribution B (testB) against reference error distribution A

(refA). Since we are checking the test distribution against reference distribution of A, the resulting

p value should be less than the significance threshold of A for us to a get a true negative. Then as

we check test error distribution A (testA) against reference error distribution B (refB), we will get

a true negative if the resulting p value is lower than the significance threshold of B.

After topological transformation we use KL divergence values of all distributions to perform

single variable KS test. By comparing KL divergence values of reference error distribution A

(refA) and test error distribution A (testA), we get a significance threshold for A after topological

transformation. Similarly by comparing KL divergence values of reference error distribution B

(refB) and test error distribution B (testB), we get a significance threshold of B. Later, p values

for KS tests between KL divergence values of test error distribution B (testB) and reference error

distribution A (refA) should be lower than the significance threshold of A and for KS tests between

KL divergence values of test error distribution A (testA) and reference error distribution B (refB)

should be lower than the significance threshold of B. This will give us two true negatives at the
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Category II - Varying Mean, Same Standard 
Deviation

μ𝑏 – μ𝑎 = 10−3

σ𝑎 = σ𝑏

μ𝑏 – μ𝑎 = 10−2

σ𝑎 = σ𝑏

Mean = (0, 0)
Covariance = 0

Category I - Same Mean, Varying Standard 
Deviation

σ = 0.02σ = 0.011

σ = 0.0101 σ = 0.01

Figure 3.2: Coordinate error distributions with same mean, zero co-variance, varying standard
deviation along with coordinate error distributions with varying mean, same standard deviation
and zero co-variance.

end.

If towards the end, we have two true negatives, we can assert that we have a case with perfect

authentication. However, if we have one false positive or two false positives at the end, we accept

that the authentication has failed. Let’s look at how the results of numerical simulation look like

for different categories of coordinate error distributions.

3.4.1 Distributions with same mean, zero co-variance but varying standard deviation

In this category we study three cases by changing the difference in the standard deviation of the

two bi-variate normal distributions (Figure 3.2). The distribution with higher standard deviation

signifies error distribution for printers with less precision or prints that are printed on the same

printer but higher speed. Prints printed at higher speed will generally have lower precision resulting

in more errors and hence, coordinate error distribution with higher standard deviation. In this

category we will study if topological transformation is needed or not depending on the difference

in the precision of the two distributions that we are comparing.
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Figure 3.3: Authentication test results for printers having error distributions with same mean, zero
co-variance and a difference of 10−4 in standard deviation.

3.4.1.1 Case 1. Difference in Standard Deviation = 10−4

Here we have reference error distribution A (refA) and test error distribution A (testA) with

their mean at the origin (0, 0) and standard deviation of 0.01 in both variables. Co-variance for

these two distributions is zero in both dimensions. We also have reference error distribution B

(refB) and test error distribution B (testB) with their mean at (0, 0), standard deviation of 0.0101

in both variable and zero co-variance. So the difference in the standard deviations of A and B is

10−4.

We get a significance threshold of 0.5522 for reference distribution A and 0.5522 for reference

distribution B before topological transformation. When we check reference error distribution A

(refA) against test error distribution B (testB), we get a p value of 0.4633. This value is lower

than the significance threshold of A. Thus we get one true negative result before transformation.

We also check test error distribution A (testA) against reference error distribution B (refB). We

get p value as 0.5982. In this case, the p value is greater than the significance threshold of B which

tells us that test error distribution A (testA) and reference error distribution B (refB) come from

the same distribution. However, as this is not true, we get one false positive before topological

transformation.

After transformation, significance thresholds for A and B are 0.905 and 0.1794 respectively.

Using these values, we check test distribution B against reference distribution A. We get a p value
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of 0.3112 which is lesser than the significance threshold for A. This gives us one true negative.

The p value for KS test between test distribution A and reference distribution B is 0.9239 which is

a lot higher than the significance threshold of B. This is a false positive result. Thus, for this case

both before and after topological transformation we get one true negative and one false positive

result. Hence, when the difference in the standard deviation of two distributions or printers is 10−4,

authentication fails both before and after transformation.

3.4.1.2 Case 2. Difference in Standard Deviation = 10−2

The reference and test coordinate error distributions A (refA & testA) have a standard devi-

ation of 0.01, co-variance = 0, and mean at (0, 0). We have reference and test coordinate error

distributions B (refB & testB) with mean at (0, 0), co-variance = 0 and standard deviation of 0.02.

Thus, the difference between the two standard deviations is 10−2.

For this case, before transformation the significance thresholds for both A and B are 0.5522. p

value for KS test between reference error distribution A refA and test error distribution B testB is

9.879x10−25. This value is 100% lower than significance threshold of A giving us one true negative

result. KS test between reference error distribution B refB and test error distribution A testA gives

us a p = 1.781x10−23 and another true negative result. This value is also 100% lower than the

significance threshold of B. Thus, we get two true negative results before transformation.

After transformation, the significance threshold values for A and B are 0.905 and 0.0893 re-

spectively. Testing KL divergence values of reference A against test B or reference B against Test

A gives p = 2.11x10−7. This value is lower than significance threshold of A by 99.99 % and

99.99% lower than significance threshold of B. Thus, we have two true negative results after trans-

formation too. For this case, we get two true negatives both before and after transformation. Thus

authentication is possible in both the situations. But the decrease in the p values with respect to the

significance threshold is more before transformation. Hence, for two printers having error distribu-

tions with a difference of 10−2 in the standard deviation, authentication is possible both before and

after transformation but the accuracy of authentication reduces after topological transformation.
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Figure 3.4: Authentication test results for printers having error distributions with same mean, zero
co-variance and a difference of 10−2 in standard deviation.

3.4.1.3 Case 3. Difference in Standard Deviation = 10−3

Here, we have reference and test coordinate error distributions A (refA & testA) with a stan-

dard deviation of 0.01, co-variance = 0, and mean at (0, 0) and reference and test coordinate error

distributions B (refB & testB) with mean at (0, 0), co-variance = 0 and standard deviation of

0.011. Thus, the difference between the two standard deviations is 10−3.

In this case, the significance thresholds for both A and B are 0.5522 before transformation. KS

test between reference error distribution A refA and test error distribution B testB gives p value

= 0.0501 which is 90.92% lower than significance threshold of A. KS test between reference error

distribution B refB and test error distribution A testA gives us a p = 0.0505. This value is lower

than the significance threshold of B by 90.85%. Thus, we get two true negative results before

transformation.

After transformation, the significance threshold values for A and B are 0.905 and 0.0626 re-

spectively. Testing KL divergence values of reference A against test B gives p = 0.000023 and

testing KL divergence values of reference B against Test A gives p = 0.0199. These values are

lower than their corresponding significance threshold values by 99.99% and 68.21%. Thus, we

have two true negative results after transformation too.

We get two true negatives both before and after transformation. Thus authentication is possible

in both before and after transformation. But the decrease in the p values with respect to their
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Figure 3.5: Authentication test results for printers having error distributions with same mean, zero
co-variance and a difference of 10−3 in standard deviation.

significance thresholds is more after transformation than before. Hence, for two printers with

error distributions with a difference of 10−3 in the standard deviation, authentication is possible

both before and after transformation but the accuracy of authentication increases after topological

transformation.

3.4.2 Distributions with same standard deviation, zero co-variance but varying mean

In this category we study two cases (Figure 3.2). The difference in the mean locations of two

bi-variate normal distributions is different in both the cases. Here, we have printers with different

biases and distributions with their mean locations closer to the origin resemble printers with lesser

error or parts printed at lower speed and the printers having their error distribution with mean

locations farther from the origin showcase higher error.

3.4.2.1 Case 1. Difference in Mean Location = 10−3

Here we have reference error distribution A (refA) and test error distribution A (testA) with

there means at (0.01, 0.01) and a reference error distribution B (refB) and test error distribution B

(testB) with their means at (0.0101, 0.011). So the difference in the location of means of A and B

is 10−3. All distributions have same standard deviation of 0.05 and a co-variance of zero in both

directions.

For this case, we get a significance threshold of 0.5522 for both reference distribution A and

reference distribution B before topological transformation. When we check reference error distri-
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Figure 3.6: Authentication test results for printers having error distributions with same standard
deviation, zero co-variance and a difference of 10−3 in the mean location

bution A (refA) against test error distribution B (testB), we get a p value of 0.5295. This value is

lower than the significance threshold of A. We then check test error distribution A (testA) against

reference error distribution B (refB). We get p value as 0.328. In both the situations, p value is

lower than their significance thresholds. This results in two true negatives before transformation.

After transformation, significance thresholds for A and B are 0.0463 and 0.0034 respectively.

Taking these values in consideration, we check test distribution B against reference distribution A.

We get a p value of 0.0463 which is same as the significance threshold for A. The p value for KS

test between test distribution A and reference distribution B is 0.0034 which is also same as the

significance threshold of B. Thus, we get two false positives here after topological transformation.

From the results, we can infer that when two distributions are separated by a distance of 10−3,

authentication is possible before transformation but not after transformation.

3.4.2.2 Case 2. Difference in Mean Location = 10−2

In the second case we increase the distance between the mean locations of two distributions

to 10−2. We take distributions with a standard deviation of 0.05 and a co-variance of 0. One

reference error distribution A (refA) and test error distribution A (testA) have their mean locations

at (0.1, 0.1). The means of reference error distribution B (refB) and test error distribution B (testB)

are located at (0.11, 0.11).

Significance threshold values for both A and B are 0.5522 before transformation and 0.0012
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Figure 3.7: Authentication test results for printers having error distributions with same standard
deviation, zero co-variance and a difference of 10−2 in the mean location

and 0.00013 respectively after transformation. By comparing reference distribution B with test

distribution A, we get p = 1.46x10−5 before transformation and p = 5.73x10−7 after transformation.

Both before and after transformation, the p values are lower than their corresponding threshold

values. At this point, we have one true negative both before and after transformation. But when

we test reference distribution A against test distribution B, we get p value as 0.000523 before

transformation which is lower than the significance threshold of A before transformation. But

when we compare the same distributions after transformation, we get a p value higher than the

significance threshold. The p value is 0.0463. Thus, in this case too authentication is possible

before transformation as we get two true negatives. But after topological transformation, we get

one true negative and one false positive making it impossible to authenticate between printers of

different biases after transformation.

3.4.3 Distributions with same mean, non-zero co-variance but varying standard deviation

This category is a variation of the first category. Here also we also consider two cases where

the differences in the standard deviation of two distributions are different (Figure 3.8). But these

distributions have a different bias than the distributions in the first category as these distributions

have a non - zero co-variance in both directions. These distributions form an elliptical shape

as oppose to circular distributions in the first two categories. Same as the first category, here

distributions with lower standard deviation means lesser error. These distributions can be related

39



Category III - Same Mean, Varying 
Standard Deviation, Covariance ≠ 0

μ𝑎 = μ𝑏
σ𝑏 – σ𝑎 = 10−3

μ𝑎 = μ𝑏
σ𝑏 – σ𝑎 = 10−2

μ𝑎 = μ𝑏 , σ𝑏 = σ𝑎
σ𝑎12 – σ𝑏12 = σ𝑎21 – σ𝑏21 = 0.02

Category IV - Same Mean, Same Standard 
Deviation, Different Covariance

Figure 3.8: Coordinate error distributions with same mean, non-zero co-variance, varying standard
deviation along with coordinate error distributions with same mean, same standard deviation and
varying co-variances.

to printers with higher precision or to the part in general that are printed with high precision.

Whereas, distributions with higher standard deviation resemble to the lower quality prints with

more errors.

3.4.3.1 Case 1. Difference in Standard Deviation = 10−3

To simulate this case, we generate reference (refA) and test (testA) coordinate error distribu-

tions A with a standard deviation of 0.05. We generate another pair of reference (refB) and test

(testB) coordinate error distributions of B with a standard deviation of 0.051. The difference be-

tween the two standard deviation values is 10−3 and all distributions have a co-variance of 0.0004

in both direction with their means located at (0, 0).

Before transformation, the significance threshold of A is 0.2975 and significance threshold of

B is 0.2742. The p value for KS test between reference error distribution A (refA) and test error

distribution B (testB) turns out to be 0.2591 which is lower than the significance threshold of

A. However, on performing KS test between reference error distribution B (refB) and test error

distribution A (testA), we get p value = 0.358. This value is higher than the significance threshold

of B. Therefore, we get one true negative and one false positive result before transformation.

The significance threshold values of A and B after transformation are 0.0041 and 0.0656 re-
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Figure 3.9: Authentication test results for printers having error distributions with same mean, non-
zero co-variance and a difference of 10−3 in standard deviation

spectively. When we test reference distribution A against test distribution B, we get a p value

same as that of the significance threshold of A that is 0.041. This gives a false positive result after

transformation. Further, when we test reference distribution B against test distribution A, we get

p = 0.1535 which is higher than the significance threshold of B. Thus, we get a total of two false

positive results after topological transformation. Hence, authentication fails both before and after

transformation when we have two printers having error distributions with same mean, non - zero

co-variance and a difference of 10−3 between the two standard deviation values.

3.4.3.2 Case 2. Difference in Standard Deviation = 10−2

In this case too we consider distributions with their means located at the origin and have a co-

variance of 0.0004 in both direction. The standard deviation of reference error distribution A refA

and test error distribution A testA is 0.05 and the standard deviation of reference error distribution

B refB and test error distribution B testB is 0.06. Hence, the difference between the standard

deviation of A and B is 10−2.

In this case, the significance thresholds for A and B are 0.2975 and 0.1091 respectively before

transformation. KS test between reference error distribution A refA and test error distribution B

testB gives p value = 0.0516 which is 82.65% lower than significance threshold of A. KS test

between reference error distribution B refB and test error distribution A testA gives us a p =

0.0009. This value is lower than the significance threshold of B by 99.17%. Thus, we get two true
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Figure 3.10: Authentication test results for printers having error distributions with same mean,
non-zero co-variance and a difference of 10−2 in standard deviation

negative results before transformation.

After transformation, the significance threshold values for A and B are 0.041 and 0.4333 re-

spectively. Testing KL divergence values of reference A against test B gives p = 0.0001 and testing

KL divergence values of reference B against Test A gives p = 0.0006. These values are lower than

their corresponding significance threshold values by 99.75% and 99.86%. Thus, we have two true

negative results after transformation too.

We get two true negatives both before and after transformation. Thus authentication is possible

in this case both before and after transformation. But the decrease in the p values with respect to

their significance thresholds is more after transformation than before. Hence, for two distributions

with same mean, non zero co-variance and a difference of 10−2 in the standard deviation, authenti-

cation is possible both before and after transformation but the accuracy of authentication increases

after topological transformation.

3.4.4 Distributions with same mean, same standard deviation but varying co-variance

Finally, in the last category we compare two distributions with same mean and standard devia-

tion (Figure 3.8), which means the precision is same for the two printers associated with these dis-

tributions. But as the co-variances are different, the bias of the printers are different. We consider

reference refA and test testA error distribution A which have their means at (0, 0) and standard

deviation of 0.051. The co-variances of these distributions is zero. Then we have another pair
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Figure 3.11: Authentication test results for printers having error distributions with same mean,
same standard deviation but varying co-variance

of reference refB and test testB distributions B that have a standard deviation of 0.051 and co-

variance 0.0004 in both the directions. These two distributions also have their means at the origin

(0, 0). In this case, we have a circular distribution A and an elliptical distribution B.

Significance thresholds of A and B before transformation are 0.5522 and 0.2742 respectively.

After transformation, these values change to 0.0248 and 0.0656 for A and B respectively. On test-

ing reference distribution A and test distribution B, we get p value = 0.1635 before transformation

and p value = 0.0146 after transformation. Both these values are lower than their corresponding

significance threshold values. Thus, we get one true negative before transformation, as well as

after transformation.

When we perform a KS test between reference error distribution B refB and test error distri-

bution A testA, we get p = 0.1769. This value is also lower than the significance threshold of B

before transformation. Now we have two true negative results before transformation. However, af-

ter transformation we get a p value of 0.0656 which is same as the significance threshold of B after

topological transformation. We consider this result as a false positive which takes our total to one

true negative and one false positive after transformation. From these results, we can see that for

distributions with same mean and standard deviation but a difference of 0.0004 in the co-variance,

authentication is possible before transformation but not possible after transformation.
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3.4.5 Summary of Numerical Validations

From the results presented in the above section, we can conclude that the effect of topological

transformation on quality assessment and authentication highly depends on the relative nature of

the coordinate error distributions.

Topological transformation is observed to increase the accuracy of authentication when the

two distributions in comparison belong to prints printed with different precision but same bias.

Prints printed with lower precision can be easily identified when compared to prints printed at a

higher precision. Thus, quality assessment becomes the basis of authentication in such cases. This

emphasizes on the quality-centric approach of authentication. Whereas, topological transformation

may not be effective always while identifying prints that are printed on printers with different bias.

In such cases, authentication without topological transformation gives accurate results.

However, the difference in the precision or bias of two prints also plays an important role in

authentication both before and after transformation. Depending on this value, we might land up in

a situation where authentication both before and after transformation could be possible or may not

possible. With these results in mind, for a given pair of reference and test error distribution, we

can determine if topological transformation is necessary for authentication.

3.5 Conclusion

We conclude this chapter by highlighting the fact that quality assessment is the basis of our

scheme of authentication. This scheme can be used to identify prints that are printed on a sec-

ondary printer with lower precision and also to identify prints that are printed on the same printer

but at lower quality. However, the scheme cannot be robustly applied for identifying prints that are

printed on printers with same precision but different biases. The effect of topological transforma-

tion on authentication also depends on the difference between the precision or bias of two printers.

Therefore, using the information gathered during simulated experiments, we can apply topological

transformation in certain applicable situations to exaggerate the difference between two printers

and thus, improve the accuracy of quality assessment and authentication.
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4. Experimental Validation of SplitCode

So far, our numerical experiments demonstrate that in the worst case scenario (when the dis-

tributions are distinguishable in their original form), the topological transformation increases the

accuracy of authentication. We specifically observe this in cases where the difference between

the distributions is in their variance. This means whenever two printers have same bias but dif-

ferent precision, we can apply SplitCode to improve authentication. But the results also showed

that when printers have different biases, that is error distributions with different means or different

co-variances, SplitCode may not necessarily help in authentication. In this chapter, our goal is to

investigate SplitCode in real-world settings through physical experimentation. These experiments

provide an understanding on the nature of coordinate error distributions that we could possibly get

for 3D printers and different hole geometries in different cases.

We concentrate mainly on two types of experiments. In the first one, we apply topological

transformation to perform authentication between two different printers. The second experiment

specifically focuses on the quality assessment aspect of the scheme. In this case, we use topological

transformation to identify parts printed on one printer but with different precision. The following

sections provide a detailed explanation of experimental validation by describing the experimental

setup, design of prints, specifications of printing and imaging, along with the results obtained.

4.1 Case 1 : Authentication of Prints Printed on Different Printers

4.1.1 Problem Description

The problem that we are addressing in this case is purely related to authentication. In this case,

a particular design is being printed on an authentic printer. This print is printed at a particular

setting and material to maintain a certain quality requested by the customer. Simultaneously, the

same design is being printed on a secondary printer by a counterfeiter with probably a lower quality

material. The counterfeiter uses one of the many ways to print a cheaper quality print and provides

that to the customer. In such a situation, we want the customer to be able to identify the lower
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quality part and detect counterfeiting.

Since the print has been printed at a lower quality, it will tend to have more error than the one

printed by the authentic printer. These errors can be measured and compared to the coordinate error

distribution of the authentic printer. We want see if topological transformation can exaggerate the

difference between the coordinate error distributions of the authentic printer and the print that we

want to test. Thus, in this problem, We want to understand if this exaggeration helps in detecting a

counterfeited print printed on a printer other than the authentic printer.

4.1.2 Design of Parts

For this experiment we designed a square part of dimensions 55x55x1.2mm in SOLIDWORKS

2019. This part contained 25 circular holes of varying dimensions on it. We chose five different

diameters for the circular holes- 2mm, 2.5mm, 3.5mm, 4mm, and 5mm (Figure 4.3). The centers

of the holes were arranged in 5x5 grid such that in every alternate row starting from the first one,

the circular holes were arranged in the increasing order of their diameter from left to right and in

the other rows they were arranged in the decreasing order of the diameters from left to right. Such

an arrangement of holes is chosen to check if the diameter and the location of hole affects the error

in printing that hole. For this design, we compute error at the centers of the printed circular holes

with respect to their ideal locations in the CAD image and generate coordinate error distributions.

4.1.3 Design of Experiment

We used two different printers to print the square part with circular holes. Our first printer was

a Creality Ender 3 printer. This printer has a printing bed of size 220x220x250mm and a precision

of +-0.1mm. The second printer that we used was a Lulzbot Taz 6 printer which has an accuracy

of 0.05 to 0.4mm and printing dimension of 280x280x250mm. The design was sliced in software

Cura 4.8.0 and the same G Code was used on the two printers. The nozzle and bed temperature of

these printers were maintained at 200°C and 50°C respectively. All the prints were printed on the

two printers at a speed of 75mm/sec for the infills and 37.5 mm/sec for inner and outer perimeters.

We printed 4 prints of the design on each printer at 100% infill in Polylactic acid (PLA) and with
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Images of the part taken 
at different orientations

Ideal Printed part

Pre-processing
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Ideal Printed part

Ideal Printed part

Rotating Table

Imaging Setup

Figure 4.1: Process of capturing images of the prints, processing in MATLAB and registering on
the image of the CAD model.

same settings. We used three of these prints printed on each printer to create reference coordinate

error distributions of the two printers. The fourth print was used as a test part and to generate test

coordinate error distributions.

4.1.4 Measurement of Error and Generation of Coordinate Error Distributions

The process of measuring error in the printed parts is initiated by taking images of the parts

(Figure 4.1). For this, we place the print on a rotating table and take multiple images of the print at

different orientations ranging from 0°to 360°. We used a Canon EOS 60D DSLR with EF 17-40mm

F/4 USM lens to capture images of the prints. While doing this, we maintained a neutral lighting

condition to minimize the effect of surrounding lights and shadows in error measurement. Taking

multiple images of the same print also helped to eliminate some imaging errors and ensuring that

authentication was mainly based on the errors caused during printing.

After the images are taken for a given print, the images are processed using MATLAB R2020b.
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Ideal CAD Image Image of Printed Part
Center Detection of 
Holes in the Images

Mapping of holes in 
two images

Center Detection of 
Holes in the CAD Image

Figure 4.2: Detection of centers of circular holes in ideal CAD image and image of the print and
mapping of two images to compute the error in the print.

We first reorient all images and register them on the image of the ideal CAD model. All holes

in both the images were detected using circle detection function (imfindcircles) in MATLAB and

each hole in the captured image of the print is mapped to its corresponding hole in the image of the

CAD model as shown in Figure 4.2. We then find out the centers of the two circles. The shadows

in the images play an important role here as it might sometime be mistaken as the boundary of the

hole resulting in detection of a smaller hole than actual. We finally measure the length and angle of

the line joining the two centers of the two holes in the printed part image and CAD image. Thus,

we get error introduced by the printer while printing that particular hole. In the same manner we

compute error for all the 25 holes in a part and use that to create the coordinate error distributions

of the prints.

The error distributions generated from the reference prints are treated as reference error distri-

butions of the two printers and the coordinate error distributions generated from the test prints are

considered as test error distributions for the printers. In this experiment, coordinate error distribu-

tions for prints printed on Creality Ender 3 have an elliptical shape (Figure 4.3). We notice that for

the first two prints, error distributions are coarser whereas in the other two they are denser at the

center. These error distributions are identical to the distributions with mean at the origin and non

zero co-variance. Orientation of the error distributions of the four prints roughly tell us about the

possibility that they are all printed on the same printer with a specific bias.

On the other hand, coordinate error distributions of prints printed on Lulzbot Taz 6 have circular
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Design with 25 Circular Holes 
of Random Dimensions

Error Distribution of Prints Printed on Creality Ender 3

Error Distribution of Prints Printed on Lulzbot Taz 6

Figure 4.3: Design with 25 circular holes of random dimensions and coordinate error distributions
of prints printed on printer Creality Ender 3 and printer Lulzbot Taz 6.

shape (Figure 4.3). Here also, we observe a higher density at the center for 3 prints and a coarser

distribution for the other print. These distributions can be related to bi-variate normal distributions

with their mean at the origin and co-variance equal to zero. Thus, this experimental case resembles

to the simulated case where we had one elliptical and one circular distribution. According to

the results of the numerical case, when the difference between the co-variances of two bi-variate

normal distributions is 0.0004, authentication is successful before topological transformation but

not after. However, in that particular case the difference in co-variances of the two distributions was

chosen as low as possible to determine what happens in the extreme situation. In the experimental

case the difference in the co-variances of the two distributions is visibly higher than the 0.0004.

Hence, it will be interesting to see what happens in this case.

4.1.5 Results of Authentication Before Topological Transformation

Before transformation we first find the significance threshold for the two printers. We will

consider the Creality Ender 3 as Printer A and the Lulzbot Taz 6 as printer B. We perform a

two variable KS test between reference and test coordinate error distributions of printer A to get
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significance threshold for A as 0.0121 and another test between reference and test coordinate error

distributions of printer B to get the significance threshold of printer B as 0.0029. With these values

as reference, we perform the cross tests.

We get a p value of 10−17 for the cross test between reference distribution A and test distribution

B. This value is lower than significance threshold of A. This gives us one true negative result. For

the other cross test between reference distribution B and test distribution A we get a p = 10−11.

This value is also lower than the significance threshold of printer B. Hence, we clearly get two true

negative results before transformation telling us that test print A is not printed on printer B and

test print B is not printed on printer A. From these results, we can tell that authentication for this

experimental case is possible without topological transformation.

4.1.6 Results of Authentication After Topological Transformation

We perform similarity test after transformation to see the effect of topological transformation

on authentication. Before doing the tests, we plot KL divergence values for the length and angle of

split edge v/s the midpoint for all the 8 prints as shown in Figure 4.4. We see a separation between

the two printers along the axis with KL divergence values of the length and angle of the split edge.

There is no clear difference in the KL divergence values resulting from the midpoint. Hence, we

use KL divergence values resulting from the length and angle of the split edges to compare two

printers.

From the similarity tests, we get a significance threshold of 0.0429 for printer A and 0.1452

for printer B. We then perform cross tests between the reference and the test error distributions.

Cross test between reference distribution A and test distribution B results in p = 10−12. Similarly,

cross test between reference distribution B and test distribution A also results in p = 10−12. p val-

ues resulting from both the cross tests are lower than their corresponding significance thresholds.

Hence, we get two true negative results after transformation too. We can therefore say that, for

this experimental case, authentication is possible both before and after topological transformation

and there is no particular need of performing topological transformation on the error distributions.

Hence, if we have to identify a print printed on a secondary printer with different bias than the
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Figure 4.4: Scatter plot for KL divergence of length and angle v/s KL divergence of Midpoint of
the Split Edge and box plot of KL divergence of length and angle for all prints printed on Creality
Ender 3 and Lulzbot Taz 6.

original printer, we can directly compare coordinate error distributions of the print and the original

printer without performing topological transformation on them.

4.2 Case 2 : Quality Assessment of Prints Printed on the Same Printer

In the second experimental problem we want to focus mainly on the quality assessment aspect

of the scheme. This test is to catch counterfeiting done on the same printer to print lower quality

and cheaper parts. To understand this case, we can assume a design being printed on an authentic

printer at a certain speed to maintain the quality of the print. The speed of printing is chosen

such as the error in printing is minimized. On the other hand, to reduce the time of printing and

eventually to reduce the cost of printing, same design is being printed on the authentic printer

but at a higher speed. Another scenario could be that the authentic printer gets attacked by an

external source which controls the movement and speed of the printer. Printing at higher speed

creates more error in the print thus, reducing the quality of print. As both the prints are printed

on the same printer, their coordinate error distributions are likely to have the same mean and bias

but different standard deviation. In such a situation, we want the customer to be able to identify
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a lower quality print provided by the manufacturer. We conduct topological transformation of

the coordinate error distributions to exaggerate the difference between error distributions of prints

printed at different speeds.

In order to understand the effect of the geometry of holes on the error distribution, in this case

we have conducted one experiments with a design of part with square holes and the other with a

design of part with circular holes.

4.2.1 Experiment 1

In our first experiment, we used square holes as our geometric figures to compute error.

4.2.1.1 Design of Parts

To explore this situation, we wanted to select a design where change in error specifically due

to change in speed could be measured. We know that when the direction of printing changes,

printing speed plays an important role in maintaining the accuracy of printing. Hence, we selected

a geometry that has square holes in it and we measured the error at the corners of the squares

where the effect of change in speed is more dominantly observed. We designed a square part of

dimensions 55x55x1.2mm with 25 square holes on it as shown in Figure 4.8. This design was

created in SOLIDWORKS 2019. The centers of these square holes were arranged in a 5x5 grid

and the length of their sides were selected randomly from 3mm, 3.5mm, 4mm 4.5mm and 5mm.

The size of the square holes was randomly selected on random location to find the effect of size

and location of the hole on the error. For this part design, we measured the error at the vertices of

the square holes on the printed parts with respect to their ideal locations in the CAD image. The

error calculated was then utilized to generate coordinate error distribution of the prints.

4.2.1.2 Design of Experiment

For this experiment, we used a Prusa i3 MK3S which uses its own slicer PrusaSlicer - 2.3.3

for slicing the CAD model. The square part with square holes was sliced in the PrusaSlicer. All

parts were printed in Polylactic acid (PLA) by the printer and with an infill percentage of 100 while

maintaining nozzle and bed temperature as 210°C and 60°C respectively. We printed two prints
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Studio Light Imaging Box with 360 degrees Rotating Disk

Figure 4.5: Imaging setup comprising of a studio light imaging box and rotating disc used for
minimizing error caused due to imaging.

a and b, of the design at a lower speed of 40mm/sec for infill and 30mm/sec for perimeters. One

print (a) is used to generate reference error distribution for the prints printed on this printer at this

speed. Other print (b) was used a test part at 40mm/sec. Then we printed two more prints c and

d, of the design on the same printer at a higher speed of 80mm/sec for infill and 45mm /sec for

perimeters. These two prints are treated as the test prints in this experiment. We compute printing

error in all four prints and utilize it for authentication.
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Ideal CAD Image Image of Printed Part
Corner Detection of 
Holes in the Image

Mapping of holes in 
two images

Corner Detection of 
Holes in the CAD Image

Figure 4.6: Detection of corners of square holes in ideal CAD image and image of the print and
mapping of two images to compute the error in the print.

4.2.1.3 Measurement of Error and Generation of Coordinate Error Distributions

The error measurement process for prints with square holes also began with capturing images

of the prints. In this experiment we introduced one new object to the imaging setup. As shown in

Figure 4.5, we used a white box whose five faces were covered and had a hole on the top for taking

images. The rotating table was placed at the center of this box under the hole. This box provided a

white background to the images making it easier to process them in MATLAB and it also controlled

the light incident on it resulting in minimum imaging error. We took multiple images of a print

at different rotations and then reoriented and registered the images on the image of a CAD model

(Figure 4.6). After this, we used a corner detection function (detectHarrisFeatures) in MATLAB

to detect all the corners in the captured images. At this stage, multiple factors come into picture in

the error computation process.

Firstly, because of the noise in the captured images, we do not get straight line edges for the

square holes when we process the images in MATLAB. As a result, multiple points are detected in

the images by the corner detection function as shown in Figure 4.7. We map all the detected points

on the ideal CAD image and find the points that are closest to the actual corners of the square holes

on the CAD image. An important point to note here is that, because of the fundamental nature

of printing and the thickness of the printing filament, as the printing direction changes by 90°we

do not get a sharp corner. Instead we get fillets. Secondly, when we take images of these prints,

shadows increase the probability of detecting a fillet in the location of a corner.
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CAD Image with Ideal 
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Processed and Registered 
Image of the Print
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Figure 4.7: This figure shows detection of corners of the square hole in both ideal CAD image and
image of the print. Due to uneven edges on the holes in the image of the print, multiple points are
detected as corners. We select the points that are closest to the corners detected in CAD image.

Because of the above two reasons, the points detected by the corner detection function often lies

on the edges that are incident on the corner. Naturally, the location of the points that are closest

to the corners in the CAD image also lies on one of the two incident edges. As a result, when

we plot the error to generate coordinate error distribution, we get a diamond-like shape (Figure

4.8 ). If we compare the error distributions of the prints printed at two speeds, we notice that

all distributions have the same bias indicating that they are printed on the same printer or there

is a remote possibility that they were printed on printers with same bias but at different speeds.

However, we if closely look at the error distributions generated for prints printed at lower speed,

we realize that they are denser at the center than the error distributions of prints printed at higher

speed. This result follows our intuition of higher error at higher speed. These distributions could

be related to the simulated case where we had two distributions with the same mean but varying

standard deviation. However, this experiment will also provide us with some understanding on the

effect of the hole geometry on error distributions and topological transformation.

4.2.1.4 Results of Quality Assessment Before Topological Transformation

We start by performing a similarity test between the two prints printed at a lower speed that is

a and b. These prints are our reference prints as they are printed at a lower speed and have better

quality. Similarity test gives us a significance threshold for the prints printed at 30mm/sec on this

printer. We get p = 0.0051 for this test. As soon as we get this value, we test the two prints printed

at higher speed (c & d) individually with the prints printed at lower speed. When we perform a
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Design with 25 Square Holes 
of Random Dimensions

Error Distribution of Prints 
Printed at 30mm/sec

Error Distribution of Prints 
Printed at 45mm/sec

Figure 4.8: Design with 25 square holes of random dimensions and coordinate error distributions
of prints printed on printer Prusa i3 MK3S at 30mm/sec and 45mm/sec.

KS test between print c printed at 45mm/sec perimeter speed with prints a& b, we get a p value

of 0.4277. This value is higher than the significance threshold. For the test between print d and

the reference prints, we get a p value of 0.1671. This test also gives us higher p value than the

significance threshold. Thus, we get two false positive results which indicate that prints c and d are

printed at the same speed as that of prints a and b. From this we can say that in this case quality

assessment is not possible before topological transformation.

4.2.1.5 Results of Quality Assessment After Topological Transformation

In this experiment, as the bias of all distributions is same, we carry out our similarity exper-

iments with the KL divergence values generated from the length and angle of the split edges of

the four distributions. We get a significance threshold of 0.9748 for prints printed at lower speed

(30mm/sec). The first cross test is performed between print c printed at 45mm/sec and the refer-

ence prints. We get p = 0.0946 for this test. Similarly, we perform a cross test between print d

and prints printed at lower speed. This test gives a p value of 0.00013. Both the cross tests tell us

that the prints c and d are not printed at the same speed as prints a and b. Hence, we get two true

negative results and a perfect authentication case. These results prove that if we have to identify

parts with square holes that have more error due to being printed at a higher speed, or in simpler

terms, has lower quality, topological transformation is necessary.
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Speed 1 = 45mm/sec, Speed 2 = 30mm/sec  

Figure 4.9: Scatter plot for KL divergence of length and angle v/s KL divergence of Midpoint of
the Split Edge and box plot of KL divergence of length and angle for all prints printed on Prusa i3
MK3S at 30mm/sec and 45mm/sec.

4.2.2 Experiment 2

We performed one more experiment for the same problem with a design having circular holes

on it.

4.2.2.1 Design of Parts

We used the same design for this experiment as the one we used earlier in case 1. The design

was a square part of dimensions 55x55x1.2mm which had 25 circular holes of varying dimensions

on it (Figure 4.10). Dimensions of these holes range between 2mm and 5mm. The centers of the

holes were arranged in 5x5 grid. For this design too, we compute the error at the centers of the

printed circular holes.

4.2.2.2 Design of Experiment

We used printer Creality Ender 3 to print the design with circular holes. The design was sliced

in software Cura 4.8.0 and the nozzle and bed temperature were maintained at 200°C and 50°C

respectively while printing. We printed three prints at a speed of 75mm/sec for the infills and
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Design with 25 Circular Holes 
of Random Dimensions

Error Distribution of Prints Printed at Speed 37.5mm/sec

Error Distribution of Prints Printed at Speed 40mm/sec

Figure 4.10: Design with 25 circular holes of random dimensions and coordinate error distributions
of prints printed on printer Creality Ender 3 at 37.5mm/sec and 40mm/sec.

37.5 mm/sec for inner and outer perimeters. Three more prints were printed at a higher speed of

80mm/sec for infills and 40mm/sec for the perimeters. One print printed at each of the two speeds

was considered to be the test print and the other two prints formed the reference sets. All prints

were printed with 100% infill in Polylactic acid (PLA). An important note here is that, after printing

the parts at lower speed the printer had to undergo a manual calibration which may have changed

some printer settings. Keeping this in mind, we generate the reference and test error distributions.

4.2.2.3 Measurement of Error and Generation of Coordinate Error Distribution

The process of measuring error for these prints was same as that of previous experiment done

with design with circular holes. Here also, we measured error in a given part by computing error at

the centers of the circular holes with respect to their CAD image. We used circle detection function

in MATLAB for this purpose. Prints separated to be used as reference contributed in generating
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the reference error distributions at the two prints. We get one reference distribution A for speed

37.5mm/sec and another reference distribution B for speed 40mm/sec. Similarly, we generate test

distributions A and B for the two speeds. We use these distributions to perform quality assessment

tests. (Figure 4.10 shows error distributions of all the prints printed at both the speeds.)

4.2.2.4 Results of Quality Assessment Before Topological Transformation

Before topological transformation, we get two significance threshold values for print printed

at higher and lower speeds respectively. Significance threshold for prints printed at 37.5mm/sec is

0.016 and significance threshold for prints printed at 40mm/sec is 1.31x10−6 On performing cross

test between test distribution B and reference distribution A, we get p = 1.62x10−10. This value

is lower than its corresponding significance threshold. When we perform KS test between test

distribution A and reference distribution B, we get p = 5.56x10−8. In this case also p value is lower

than its corresponding significance threshold. Both the cross tests give us two true negative results

as the reference and the test distributions in the cross test are not printed at the same speed. Thus,

before transformation we can successfully identify prints with circular holes printed at a different

speed.

4.2.2.5 Results of Quality Assessment After Topological Transformation

We use KL divergence values resulting from the length and angle of the split edges to perform

similarity tests after topological transformation. Significance threshold values for prints printed

at 37.5mm/sec and 40mm/sec are 0.0429 and 0.0012 respectively. First similarity test between

reference distribution A and test distribution B gives p = 0.1452 which is higher than the signifi-

cance threshold of A. This is counted as one false positive result. p value for the second similarity

test between reference distribution B and test distribution A is 0.0012. This value is same as its

corresponding significance threshold. In total, we get two false positive results after topological

transformation and with this the task of quality assessment fails after transformation. So we can

say that when we had a problem of identifying a part with circular holes printed on the same printer

at a different quality and at a different speed, we were unable to complete the task after applying
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Speed 1 = 37.5mm/sec, Speed 2 = 40mm/sec  

Figure 4.11: Scatter plot for KL divergence of length and angle v/s KL divergence of Midpoint of
the Split Edge and box plot of KL divergence of length and angle for all prints printed on Creality
Ender 3 at 37.5mm/sec and 40mm/sec.

topological transformation on error distributions. But we could simply perform authentication

before transformation.

4.3 Conclusion

The results of the physical experiments provide us with some thoughtful insights. Experiments

showed that when the problem is to identify or authenticate a part printed on a secondary printer

that has a different bias than the original printer, authentication is possible after applying Split-

Code. However, even without applying SplitCode this authentication could be achieved. When

we compare this experiment to the numerical validation case of two distributions with different

co-variances, we can say that the difference in the bias of two printers also matter in the accuracy

of authentication both before and after topological transformation. On the other hand, when we

have to identify a lower quality part printed at a different speed on the same printer, geometry of

the holes played an important role. In case of square holes, we required topological transforma-

tion for authentication as authentication failed before transformation. However, in case of circular
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holes, authentication was only possible before topological transformation and not after. This tells

us that the performance of SplitCode varies with varying geometries of the holes as geometry has

a direct impact on the nature of error distributions. Thus depending on the nature of error distribu-

tions, in few cases of authentication between prints printed with different precision but same bias,

topological transformation is necessary for quality assessment and authentication. This result once

again shows that SplitCode is important when the quality of the part changes and also bolsters our

quality-centric approach of authentication.
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5. Conclusion

This chapter is organized into four sections. In section 5.1, we first summarize the contributions

of this research work. We discuss broad implications of the work in section 5.2, followed by

highlighting the future directions in section 5.3. Lastly, we end this thesis with some concluding

remarks.

5.1 Summary of contributions

This work has four main contributions as follows:

5.1.1 Robust Scheme for Printer Characterization

In this thesis, we first introduce SplitCode which is a powerful scheme for characterization of

printers through characterizing their bias and precision. We also propose a method of estimating

the precision and bias of printers by measuring the errors in the parts printed by the printer and

generating coordinate error distributions. SplitCode is based on the principle of Voronoi Tessel-

lation and through this scheme we achieve exaggeration of difference between error distributions

of two printers. Characterization of printers is important for authenticating parts printed on them.

However, differentiating between two printers may not always be feasible by directly comparing

the error distributions of two printers. Applying SplitCode on the error distributions help us to

topologically transform error distributions and exaggerate the error in the printed parts as well as

the difference in error distributions of two printers. As a result of this exaggeration, differentiation

between two printers becomes easy, enabling us better authentication of additively manufactured

parts.

5.1.2 Design of Scheme for Maximum Exaggeration between Error Distributions

We design a scheme for SplitCode by selecting the representation of split edge that offer max-

imum exaggeration of difference between error distributions of two printers. To achieve this we

present a simulated study on the effect of varying mean and varying standard deviation of error dis-
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authentication between two printers having 
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between error distributions of two printers

Systematic study on the effect of varying mean 
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of Split edge offers maximum exaggeration 

between two error distributions

Summary of Contributions

Figure 5.1: Summary of Contributions.

tributions on topological transformation. Through this study, we show that representing the split

edge in terms of length, angle and location of its midpoint gives us more meaningful exaggeration

between two error distributions. We also find that using the two endpoints of the split edge to

define it, we do not get exaggeration between two error distributions thus, giving us a clear indi-

cation for selecting length, angle and midpoint to define the split edge. Further, we narrow down

our selection of parameters for the two groups of error distributions by concentrating just on the

length and angle of the split edge for differentiating between error distributions with same mean

and different standard deviation. Similarly, for error distributions with same standard deviation

and varying means, we provide evidence that indicate consideration of only midpoint location for

differentiation.

5.1.3 Methodology for Quality Assessment and Authentication of 3D Printed Parts

We propose a methodology for conducting authentication and quality assessment tests for ad-

ditively manufactured parts. We also present a study on the effects of different known distributions

on authentication. Through our study we help to build an intuition on application of SplitCode for

cases where topological transformation improves the accuracy of authentication. We validate our
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theory numerically and show that when two printers have error distributions with same mean but

different standard deviation, SplitCode improves the accuracy of authentication. However, when

error distributions of two printers vary in mean location or have different co-variances, SplitCode

may not necessarily be helpful for authentication. This also means that topological transformation

improves accuracy for authenticating parts printed on printers with same bias and different pre-

cision but it may not be effective for printers with different biases. In this way, we introduce a

quality-centric authentication method.

5.1.4 Guidelines to Apply SplitCode in Real Applications

After validating our results numerically, we also present results for quality assessment and

authentication of actual 3D printed parts and provide guidelines on application of SplitCode in

real life applications. Through the experimental results, we once again show that by application of

SplitCode, we can identify parts printed on an unauthentic printer where the unauthentic printer has

different bias than the authentic one. At the same time, when the biases of printers vary from each

other by a significant amount we can achieve authentication even before application of SplitCode.

We also show that when the problem is to identify a lower quality part printed at higher speed on

the same printer or printer with same bias, geometry and features used for error estimation affect

the accuracy of authentication. According to the results, in some cases topological transforma-

tion is absolutely required for authenticating lower quality parts. In other cases, authentication is

possible before but not after application of SplitCode on error distributions. Thus, from experi-

mental validation we infer that when quality of part changes, topological transformation could be

the only way for authentication for certain kinds of error distributions. This emphasizes on the

quality-centric aspect of the authentication method.

5.2 Future Implications

This research work has just scratched the surface of a deep concept of quality-centric authenti-

cation. It has opened multiple routes for further exploration of this problem. We will discuss some

of the implications of this work in this section.
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Figure 5.2: Use of different geometric features, figures and arrangement of figures for measuring
error in a printed part.

5.2.1 Part Design

In terms of part design, currently we are using centers of circular holes and corners of square

holes for estimating error. We have already noticed in our experiments that both the geometry

of the hole and the features used for error measurement affect the nature of error distributions

and eventually, authentication. In future, an interesting problem is to study the effect of different

geometric figures in more detail by selecting figures like triangles, pentagons or hexagons as shown

in in Figure 5.2. Experimenting with different features such as centroid, edges or midpoints of

edges (Figure 5.2) will give us an understanding on how the estimation of error is affected by

the features at which it is calculated. It is also possible to arrange geometric figures in various

ways such as in a triangular or hexagonal grid as shown in Figure 5.2. Different arrangement of

features for the same part will give different error distributions thus, giving us a more accurate

representation of the precision and bias of printers.

5.2.2 SplitCode Algorithm

There is great scope of exploration within the algorithm of SplitCode. Our algorithm is based

on a simple principle of topology change in uniform quad grid structures. Changing this quad

grid to other nonuniform Voronoi grid structure (Figure 5.3) will generate different topologically

transformed error distributions and provide different amount of exaggeration between two error

distributions. In order to increase the sensitivity of topological transformation, arranging Voronoi
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Figure 5.3: Use of higher dimensional Voronoi sites, non-uniform Voronoi grid structures and
circular arrangement of Voronoi sites to study the effect on topologically transformed error distri-
butions.

sites in a circle as shown in Figure 5.3 is worth trying. Our method assumes that imprecise nozzle

movement is the only cause of error in printed parts. But in reality, even this error could be affected

by factors like temperature of the surroundings, temperature of the printer bed and filament quality.

In order to properly measure error only due to inexact movement of the printer, we could use higher

dimensional Voronoi sites like straight lines or curves (Figure 5.3). These variations in the Split-

Code algorithm will provide an understanding on which factors affect topological transformation

in a positive sense to achieve meaningful exaggeration between two error distributions.

5.2.3 Statistical Variations

Once exaggeration between two error distributions is achieved, the tests used for authentication

also affect the performance of authentication. In our work, we use statistical tests that allow use

of only two features of the split edge. Instead of considering probability of one split edge to check

if the reference and test error distributions belong to the same distribution, using joint probability

of a grid of split edges (Figure 5.4) can prove to be a more descriptive representation of an error

distribution and hence, improve the accuracy of authentication. Use of multiple split edges and

multiple features can be made possible by replacing statistical tests with machine learning algo-

rithms. Another way to get more reliable authentication is to consider location dependent error for
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Figure 5.4: Use of joint probability of a grid of split edges or consideration of location dependant
error to improve the accuracy of authentication.

a given printed part as shown in Figure 5.4. Because of the hardware imperfections, printer error

can vary from one location to the other on the printer bed. Experimenting with location dependent

error will offer a way to differentiate between printers that have similar overall error distribution

but different error distributions when compared location wise.

5.2.4 Processing Methodologies

Since the process of error measurement in printed parts start with capturing images of the part

and processing them, these processes greatly influence the measured error. As seen in our exper-

iments, image processing and feature detection methods can even change the shape of the error

distribution. Hence, it is important to correctly detect the features at which error is estimated. In

future, use of better post processing methods for RGB images will facilitate accurate detection of

features. While taking images, surrounding lights and shadows tend to sway the measurement of
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error. Implementing different imaging methods like 3D scans or micro scan can help in eliminat-

ing these issues. Finally, utilizing non imaging techniques like acoustic, vibrations or optics for

detecting features and errors is also another way to ensure that the error measured is solely caused

due to printing.

5.3 Future Works

In this work, we provided a detailed study on the effects of varying mean and standard deviation

of error distributions of printers on topological transformation, that is the effect of precision and

bias of a printer on error exaggeration. However, at this time we concentrate only on the error

that is inherent to the printer. In future, using the results of our study, it is possible to introduce

controlled errors in the part while it is being printed. In other words, encoding bias and lack of

precision in specific parts while printing will allow us to encode certain information in the parts.

This encoded information can then be used for authentication. One simple way to achieve this

could be by applying vibration to the printer nozzle.

Our research deals with specific type of counterfeiting resulting due to theft of technical data

at the manufacturing level. This method is still limited to authenticating parts printed on different

printers and parts printed at different speeds on the same printer. We could extend our work to be

more inclusive of other counterfeiting attacks happening at the manufacturing level. Eventually,

the goal is to be able to identify the source printer of a given 3D printed part. Simultaneously, we

could branch out our study from just flat surfaces to parts with curved surfaces. The main challenge

here is to get accurate estimation of the error through imaging. A way to address this challenge

would be to resort to advanced scanning techniques or non imaging feature detection.

5.4 Concluding Statement

AM industry is a continuously growing industry and because of its advantages over conven-

tional machining, it has strengthened its roots in all major industries. With the increase in number

of applications, this industry has also suffered great losses from attacks like counterfeiting. This

has created the need for authentication in AM. Existing authentication techniques involve complex
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designing or use of advanced technology, limiting their use in everyday applications. Our research

provides a method for authentication and quality assessment of 3D printed parts and addresses

some of the existing challenges.

Based on the principle of Voronoi Tessellation, we provide a technique to exaggerate differ-

ences between error distributions of two printers. Thus, our method enables characterization of

printers based on characterization of their bias and precision and thereby enabling authentica-

tion of parts printed on them. Currently, effective in improving authentication in certain cases of

identifying lower quality parts, this technique has great potential of increasing the accuracy while

authenticating parts printed on different printers and identifying the source printer of a printed part.

This work has the capability to create a foundation for encoding information in 3D printed parts

by encoding bias and lack of precision while printing. To this end, we believe that this work is just

the beginning of exploration of an extremely rich concept of quality-centric authentication.
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