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Premise

• Can we extract personal info 

from anonymized database?



Netflix Prize Dataset

• Movie ratings of 500,000 Netflix subscribers

• “The Netflix Prize was an open competition for the 

best collaborative filtering algorithm to predict user ratings 

for films, based on previous ratings without any other 

information about the users or films, i.e. without the users 

or the films being identified except by numbers assigned 

for the contest.” (Wikipedia)



K-anonymity

• Publisher decides which attributes public/private

– Public are “quasi-identifiers”

• Every quasi-identifier tuple appears in at least k 

records in anonymized DB



Wikipedia Example



Wikipedia Example

• Suppress some fields (e.g. name, religion)

• Generalize some fields

2-anonymity

For Age,Gender,State



Model

• Consider database as NxM matrix

– Rows are people

– Columns are preferences

– Very sparse! (what percentage of Netflix have you watched?)

• Supp(r) is set of non-null attributes of a record



Similarity

• Measure similarity using generalized cosine measure

– Sim on two attributes maps to [0,1]

– E.g. a binary if ratings/dates are within threshold between 

subscribers



Sparsity definition

• Netflix Prize database vast majority has no record with 

similarity over 0.5, even if consider only movies rated 

(not dates or ratings)

– (0.5,0) sparse



Similarity



Adversary model

• Has auxiliary information (background info related to record)

– Aux(r)

• Adversary wants to reconstruct values of entire record r 

given auxiliary info and anonymized sample



Deanonymized? (I)

• Amplification of background knowledge

• Uses Aux(r) close to r on subset of attributes to find r’ 

close to r on all



Deanonymized? (II)

• Extended to a subset



Entropic de-anonymization

• Measures entropy of candidate set of records similar 

to target record



De-anonymization Algorithm

• Inputs, database sample + auxiliary information for a record

• Output: record in sample, or set with probabilities

1. Compute score(aux, r’) for each r’ in sample

2. Apply matching criteria

3. Output record or probability distribution for records



Algorithm Scoreboard



Netflix Prize Dataset



What if I know some approximate dates with ratings?



Maybe you are not in there?



Ratings but no dates



Less popular movies
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